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13 äåêàáðÿ 2023 ã. óøåë èç æèçíè Âèòàëèé Àíàòîëüåâè÷ Ðîìàíüêîâ, âûäàþùèéñÿ
ìàòåìàòèê, äîêòîð ôèçèêî-ìàòåìàòè÷åñêèõ íàóê, ãëàâíûé íàó÷íûé ñîòðóäíèê ëàáîðà-
òîðèè êîìáèíàòîðíûõ è âû÷èñëèòåëüíûõ ìåòîäîâ àëãåáðû è ëîãèêè Îìñêîãî ôèëèàëà
Èíñòèòóòà ìàòåìàòèêè èì. Ñ.Ë. Ñîáîëåâà Ñèáèðñêîãî îòäåëåíèÿ Ðîññèéñêîé àêàäåìèè
íàóê, ïðîôåññîð Îìñêîãî ãîñóäàðñòâåííîãî óíèâåðñèòåòà èì. Ô.Ì. Äîñòîåâñêîãî.

Âèòàëèé Àíàòîëüåâè÷ ðîäèëñÿ 12 ôåâðàëÿ 1948 ã. â Óñòü-Êàìåíîãîðñêå (íûíå Ðåñ-
ïóáëèêà Êàçàõñòàí). Óæå â øêîëüíûå ãîäû ïðîÿâëÿë áîëüøèå ìàòåìàòè÷åñêèå ñïî-
ñîáíîñòè, ó÷àñòâîâàë â ðåñïóáëèêàíñêèõ è âñåñîþçíûõ ìàòåìàòè÷åñêèõ îëèìïèàäàõ.
Óâëåêàëñÿ øàõìàòàìè. Â 1966 ã. ïîñòóïèë íà ìåõìàò Íîâîñèáèðñêîãî ãîñóäàðñòâåííîãî
óíèâåðñèòåòà, êîòîðûé ñ îòëè÷èåì îêîí÷èë.

Â 1974 ã. óñïåøíî çàùèòèë êàíäèäàòñêóþ äèññåðòàöèþ ïîä ðóêîâîäñòâîì ïðîôåñ-
ñîðà Â.Í. Ðåìåñëåííèêîâà, à çàòåì ïðèíÿë ïðèãëàøåíèå Ì.È. Êàðãàïîëîâà è ñòàë îä-
íèì èç ó÷àñòíèêîâ ¾íàó÷íîãî äåñàíòà¿, îòïðàâèâøåãîñÿ â Îìñê äëÿ îòêðûòèÿ â 1978 ã.
Îìñêîãî Êîìïëåêñíîãî îòäåëà Èíñòèòóòà ìàòåìàòèêè ÑÎ ÐÀÍ è ïðåïîäàâàíèÿ
â íåäàâíî îáðàçîâàííîì Îìñêîì ãîñóäàðñòâåííîì óíèâåðñèòåòå (ÎìÃÓ). Â ýòîò ¾íà-
ó÷íûé äåñàíò¿, ïîìèìî Âèòàëèÿ Àíàòîëüåâè÷à, âõîäèëè ìîëîäûå ïåðñïåêòèâíûå
íîâîñèáèðñêèå àëãåáðàèñòû: Ã.Ï. Êóêèí, Ã.À. Íîñêîâ, Â.ß. Áåëÿåâ, À. Ã. Ìÿñíèêîâ,
À.Í. Ãðèøêîâ, À.Â. Áîðîâèê, À.Í. Çóáêîâ. Â äàëüíåéøåì âñå îíè ñòàíóò êðóïíûìè
ó÷åíûìè, à ïîëó÷åííûå èìè ðåçóëüòàòû ñäåëàþò Îìñê îäíèì èç ïðèçíàííûõ ìèðîâûõ
àëãåáðàè÷åñêèõ öåíòðîâ. Âî ãëàâå ¾äåñàíòà¿ ñòîÿë Â.Í. Ðåìåñëåííèêîâ, óæå òîãäà
ìàòåìàòèê ñ ìèðîâûì èìåíåì.

Â 1992 ã. Âèòàëèé Àíàòîëüåâè÷ çàùèòèë äîêòîðñêóþ äèññåðòàöèþ ïî ñïåöèàëüíî-
ñòè 01.01.06 ¾Ìàòåìàòè÷åñêàÿ ëîãèêà, àëãåáðà è òåîðèÿ ÷èñåë¿. Â 1995 ã. ïîëó÷èë çâà-
íèå ïðîôåññîðà è âîçãëàâèë êàôåäðó èíôîðìàöèîííûõ ñèñòåì â ÎìÃÓ. Â íàñòîÿùåå
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âðåìÿ ïîñëå îáúåäèíåíèÿ ñ êàôåäðîé ìàòåìàòè÷åñêîé ëîãèêè ýòà êàôåäðà íîñèò íàçâà-
íèå êàôåäðû êîìïüþòåðíîé ìàòåìàòèêè è ïðîãðàììèðîâàíèÿ. Áûë íàãðàæäåí çíàêîì
¾Ïî÷åòíûé ðàáîòíèê âûñøåãî ïðîôåññèîíàëüíîãî îáðàçîâàíèÿ Ðîññèéñêîé Ôåäåðà-
öèè¿ (2002), ñòàë ëàóðåàòîì ïðåìèè ¾Äîñòèæåíèå ãîäà¿ ÎìÃÓ èì. Ô.Ì. Äîñòîåâñêîãî
(2014). Ïîä åãî ðóêîâîäñòâîì áûëè óñïåøíî çàùèùåíû 12 êàíäèäàòñêèõ äèññåðòàöèé
è äâå Ph.D. äèññåðòàöèè.

Âèòàëèé Àíàòîëüåâè÷� àâòîð áîëåå 100 íàó÷íûõ ðàáîò, 10 ìîíîãðàôèé è ó÷åá-
íûõ ïîñîáèé. ×ëåí ðåäàêöèîííûõ êîëëåãèé æóðíàëîâ ¾Ïðèêëàäíàÿ äèñêðåòíàÿ ìàòå-
ìàòèêà¿, ¾Âåñòíèê Îìñêîãî óíèâåðñèòåòà¿, ¾Groups-Complexity-Cryptology¿. Ðóêîâî-
äèë ãðàíòàìè Ðîññèéñêîãî ôîíäà ôóíäàìåíòàëüíûõ èññëåäîâàíèé (1995�2014), ãðàí-
òàìè Ðîññèéñêîãî íàó÷íîãî ôîíäà (2015�2023). Ðàáîòàë ïî ïðèãëàøåíèþ çà ðóáåæîì:
â ÑØÀ, Àíãëèè, Êàíàäå, Èñïàíèè, Òóðöèè. Âûñòóïàë ñ ïëåíàðíûìè äîêëàäàìè íà
êðóïíûõ ìåæäóíàðîäíûõ êîíôåðåíöèÿõ â Íüþ-Éîðêå, Ëèíêîëüíå, Îëáàíè (ÑØÀ),
íà èçâåñòíûõ ñåìèíàðàõ ïî òåîðèè ãðóïï Íüþ-Éîðêñêîãî ãîðîäñêîãî óíèâåðñèòåòà, ñå-
ìèíàðàõ Ïðèíñòîíà è Ðàòãåðñà (ÑØÀ), Áèðìèíãåìà, Ëèäñà è Ìàí÷åñòåðà (Àíãëèÿ),
Âèííèïåãà, Îòòàâû è Ìîíðåàëÿ (Êàíàäà). Èì òàêæå áûë ïðî÷èòàí ðÿä êóðñîâ çà ðóáå-
æîì: êóðñ äèôôåðåíöèàëüíîé ãåîìåòðèè â Èíñòèòóòå òåõíîëîãèé Ñòèâåíñà (Õîáîêåí,
ÑØÀ), íåñêîëüêî êóðñîâ â óíèâåðñèòåòàõ Óñòü-Êàìåíîãîðñêà (Ðåñïóáëèêà Êàçàõñòàí).

Îñíîâíîé îáëàñòüþ íàó÷íûõ èññëåäîâàíèé Âèòàëèÿ Àíàòîëüåâè÷à áûëà òåîðèÿ
áåñêîíå÷íûõ ãðóïï. Çäåñü åù¼ â ìîëîäûå ãîäû åìó óäàëîñü ðåøèòü íåñêîëüêî êëàñ-
ñè÷åñêèõ çàäà÷, ïîñòàâëåííûõ À.È. Ìàëüöåâûì, Ì.È. Êàðãàïîëîâûì, Á. Íåéìàíîì,
Ý. Õðóùåâñêèì è äð. Îòëè÷èòåëüíîé ÷åðòîé íàó÷íîãî òâîð÷åñòâà Âèòàëèÿ Àíàòîëüå-
âè÷à óæå òîãäà ÿâëÿëñÿ îðèãèíàëüíûé, íåñòàíäàðòíûé ïîäõîä ê òðóäíûì ïðîáëåìàì,
äàþùèé â èòîãå ðåøåíèå, êàê â áîêñå � ñèëüíûé íåîæèäàííûé óäàð, êîòîðûé ïðèâî-
äèò ê íîêàóòó. Â êà÷åñòâå ïðèìåðà ìîæíî ïðèâåñòè äîêàçàòåëüñòâî àëãîðèòìè÷åñêîé
íåðàçðåøèìîñòè ïðîáëåìû ðåøåíèÿ óðàâíåíèé â íèëüïîòåíòíûõ ãðóïïàõ äîñòàòî÷íî
áîëüøîãî ðàíãà. Íà òîò ìîìåíò (êîíåö 1970-õ ãîäîâ) îñíîâíûì ìåòîäîì äîêàçàòåëüñòâà
àëãîðèòìè÷åñêîé íåðàçðåøèìîñòè â àëãåáðå áûëî ìîäåëèðîâàíèå ìàøèí Òüþðèíãà è
ñâåäåíèå ñâÿçàííûõ ñ íèìè íåðàçðåøèìûõ ïðîáëåì ê èçó÷àåìûì àëãåáðàè÷åñêèì ïðî-
áëåìàì. Âèòàëèþ Àíàòîëüåâè÷ó æå óäàëîñü â íèëüïîòåíòíûõ ãðóïïàõ ñìîäåëèðîâàòü
äèîôàíòîâû óðàâíåíèÿ íàä öåëûìè ÷èñëàìè è ñâåñòè çíàìåíèòóþ íåðàçðåøèìóþ äå-
ñÿòóþ ïðîáëåìó Ãèëüáåðòà ê ïðîáëåìå ðåøåíèÿ óðàâíåíèé â íèëüïîòåíòíûõ ãðóïïàõ,
òåì ñàìûì äîêàçàâ íåðàçðåøèìîñòü ïîñëåäíåé. Â äàëüíåéøåì ìåòîä Ðîìàíüêîâà áûë
èñïîëüçîâàí ìíîãèìè ìàòåìàòèêàìè, à ñòàòüÿ, ãäå ýòîò ðåçóëüòàò ïîëó÷åí, ÿâëÿåòñÿ
îäíîé èç åãî ñàìûõ öèòèðóåìûõ ðàáîò.

Íàó÷íîå òâîð÷åñòâî Âèòàëèÿ Àíàòîëüåâè÷à îïðîâåðãàåò ñòåðåîòèï î òîì, ÷òî ìà-
òåìàòèêà � ýòî äåëî ìîëîäûõ. Çà ïîñëåäíèå ïÿòü ëåò æèçíè èì áûëè ðåøåíû ïðî-
áëåìà Îëüøàíñêîãî �Ìèêàýëÿíà î âëîæåíèÿõ â ðàçðåøèìûå ãðóïïû, ïðîáëåìà î
âëîæåíèè â ïîäìîíîèä íèëüïîòåíòíûõ ãðóïï, ïðîáëåìà Ïîñòà äëÿ ñâîáîäíûõ ãðóïï.
Ýòè ðåçóëüòàòû áûëè ïðèçíàíû âàæíåéøèìè ðåçóëüòàòàìè Èíñòèòóòà ìàòåìàòèêè
èì. Ñ.Ë. Ñîáîëåâà ÑÎ ÐÀÍ â 2021 è 2023 ãîäàõ. Êàê ãîâîðèë ñàì Âèòàëèé Àíàòî-
ëüåâè÷, ïîñëå øåñòèäåñÿòè ëåò îí íàïèñàë áîëüøå ðàáîò, ÷åì äî øåñòèäåñÿòè. Åñëè
ñìîòðåòü íà íàóêîìåòðè÷åñêèå ïîêàçàòåëè, òî ñòîèò îòìåòèòü âûñîêèé (îñîáåííî äëÿ
ìàòåìàòèêà) èíäåêñ Õèðøà: ïî ÐÈÍÖ îí ðàâåí 21, ïî SCOPUS� 12.

Äðóãîé íàó÷íîé ñòðàñòüþ Âèòàëèÿ Àíàòîëüåâè÷à áûëà àëãåáðàè÷åñêàÿ êðèïòîãðà-
ôèÿ. Çäåñü èì îòêðûò ïðèíöèïèàëüíî íîâûé ìåòîä êðèïòîãðàôè÷åñêîãî àíàëèçà ñõåì
àëãåáðàè÷åñêîé êðèïòîãðàôèè�ìåòîä ðàçëîæåíèÿ. Ïåðâàÿ âåðñèÿ ìåòîäà îïåðèðóåò
ñ ëèíåéíûì, à âòîðàÿ � ñ íåëèíåéíûì ðàçëîæåíèåì. Âïîñëåäñòâèè Âèòàëèåì Àíàòî-
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ëüåâè÷åì è åãî ó÷åíèêàìè áûëî óñòàíîâëåíî, ÷òî íåñêîëüêî äåñÿòêîâ èçâåñòíûõ êðèï-
òîãðàôè÷åñêèõ ñõåì íå çàùèùåíû îòíîñèòåëüíî àòàêè ñ èñïîëüçîâàíèåì ýòîãî ìåòîäà.
Ïåðåäàâàåìîå â ñõåìå ñîîáùåíèå ýôôåêòèâíî ðàñêðûâàåòñÿ áåç âû÷èñëåíèÿ çàêðûòûõ
ïàðàìåòðîâ øèôðîâàíèÿ. Êðîìå òîãî, èì áûëè çàëîæåíû îñíîâû äèîôàíòîâîé êðèïòî-
ãðàôèè, ãäå â êà÷åñòâå ïëàòôîðìû äëÿ êðèïòîãðàôè÷åñêèõ àëãîðèòìîâ èñïîëüçóþòñÿ
ïîëèíîìèàëüíûå óðàâíåíèÿ íàä öåëûìè ÷èñëàìè. Ñ 2006 ã. Âèòàëèé Àíàòîëüåâè÷ ïðè-
íèìàë àêòèâíîå ó÷àñòèå â êîíôåðåíöèÿõ SIBECRYPT, äåëàë òàì äîêëàäû ñ íîâûìè
ðåçóëüòàòàìè, ÷èòàë îáðàçîâàòåëüíûå ëåêöèè.

Ïîìèìî ñâîèõ íàó÷íûõ çàñëóã, Âèòàëèé Àíàòîëüåâè÷ áûë ïðåêðàñíûì íàñòàâíè-
êîì. Îí âñåãäà íåðàâíîäóøíî îáñóæäàë íàó÷íûå äåëà ñî ñâîèìè êîëëåãàìè, ñ ãîòîâ-
íîñòüþ äåëèëñÿ çíàíèÿìè ñ ìîëîäûìè ó÷åíûìè, ñâîèìè ó÷åíèêàìè.

Âèòàëèé Àíàòîëüåâè÷ áûë î÷åíü èíòåðåñíûì ñîáåñåäíèêîì, óâëåêàþùèìñÿ ÷åëî-
âåêîì. Â ñïèñîê åãî óâëå÷åíèé âõîäèëè ìíîãèå âèäû ñïîðòà, èñòîðèÿ Ðîññèè, ïîýçèÿ.
Îí ìîã íàèçóñòü äîëãî ÷èòàòü ñòèõè ìíîãèõ ïîýòîâ � îò êëàññèêîâ äî ñîâðåìåííèêîâ.
Äëÿ íåãî áûëî âàæíî òî, ÷òî ñâÿçûâàëî ïîýçèþ è àëãåáðó � î÷åâèäíàÿ êðàñîòà è ñêðû-
òàÿ ãàðìîíèÿ. Îí öåíèë êðàñîòó íàóêè è âñåãäà ñòðåìèëñÿ ê íåé â ñâîèõ ðàáîòàõ. Åãî
ñòðàñòü ê ìàòåìàòèêå âäîõíîâëÿëà ìíîãèõ èññëåäîâàòåëåé.

Ñâåòëàÿ ïàìÿòü î Âèòàëèè Àíàòîëüåâè÷å Ðîìàíüêîâå íàâñåãäà îñòàíåòñÿ â íàøèõ
ñåðäöàõ.

Ðåäàêöèîííàÿ êîëëåãèÿ
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Ïðåäëàãàåòñÿ íîâàÿ èòåðàòèâíàÿ êîíñòðóêöèÿ, êîòîðóþ ìîæíî ïðèìåíèòü äëÿ
ïîñòðîåíèÿ óðàâíîâåøåííûõ ôóíêöèé ñ âûñîêîé íåëèíåéíîñòüþ. Ïîêàçàíî, êàê
äàííàÿ êîíñòðóêöèÿ ìîæåò áûòü èñïîëüçîâàíà äëÿ ïîñòðîåíèÿ óðàâíîâåøåííûõ
ôóíêöèé îò ÷¼òíîãî ÷èñëà n ⩾ 18 ïåðåìåííûõ áåç ëèíåéíûõ ñòðóêòóð ñ íåëè-
íåéíîñòüþ 2n−1 − (2n/2−1 + 2n/2−3 + 2n/2−5 + 2n/2−7). Ïðèâåäåíû äîïîëíèòåëüíûå
óñëîâèÿ, ïðè êîòîðûõ ôóíêöèè, ïîëó÷åííûå ñ ïîìîùüþ èòåðàòèâíîé êîíñòðóê-
öèè, áóäóò êîððåëÿöèîííî-èììóííûìè. Ïîëó÷åíû ðåçóëüòàòû, ñâÿçàííûå ñ ïðî-
áëåìîé ðàçëîæåíèÿ áóëåâûõ ôóíêöèé â ñóììó äâóõ áåíò-ôóíêöèé.

Êëþ÷åâûå ñëîâà: óðàâíîâåøåííûå áóëåâû ôóíêöèè, íåëèíåéíûå áóëåâû ôóíê-

öèè, áåíò-ôóíêöèè.

CONSTRUCTION OF BALANCED FUNCTIONS WITH HIGH
NONLINEARITY AND OTHER CRYPTOGRAPHIC PROPERTIES

A. S. Shaporenko

Novosibirsk State University, Novosibirsk, Russia

We present an iterative construction that can be used to construct balanced functions
with high nonlinearity. Using this construction, we obtained Boolean functions in an
even number n ⩾ 18 of variables which have no linear structures with nonlinearity
2n−1−(2n/2−1+2n/2−3+2n/2−5+2n/2−7). Additional conditions are given under which
the functions obtained using the construction will be correlation immune. We also
present results concerning “bent sum decomposition problem”.

Keywords: balanced Boolean functions, nonlinear Boolean functions, bent functions.

Ââåäåíèå
Íåëèíåéíîñòü ÿâëÿåòñÿ âàæíûì êðèïòîãðàôè÷åñêèì ñâîéñòâîì áóëåâûõ ôóíêöèé.

Øèôðû, êîòîðûå èñïîëüçóþò ôóíêöèè ñ âûñîêîé íåëèíåéíîñòüþ â êà÷åñòâå ñâîèõ

1Ðàáîòà âûïîëíåíà ïðè ïîääåðæêå Ìàòåìàòè÷åñêîãî öåíòðà â Àêàäåìãîðîäêå, ñîãëàøåíèå ñ Ìè-
íèñòåðñòâîì íàóêè è âûñøåãî îáðàçîâàíèÿ Ðîññèéñêîé Ôåäåðàöèè �075-15-2022-282.
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êîìïîíåíò, ÿâëÿþòñÿ áîëåå ñòîéêèìè ê ëèíåéíîìó êðèïòîàíàëèçó [1], òàê êàê èõ òÿ-
æåëåå âñåãî ïðèáëèçèòü àôôèííûìè ôóíêöèÿìè. Áóëåâû ôóíêöèè îò ÷¼òíîãî ÷èñëà
ïåðåìåííûõ íàçûâàþòñÿ áåíò-ôóíêöèÿìè, åñëè îíè èìåþò íàèáîëüøåå çíà÷åíèå íåëè-
íåéíîñòè [2]. Áåíò-ôóíêöèè èñïîëüçîâàëèñü â ïîñòðîåíèè áëî÷íîãî øèôðà CAST [3],
ïîòî÷íîãî øèôðà Grain [4] è õýø-ôóíêöèè HAVAL [5]. Áåíò-ôóíêöèè òàêæå ñâÿçàíû
ñ íåêîòîðûìè îáúåêòàìè òåîðèè êîäèðîâàíèÿ, àëãåáðû è êîìáèíàòîðèêè [6, 7].

Èçâåñòíî, ÷òî áåíò-ôóíêöèè íå îáëàäàþò äðóãèì âàæíûì êðèïòîãðàôè÷åñêèì
ñâîéñòâîì� îíè íå óðàâíîâåøåíû. Äàííàÿ ðàáîòà ïîñâÿùåíà ïîñòðîåíèþ óðàâíîâå-
øåííûõ ôóíêöèé ñ âûñîêîé íåëèíåéíîñòüþ. Ìû ïðèâîäèì èòåðàòèâíûé ñïîñîá ïî-
ñòðîåíèÿ óðàâíîâåøåííûõ áóëåâûõ ôóíêöèé, êîòîðûå ïðè äîïîëíèòåëüíûõ óñëîâèÿõ
ìîãóò îáëàäàòü òàêèìè êðèïòîãðàôè÷åñêèìè ñâîéñòâàìè, êàê âûñîêàÿ íåëèíåéíîñòü,
îòñóòñòâèå ëèíåéíûõ ñòðóêòóð è êîððåëÿöèîííàÿ èììóííîñòü.

Ñòðóêòóðà ðàáîòû ñëåäóþùàÿ: â ï. 1 ïðèâåäåíû îñíîâíûå îïðåäåëåíèÿ è âñïîìî-
ãàòåëüíûå ôàêòû, êîòîðûå èñïîëüçóþòñÿ ïðè äîêàçàòåëüñòâå îñíîâíûõ ðåçóëüòàòîâ.
Ïóíêò 2 ïîñâÿù¼í èòåðàòèâíîé êîíñòðóêöèè áóëåâûõ ôóíêöèé, ïðîèçâîäíàÿ êîòî-
ðûõ ïî íåêîòîðîìó íåíóëåâîìó íàïðàâëåíèþ èìååò õîòÿ áû îäíó ëèíåéíóþ ïåðåìåí-
íóþ. Â ï. 3 ðàññìàòðèâàåòñÿ ÷àñòíûé ñëó÷àé� êîíñòðóêöèè ôóíêöèé, êîòîðûå èìå-
þò àôôèííûå ïðîèçâîäíûå. Ïðèâîäÿòñÿ äîñòàòî÷íûå óñëîâèÿ, ïðè êîòîðûõ ôóíê-
öèè, ïîëó÷åííûå ñ ïîìîùüþ èòåðàòèâíîé êîíñòðóêöèè, îáëàäàþò òàêèìè êðèïòî-
ãðàôè÷åñêèìè ñâîéñòâàìè, êàê óðàâíîâåøåííîñòü, îòñóòñòâèå ëèíåéíûõ ñòðóêòóð è
êîððåëÿöèîííàÿ èììóííîñòü. Â ï. 4 îïèñàí ñïîñîá ïîëó÷åíèÿ óðàâíîâåøåííûõ ôóíê-
öèé îò ÷¼òíîãî ÷èñëà n ⩾ 18 ïåðåìåííûõ áåç ëèíåéíûõ ñòðóêòóð ñ íåëèíåéíîñòüþ
2n−1− (2n/2−1+2n/2−3+2n/2−5+2n/2−7). Â ï. 5 ïðèâåäåíû ðåçóëüòàòû, ñâÿçàííûå ñ ïðî-
áëåìîé ðàçëîæåíèÿ ïðîèçâîëüíîé áóëåâîé ôóíêöèè â ñóììó äâóõ áåíò-ôóíêöèé.

1. Îïðåäåëåíèÿ è íåîáõîäèìûå óòâåðæäåíèÿ
1.1. Á ó ë å â û ô ó í ê ö è è

Ïóñòü Z2 = {0, 1}. Âåêòîðíîå ïðîñòðàíñòâî äâîè÷íûõ âåêòîðîâ äëèíû n îáîçíà÷à-
åòñÿ Zn

2 . Ïóñòü ⊕ îáîçíà÷àåò ñëîæåíèå ïî ìîäóëþ 2. Äëÿ x, y ∈ Zn
2 áóäåì èñïîëüçîâàòü

ñëåäóþùåå ïðîèçâåäåíèå:
⟨x, y⟩ = x1y1 ⊕ · · · ⊕ xnyn,

ãäå xi � i-ÿ êîîðäèíàòà x, i = 1, . . . , n.
Ôóíêöèÿ f : Zn

2 → Z2 íàçûâàåòñÿ áóëåâîé ôóíêöèåé îò n ïåðåìåííûõ. Ìíîæåñòâî
âñåõ áóëåâûõ ôóíêöèé îò n ïåðåìåííûõ îáîçíà÷èì Fn. Ñ êàæäîé áóëåâîé ôóíêöèåé f
îò n ïåðåìåííûõ ìîæíî ñâÿçàòü å¼ íîñèòåëü:

supp(f) = {x ∈ Zn
2 : f(x) = 1}.

Âåñîì Õýììèíãà wt(f) ôóíêöèè f ∈ Fn íàçûâàåòñÿ êîëè÷åñòâî íåíóëåâûõ çíà-
÷åíèé f : |{x ∈ Zn

2 : f(x) = 1}|. Ôóíêöèÿ f ∈ Fn íàçûâàåòñÿ óðàâíîâåøåííîé, åñëè
wt(f) = 2n−1.

Ðàññòîÿíèå Õýììèíãà d(f, g) ìåæäó äâóìÿ áóëåâûìè ôóíêöèÿìè f, g ∈ Fn âû÷èñ-
ëÿåòñÿ ñëåäóþùèì îáðàçîì:

d(f, g) = |{x ∈ Zn
2 : f(x) ̸= g(x)}|.
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Êàæäóþ áóëåâó ôóíêöèþ f îò n ïåðåìåííûõ ìîæíî åäèíñòâåííûì îáðàçîì ïðåä-
ñòàâèòü â âèäå àëãåáðàè÷åñêîé íîðìàëüíîé ôîðìû (ÀÍÔ), èëè ïîëèíîìà Æåãàëêèíà:

f(x1, . . . , xn) =

(
n⊕

k=1

⊕
i1,...,ik

ai1,...,ikxi1 · . . . · xik

)
⊕ a0,

ãäå ïðè êàæäîì k èíäåêñû i1, . . . , ik ðàçëè÷íû è â ñîâîêóïíîñòè ïðîáåãàþò âñå k-ýëå-
ìåíòíûå ïîäìíîæåñòâà {1, . . . , n}, à êîýôôèöèåíòû ai1,...,ik , a0 ïðèíèìàþò çíà÷åíèÿ 0
èëè 1.

Àëãåáðàè÷åñêîé ñòåïåíüþ (ñòåïåíüþ) deg(f) ôóíêöèè f íàçûâàåòñÿ êîëè÷åñòâî
ïåðåìåííûõ â ñàìîì äëèííîì ñëàãàåìîì å¼ ÀÍÔ, ïðè êîòîðîì êîýôôèöèåíò íå ðàâåí
íóëþ. Ôóíêöèÿ ñòåïåíè íå âûøå 1 íàçûâàåòñÿ àôôèííîé. Àôôèííóþ ôóíêöèþ îò n ïå-
ðåìåííûõ ìîæíî ïðåäñòàâèòü â âèäå ℓ = ⟨x, a⟩ ⊕ b, ãäå a ∈ Zn

2 è b ∈ Z2. Ìíîæåñòâî
âñåõ àôôèííûõ ôóíêöèé îò n ïåðåìåííûõ îáîçíà÷èì An.

Áóëåâû ôóíêöèè f, g ∈ Fn àôôèííî ýêâèâàëåíòíû, åñëè ñóùåñòâóþò íåâûðîæ-
äåííàÿ êâàäðàòíàÿ äâîè÷íàÿ ìàòðèöà A ïîðÿäêà n × n è âåêòîð b ∈ Zn

2 , òàêèå, ÷òî
g(x) = f(Ax⊕ b).

Ïðîèçâîäíîé áóëåâîé ôóíêöèè f ∈ Fn íàçûâàåòñÿ ôóíêöèÿDyf(x) = f(x)⊕f(x⊕y),
ãäå âåêòîð y ∈ Zn

2 ÿâëÿåòñÿ íàïðàâëåíèåì, ïî êîòîðîìó áåð¼òñÿ ïðîèçâîäíàÿ. Ëåãêî
óáåäèòüñÿ, ÷òî Dy

(
f ⊕ g

)
= Dyf ⊕Dyg.

Ñëåäóþùèé ôàêò ïðåäñòàâëåí â [8] áåç äîêàçàòåëüñòâà. Äëÿ ïîëíîòû ïðèâåä¼ì åãî
ñ äîêàçàòåëüñòâîì.

Ëåììà 1 (Í.Í. Òîêàðåâà [8]). Áóëåâà ôóíêöèÿ f ∈ Fn ÿâëÿåòñÿ ïðîèçâîäíîé
íåêîòîðîé áóëåâîé ôóíêöèè g ∈ Fn ïî íåíóëåâîìó íàïðàâëåíèþ y ∈ Zn

2 òîãäà è òîëüêî
òîãäà, êîãäà f(x)⊕ f(x⊕ y) = 0 äëÿ âñåõ x ∈ Zn

2 .

Äîêàçàòåëüñòâî.

Í å î á õ î ä è ì î ñ ò ü. Ïóñòü Dyg(x) = f(x). Ìîæíî çàìåòèòü, ÷òî Dyg(x) = g(x)⊕
⊕ g(x⊕ y) = Dyg(x⊕ y) äëÿ âñåõ x ∈ Zn

2 . Çíà÷èò, f(x) = f(x⊕ y) äëÿ âñåõ x ∈ Zn
2 .

Ä î ñ ò à ò î ÷ í î ñ ò ü. Ïóñòü i�ïåðâàÿ íåíóëåâàÿ êîîðäèíàòà y è g(x) = xif(x) äëÿ
âñåõ x ∈ Zn

2 . Òîãäà

Dyg(x) = xif(x)⊕ (xi ⊕ 1)f(x⊕ y) = f(x) äëÿ âñåõ x ∈ Zn
2 .

Ñëåäîâàòåëüíî, f �ïðîèçâîäíàÿ g ïî íàïðàâëåíèþ y.

Äëÿ êàæäîãî y ∈ Zn
2 êîýôôèöèåíòîì Óîëøà�Àäàìàðà Wf (y) áóëåâîé ôóíêöèè

f ∈ Fn íàçûâàåòñÿ âåëè÷èíà, îïðåäåëÿåìàÿ ðàâåíñòâîì

Wf (y) =
∑

x∈Zn
2

(−1)f(x)⊕⟨x,y⟩.

Íàì òàêæå ïîíàäîáÿòñÿ ñëåäóþùèå õîðîøî èçâåñòíûå ôàêòû:

Ëåììà 2. Áóëåâà ôóíêöèÿ f ∈ Fn ÿâëÿåòñÿ óðàâíîâåøåííîé òîãäà è òîëüêî òî-
ãäà, êîãäà Wf (0) = 0.

Ëåììà 3. Ïóñòü f ∈ Fn, ℓ ∈ An è ℓ(x) = ⟨a, x⟩ ⊕ b, ãäå a ∈ Zn
2 , b ∈ Z2. Òîãäà äëÿ

ëþáîãî c ∈ Zn
2 ñïðàâåäëèâî Wf⊕ℓ(c) = (−1)bWf (a⊕ c).
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1.2. Á å í ò - ô ó í ê ö è è

Íåëèíåéíîñòüþ Nf áóëåâîé ôóíêöèè f ∈ Fn íàçûâàåòñÿ ðàññòîÿíèå Õýììèíãà îò
äàííîé ôóíêöèè äî ìíîæåñòâà âñåõ àôôèííûõ ôóíêöèé:

Nf = d(f,An) = min
a∈Zn

2 ,b∈Z2

d(f, ℓa,b),

ãäå ℓa,b(x) = ⟨a, x⟩ ⊕ b.

Ëåììà 4 (Î. Ðîòõàóñ [2]). Ïóñòü f ∈ Fn. Òîãäà

Nf = 2n−1 − 1

2
max
a∈Zn

2

|Wf (a)|.

Áóëåâà ôóíêöèÿ îò ÷¼òíîãî ÷èñëà ïåðåìåííûõ n íàçûâàåòñÿ áåíò-ôóíêöèåé, åñëè
å¼ íåëèíåéíîñòü äîñòèãàåò íàèáîëüøåãî âîçìîæíîãî çíà÷åíèÿ 2n−1−2n/2−1. Îáîçíà÷èì
÷åðåç Bn ìíîæåñòâî âñåõ áåíò-ôóíêöèé îò n ïåðåìåííûõ.

Áåíò-ôóíêöèè áûëè îïðåäåëåíû Î. Ðîòõàóñîì â 60-x ãîäàõ ïðîøëîãî âåêà, õîòÿ
åãî ðàáîòà [2] áûëà îïóáëèêîâàíà òîëüêî â 1976 ã. Îäíàêî èçâåñòíî, ÷òî ñ êîíöà 1950-õ
ãîäîâ â Ñîâåòñêîì Ñîþçå èññëåäîâàëèñü áóëåâû ôóíêöèè ñ àíàëîãè÷íûìè ñâîéñòâàìè,
êîòîðûå íàçûâàëè ¾ìèíèìàëüíûìè ôóíêöèÿìè¿. Â 1961 ã. ìàòåìàòèêè Â.À. Åëèñååâ è
Î.Ï. Ñòåï÷åíêîâ îïèñàëè êëàññ ôóíêöèé, êîòîðûé ÿâëÿåòñÿ àíàëîãîì êëàññà Ìýéîðà-
íà �ÌàêÔàðëàíäà, ïðåäñòàâëåííîãî â 1973 ã. Áåíò-ôóíêöèè òàêæå ñâÿçàíû ñ äðóãèìè
ìàòåìàòè÷åñêèìè îáúåêòàìè. Òàê, íàïðèìåð, Ð.Ë. ÌàêÔàðëàíä [9] è Äæ. Äèëëîí [10]
èññëåäîâàëè áåíò-ôóíêöèè â òåðìèíàõ ðàçíîñòíûõ ìíîæåñòâ.

Íàì ïîíàäîáÿòñÿ ñëåäóþùèå õîðîøî èçâåñòíûå ôàêòû:

Ëåììà 5. Ïóñòü f ∈ Bn è n ⩾ 4. Òîãäà deg(f) ⩽ n/2.

Ëåììà 6. Ïóñòü f ∈ Bn. Òîãäà wt(f) = 2n−1±2n/2−1.

Ñëåäîâàòåëüíî, áåíò-ôóíêöèè íèêîãäà íå ÿâëÿþòñÿ óðàâíîâåøåííûìè.

Ëåììà 7 (Î. Ðîòõàóñ [2]). Áóëåâà ôóíêöèÿ f ∈ Fn ÿâëÿåòñÿ áåíò-ôóíêöèåé òî-
ãäà è òîëüêî òîãäà, êîãäà Wf (y) = ±2n/2 äëÿ ëþáîãî y ∈ Zn

2 .

Ëåììà 8 (Î. Ðîòõàóñ [2]). Ïóñòü f ∈ Bn. Òîãäà:
1) ëþáàÿ áóëåâà ôóíêöèÿ, àôôèííî ýêâèâàëåíòíàÿ f , ÿâëÿåòñÿ áåíò-ôóíêöèåé;
2) ôóíêöèÿ f ⊕ ℓ ÿâëÿåòñÿ áåíò-ôóíêöèåé îò n ïåðåìåííûõ äëÿ ëþáîé àôôèííîé

ôóíêöèè ℓ.

Äëÿ áåíò-ôóíêöèè f îò n ïåðåìåííûõ äóàëüíàÿ ôóíêöèÿ f̃ îïðåäåëÿåòñÿ ñ ïîìîùüþ
ðàâåíñòâ Wf (y) = 2n/2(−1)f̃(y) äëÿ âñåõ y ∈ Zn

2 . Îòìåòèì, ÷òî f̃ òàêæå ÿâëÿåòñÿ áåíò-
ôóíêöèåé [7].

Ëåììà 9 (Î. Ðîòõàóñ [2]). Áóëåâà ôóíêöèÿ f ∈ Fn ÿâëÿåòñÿ áåíò-ôóíêöèåé òî-
ãäà è òîëüêî òîãäà, êîãäà äëÿ ëþáîãî íåíóëåâîãî íàïðàâëåíèÿ y å¼ ïðîèçâîäíàÿ
Dyf(x) = f(x)⊕ f(x⊕ y) ÿâëÿåòñÿ óðàâíîâåøåííîé.

Ïðèâåä¼ì îäèí èç ñàìûõ èçâåñòíûõ êëàññîâ áåíò-ôóíêöèé� êëàññ Ìýéîðà-
íà �ÌàêÔàðëàíäà, êîòîðûé áûë âïåðâûå îïðåäåë¼í â [10] è îñíîâàí íà ðàáîòàõ
Äæ.À. Ìàéîðàíà è Ð.Ë. ÌàêÔàðëàíäà 1971�1973 ãã.

Ëåììà 10 (Äæ. Äèëëîí [10]). Ïóñòü x, y ∈ Zn
2 , π� âçàèìíî îäíîçíà÷íîå îòîáðà-

æåíèå íà Zn
2 , g ∈ Fn �ïðîèçâîëüíàÿ ôóíêöèÿ. Òîãäà ôóíêöèÿ

f(x, y) = ⟨π(x), y⟩ ⊕ g(x)

� áåíò-ôóíêöèÿ îò 2n ïåðåìåííûõ.
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1.3. Ë è í å é í û å ñ ò ð ó ê ò ó ð û è ê î ð ð å ë ÿ ö è î í í à ÿ è ì ì ó í í î ñ ò ü

Ïåðåìåííàÿ áóëåâîé ôóíêöèè íàçûâàåòñÿ ëèíåéíîé, åñëè îíà âõîäèò â ÀÍÔ ôóíê-
öèè ëèíåéíî. Åñëè ïåðåìåííàÿ íå âõîäèò â ÀÍÔ áóëåâîé ôóíêöèè, òî ýòà ïåðåìåííàÿ
íàçûâàåòñÿ ôèêòèâíîé. Áóëåâà ôóíêöèÿ f èìååò ëèíåéíóþ ñòðóêòóðó, åñëè ñóùå-
ñòâóåò íåíóëåâîå íàïðàâëåíèå y ∈ Zn

2 , òàêîå, ÷òî Dyf(x) ≡ const. Ñëåäóþùèé ôàêò
ïîêàçûâàåò, ÷òî ôóíêöèè, êîòîðûå èìåþò ëèíåéíûå ñòðóêòóðû, ýêâèâàëåíòíû ôóíê-
öèÿì ñ ïðîñòûì ñòðîåíèåì.

Ëåììà 11 (Î.À. Ëîãà÷åâ è äð. [11]). Ïóñòü f ∈ Fn èìååò ëèíåéíóþ ñòðóêòóðó.
Òîãäà ñóùåñòâóåò ôóíêöèÿ g ∈ Fn, êîòîðàÿ àôôèííî ýêâèâàëåíòíà f è èìååò ëèíåé-
íóþ èëè ôèêòèâíóþ ïåðåìåííóþ.

Áóëåâà ôóíêöèÿ f ∈ Fn íàçûâàåòñÿ êîððåëÿöèîííî-èììóííîé ïîðÿäêà r, 1 ⩽ r ⩽ n,
åñëè äëÿ ëþáîé å¼ ïîäôóíêöèè g = fa1,...,ar

i1,...,ir
, ïîëó÷åííîé èç f ïîäñòàíîâêîé êîíñòàíò

a1, . . . , ar âìåñòî ïåðåìåííûõ xi1 , . . . , xir , âûïîëíÿåòñÿ wt(g) = wt(f)/2r. Òðåáîâàíèå
êîððåëÿöèîííîé èììóííîñòè ôóíêöèè ñâÿçàíî ñ ïðîòèâîñòîÿíèåì êîððåëÿöèîííîé
àòàêå [12].

Ëåììà 12 (Ò. Çèãåíòàëåð [12]). Ôóíêöèÿ f ∈ Fn ÿâëÿåòñÿ êîððåëÿöèîííî-èì-
ìóííîé ïîðÿäêà r, åñëè è òîëüêî åñëè Wf (a) = 0 äëÿ âñåõ âåêòîðîâ a ∈ Zn

2 , òàêèõ,
÷òî 1 ⩽ wt(a) ⩽ r.

1.4. Ó ð à â í î â å ø å í í û å ô ó í ê ö è è ñ â û ñ î ê î é í å ë è í å é í î ñ ò ü þ

Êàê óæå îòìå÷àëîñü, áåíò-ôóíêöèè íå ÿâëÿþòñÿ óðàâíîâåøåííûìè, ÷òî âûçûâàåò
ñòàòèñòè÷åñêóþ êîððåëÿöèþ ìåæäó îòêðûòûì è çàøèôðîâàííûì òåêñòàìè.

Ìàêñèìàëüíàÿ íåëèíåéíîñòü óðàâíîâåøåííûõ ôóíêöèé íåèçâåñòíà äëÿ n > 7. Â ðà-
áîòå [13] ïðèâåäåíà ñëåäóþùàÿ âåðõíÿÿ îöåíêà íåëèíåéíîñòè óðàâíîâåøåííûõ ôóíê-
öèé îò ÷¼òíîãî ÷èñëà ïåðåìåííûõ.

Óòâåðæäåíèå 1 (Äæ. Ñåáåððè è äð. [13]). Ïóñòü n ⩾ 4�÷¼òíîå ÷èñëî è f �
óðàâíîâåøåííàÿ áóëåâà ôóíêöèÿ îò n ïåðåìåííûõ. Òîãäà Nf ⩽ 2n−1 − 2n/2−1 − 2.

Îäíèì èç ñïîñîáîâ ïîñòðîåíèÿ óðàâíîâåøåííûõ ôóíêöèé ñ âûñîêîé íåëèíåéíîñòüþ
ÿâëÿåòñÿ ïðåîáðàçîâàíèå áåíò-ôóíêöèé ñ öåëüþ ïîëó÷åíèÿ óðàâíîâåøåííûõ áóëåâûõ
ôóíêöèé, êîòîðûå ñîõðàíÿþò âûñîêèå çíà÷åíèÿ íåëèíåéíîñòè [14, 15]. Óðàâíîâåøåí-
íûì ôóíêöèÿì ñ âûñîêîé íåëèíåéíîñòüþ ïîñâÿùåíû òàêæå ðàáîòû [13, 16�18].

2. Êîíñòðóêöèÿ áóëåâûõ ôóíêöèé, ïðîèçâîäíûå êîòîðûõ èìåþò
ëèíåéíóþ ïåðåìåííóþ

Îïèøåì êîíñòðóêöèþ áóëåâûõ ôóíêöèé, ïðîèçâîäíàÿ êîòîðûõ ïî íåêîòîðîìó
íåíóëåâîìó íàïðàâëåíèþ èìååò õîòÿ áû îäíó ëèíåéíóþ ïåðåìåííóþ. Äàííàÿ êîí-
ñòðóêöèÿ èìååò óïðàâëÿåìóþ ïðîèçâîäíóþ è ïîçâîëÿåò ñòðîèòü âñå áóëåâû ôóíêöèè,
èìåþùèå â êà÷åñòâå ñâîåé ïðîèçâîäíîé ïî íåêîòîðîìó íåíóëåâîìó íàïðàâëåíèþ ôóíê-
öèþ õîòÿ áû ñ îäíîé ëèíåéíîé ïåðåìåííîé. Äëÿ n = 4 è 6 ïîêàæåì, ÷òî ìíîæåñòâî
ôóíêöèé, êîòîðûå ìîæíî ïîñòðîèòü ñ ïîìîùüþ äàííîé êîíñòðóêöèè, ñîäåðæèò óðàâ-
íîâåøåííûå ôóíêöèè ñ âûñîêîé íåëèíåéíîñòüþ.

Òåîðåìà 1. Ïóñòü n ⩾ 2�÷¼òíîå ÷èñëî, g1, g2, h1 ∈ Fn, (y, 1, yn+2) ∈ Zn+2
2 è

h(x, xn+1, xn+2) = (Dyh1(x)⊕yn+2)xn+1⊕h1(x)⊕xn+2. Òîãäà ôóíêöèÿ f ∈ Fn+2, ïîñòðî-
åííàÿ ñëåäóþùèì îáðàçîì:

f(x, xn+1, xn+2) =
(
(Dyg1(x)⊕ 1)h(x, xn+1, xn+2)⊕Dyg2(x)

)
xn+1⊕

⊕g1(x)h(x, xn+1, xn+2)⊕ g2(x),
(1)



Êîíñòðóêöèÿ íåëèíåéíûõ óðàâíîâåøåííûõ ôóíêöèé 13

èìååò h ñâîåé ïðîèçâîäíîé ïî íàïðàâëåíèþ (y, 1, yn+2). Ïðè ýòîì äëÿ âåêòîðà
(a, an+1, an+2) ∈ Zn+2

2 è c = ⟨a, y⟩ ⊕ an+1 ⊕ an+2yn+2 ñïðàâåäëèâî

Wf (a, an+1, an+2) = (−1)c·an+2 · 2 ·Wcg1(x)⊕g2(x)⊕an+2h1(x)(a).

Äîêàçàòåëüñòâî. Çàìåòèì, ÷òî D(y,1,yn+2)h(x, xn+1, xn+2) = 0 äëÿ ëþáîãî
(x, xn+1, xn+2) ∈ Zn+2

2 . Èç ëåììû 1 ñëåäóåò, ÷òî h ÿâëÿåòñÿ ïðîèçâîäíîé áóëåâîé ôóíê-
öèè ïî íàïðàâëåíèþ (y, 1, yn+2). Äëÿ ëþáîé ôóíêöèè f ∈ Fn+2, êîòîðàÿ èìååò h ñâîåé
ïðîèçâîäíîé ïî íàïðàâëåíèþ (y, 1, yn+2), ñïðàâåäëèâî

f(x, xn+1, xn+2)⊕ f(x⊕ y, xn+1 ⊕ 1, xn+2 ⊕ yn+2) = h(x, xn+1, xn+2). (2)

Ïîñêîëüêó h(x, xn+1, xn+2) = h(x⊕ y, xn+1 ⊕ 1, xn+2 ⊕ yn+2), ïîëó÷àåì, ÷òî

h(x, xn+1, xn+2) = 1 ⇐⇒ h(x⊕ y, xn+1 ⊕ 1, xn+2 ⊕ yn+2) = 1. (3)

Åñëè h(x, xn+1, xn+2) = 1, òî, ïîñêîëüêó h çàâèñèò ëèíåéíî îò ïåðåìåííîé xn+2, èìååì
h(x, xn+1, xn+2 ⊕ 1) = 0. Òàêèì îáðàçîì, ñïðàâåäëèâî, ÷òî

{x : ∃xn+2 ∈ Z2 (h(x, 0, xn+2) = 1)} = {x : ∃xn+2 ∈ Z2 (h(x, 0, xn+2) = 0)} = Zn
2 . (4)

Èç (2)�(4) ñëåäóåò, ÷òî ëþáàÿ áóëåâà ôóíêöèÿ f îò (n + 2) ïåðåìåííûõ, äëÿ êîòîðîé
D(y,1,yn+2)f(x, xn+1, xn+2) = h(x, xn+1, xn+2), èìååò ñëåäóþùåå ïðåäñòàâëåíèå:

f(x, 0, xn+2) = f1(x), åñëè h(x, 0, xn+2) = 1,

f(x⊕ y, 1, xn+2 ⊕ yn+2) = f1(x)⊕ 1, åñëè h(x⊕ y, 1, xn+2 ⊕ yn+2) = 1,

f(x, 0, xn+2) = f2(x), åñëè h(x, 0, xn+2) = 0,

f(x⊕ y, 1, xn+2 ⊕ yn+2) = f2(x), åñëè h(x⊕ y, 1, xn+2 ⊕ yn+2) = 0,

(5)

ãäå f1 è f2 �ïðîèçâîëüíûå ôóíêöèè îò n ïåðåìåííûõ. Ñëåäîâàòåëüíî, ïåðåáèðàÿ âñå
âîçìîæíûå f1 è f2, ìû ïîëó÷èì âñå áóëåâû ôóíêöèè îò (n + 2) ïåðåìåííûõ, êîòîðûå
èìåþò h(x, xn+1, xn+2) ñâîèìè ïðîèçâîäíûìè ïî íàïðàâëåíèþ (y, 1, yn+2).

Ïîëîæèì, ÷òî g1 = f1 ⊕ f2 è g2 = f2. Òîãäà ôîðìóëà (1) äëÿ ôóíêöèè f ñëåäóåò èç
ïðåäñòàâëåíèÿ (5).

Îòìåòèì, ÷òî äëÿ (x, xn+1, xn+2) ∈ Zn+2
2 âûïîëíÿåòñÿ

xn+2 = h(x, xn+1, xn+2)⊕ (Dyh1(x)⊕ yn+2)xn+1 ⊕ h1(x). (6)

Òåïåðü ïðîâåðèì, ÷åìó ðàâíû êîýôôèöèåíòû Óîëøà�Àäàìàðà ôóíêöèè f äëÿ
êàæäîãî (a, an+1, an+2) ∈ Zn+2

2 . Çàìåòèì, ÷òî

⟨(x, xn+1, xn+2), (a, an+1, an+2)⟩ = ⟨a, x⟩ ⊕ an+1xn+1 ⊕ an+2xn+2.

Òîãäà èç (2) ñëåäóåò, ÷òî

Wf (a, an+1, an+2) =
∑

(x,xn+1,xn+2)∈Zn+2
2

(−1)f(x,xn+1,xn+2)⊕⟨(x,xn+1,xn+2),(a,an+1,an+2)⟩ =

=
∑

(x,0,xn+2)∈Zn+2
2

(
(−1)f(x,0,xn+2)⊕⟨a,x⟩⊕an+2xn+2+

+(−1)f(x⊕y,1,xn+2⊕yn+2)⊕⟨a,x⟩⊕an+2xn+2⊕⟨a,y⟩⊕an+1⊕an+2yn+2

)
=
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=
∑

(x,0,xn+2)∈Zn+2
2

h(x,0,xn+2)=1

(
(−1)f(x,0,xn+2)⊕⟨a,x⟩⊕an+2xn+2+

+(−1)f(x,0,xn+2)⊕⟨a,x⟩⊕an+2xn+2⊕⟨a,y⟩⊕an+1⊕an+2yn+2⊕1
)
+

+
∑

(x,0,xn+2)∈Zn+2
2

h(x,0,xn+2)=0

(
(−1)f(x,0,xn+2)⊕⟨a,x⟩⊕an+2xn+2+(−1)f(x,0,xn+2)⊕⟨a,x⟩⊕an+2xn+2⊕⟨a,y⟩⊕an+1⊕an+2yn+2

)
.

Äîïóñòèì, ÷òî ⟨a, y⟩ ⊕ an+1 ⊕ an+2yn+2 = 0. Òîãäà

Wf (a, an+1, an+2) = 2
∑

(x,0,xn+2)∈Zn+2
2

h(x,0,xn+2)=0

(−1)f(x,0,xn+2)⊕⟨a,x⟩⊕an+2xn+2 .

Èç (4) è (5) ñëåäóåò, ÷òî åñëè an+2 = 0, òî

Wf (a, an+1, 0) = 2
∑

(x,0,xn+2)∈Zn+2
2

h(x,0,xn+2)=0

(−1)f2(x)⊕⟨a,x⟩ = 2
∑

x∈Zn
2

(−1)f2(x)⊕⟨a,x⟩ = 2Wf2(a) = 2Wg2(a).

Åñëè an+2 = 1, òî èç (5) è (6) ñëåäóåò, ÷òî

Wf (a, an+1, 1) = 2
∑

(x,0,xn+2)∈Zn+2
2

h(x,0,xn+2)=0

(−1)f2(x)⊕⟨a,x⟩⊕xn+2 = 2
∑

(x,0,xn+2)∈Zn+2
2

h(x,0,xn+2)=0

(−1)f2(x)⊕⟨a,x⟩⊕h1(x).

Òîãäà, ñîãëàñíî (4), ñïðàâåäëèâî

Wf (a, an+1, 1) = 2
∑

x∈Zn
2

(−1)f2(x)⊕h1(x)⊕⟨a,x⟩ = 2Wf2⊕h1(a) = 2Wg2⊕h1(a).

Òåïåðü ïóñòü ⟨a, y⟩ ⊕ an+1 ⊕ an+2yn+2 = 1. Òîãäà

Wf (a, an+1, an+2) =
∑

(x,xn+1,xn+2)∈Zn+2
2

(−1)f(x,xn+1,xn+2)⊕⟨a,x⟩⊕an+1xn+1⊕an+2xn+2 =

= 2
∑

(x,0,xn+2)∈Zn+2
2

h(x,0,xn+2)=1

(−1)f(x,0,xn+2)⊕⟨a,x⟩⊕an+2xn+2 .

Èç (4) è (5) ñëåäóåò, ÷òî åñëè an+2 = 0, òî

Wf (a, an+1, 0)= 2
∑

(x,0,xn+2)∈Zn+2
2

h(x,0,xn+2)=1

(−1)f1(x)⊕⟨a,x⟩ =2
∑

x∈Zn
2

(−1)f1(x)⊕⟨a,x⟩ =2Wf1(a)= 2Wg1⊕g2(a).

Åñëè an+2 = 1, òî èç (5) è (6) ñëåäóåò, ÷òî

Wf (a, an+1, 1) = 2
∑

(x,0,xn+2)∈Zn+2
2

h(x,0,xn+2)=1

(−1)f1(x)⊕⟨a,x⟩⊕xn+2 = 2
∑

(x,0,xn+2)∈Zn+2
2

h(x,0,xn+2)=1

(−1)f1(x)⊕h1(x)⊕⟨a,x⟩⊕1.

Òîãäà, ñîãëàñíî (4), ñïðàâåäëèâî

Wf (a, an+1, 1) = 2
∑

x∈Zn
2

(−1)f1(x)⊕h1(x)⊕⟨a,x⟩⊕1 = −2Wf1⊕h1(a) = −2Wg1⊕g2⊕h1(a).

Òåîðåìà 1 äîêàçàíà.



Êîíñòðóêöèÿ íåëèíåéíûõ óðàâíîâåøåííûõ ôóíêöèé 15

Îòìåòèì, ÷òî ïðîèçâîëüíàÿ ôóíêöèÿ h ∈ Fn+2, êîòîðàÿ èìååò õîòÿ áû îäíó ëèíåé-
íóþ ïåðåìåííóþ, ìîæåò áûòü ïðåäñòàâëåíà ñëåäóþùèì îáðàçîì: h(x, xn+1, xn+2) =
= h2(x)xn+1 ⊕ h1(x) ⊕ xn+2, ãäå h1, h2 ∈ Fn è x ∈ Zn

2 . Òîãäà ïî ëåììå 1 ôóíê-
öèÿ h ÿâëÿåòñÿ ïðîèçâîäíîé íåêîòîðîé ôóíêöèè ïî íàïðàâëåíèþ (y, 1, yn+2) òîãäà
è òîëüêî òîãäà, êîãäà D(y,1,yn+2)h(x, xn+1, xn+2) = 0. Îòñþäà íåòðóäíî ïîëó÷èòü, ÷òî
h2(x) = Dyh1(x) ⊕ yn+2. Òàêèì îáðàçîì, òåîðåìà 1 ïîçâîëÿåò ïîñòðîèòü âñå ôóíêöèè
îò n ïåðåìåííûõ, ïðîèçâîäíàÿ êîòîðûõ ïî íåêîòîðîìó íåíóëåâîìó íàïðàâëåíèþ èìå-
þò õîòÿ áû îäíó ëèíåéíóþ ïåðåìåííóþ.

Ïîëíûì ïåðåáîðîì ïðîâåðåíî, ÷òî äëÿ n = 4 ìíîæåñòâî âñåõ ôóíêöèé, ïðîèçâîä-
íàÿ êîòîðûõ ïî íåêîòîðîìó íåíóëåâîìó íàïðàâëåíèþ èìååò õîòÿ áû îäíó ëèíåéíóþ ïå-
ðåìåííóþ, ñîñòîèò èç 28 896 ôóíêöèé. Ýòî ìíîæåñòâî ñîäåðæèò âñå 896 áåíò-ôóíêöèé
îò ÷åòûð¼õ ïåðåìåííûõ. Êðîìå òîãî, âñå 10 920 óðàâíîâåøåííûõ ôóíêöèé îò ÷åòûð¼õ
ïåðåìåííûõ, êîòîðûå èìåþò íåëèíåéíîñòü 4 (ìàêñèìàëüíî âîçìîæíóþ äëÿ óðàâíîâå-
øåííûõ ôóíêöèé), èìåþò ïðîèçâîäíóþ ïî íåêîòîðîìó íåíóëåâîìó íàïðàâëåíèþ õîòÿ
áû ñ îäíîé ëèíåéíîé ïåðåìåííîé. Áîëåå òîãî, âñå óðàâíîâåøåííûå ôóíêöèè, ïðîèçâîä-
íàÿ êîòîðûõ ïî íåêîòîðîìó íåíóëåâîìó íàïðàâëåíèþ èìååò õîòÿ áû îäíó ëèíåéíóþ
ïåðåìåííóþ, èìåþò íåëèíåéíîñòü 4.

Áóëåâà ôóíêöèÿ îò øåñòè ïåðåìåííûõ

x3x4x5 ⊕ x2x4x5 ⊕ x3x4x6 ⊕ x3x5x6 ⊕ x4x5x6 ⊕ x2x5x6 ⊕ x1x2 ⊕ x1x3 ⊕ x1x4 ⊕ x3x4

ÿâëÿåòñÿ óðàâíîâåøåííîé è èìååò íåëèíåéíîñòü 24, òîãäà êàê âåðõíÿÿ îöåíêà íåëèíåé-
íîñòè äëÿ óðàâíîâåøåííûõ ôóíêöèé îò ÷¼òíîãî ÷èñëà ïåðåìåííûõ (óòâåðæäåíèå 1)
äà¼ò 26. Å¼ ïðîèçâîäíàÿ ïî íàïðàâëåíèþ (1, 0, . . . , 0) ÿâëÿåòñÿ àôôèííîé. Îòìåòèì, ÷òî
îöåíêà 26 íåëèíåéíîñòè óðàâíîâåøåííûõ ôóíêöèé îò 6 ïåðåìåííûõ äîñòèæèìà [13].

Òàêèì îáðàçîì, äëÿ n = 6 ñóùåñòâóåò óðàâíîâåøåííàÿ ôóíêöèÿ, ïðîèçâîäíàÿ êî-
òîðîé ïî íåêîòîðîìó íåíóëåâîìó íàïðàâëåíèþ èìååò õîòÿ áû îäíó ëèíåéíóþ ïåðåìåí-
íóþ, ñ íåëèíåéíîñòüþ 2n−1 − 2n/2−1 − 4. Áîëåå òîãî, äîêàçàíà ñëåäóþùàÿ

Òåîðåìà 2. Ïóñòü f ∈ Fn+2 � óðàâíîâåøåííàÿ ôóíêöèÿ îò ÷¼òíîãî n ⩾ 6 ÷èñëà
ïåðåìåííûõ, ïðîèçâîäíàÿ êîòîðîé ïî íåêîòîðîìó íåíóëåâîìó íàïðàâëåíèþ èìååò õîòÿ
áû îäíó ëèíåéíóþ ïåðåìåííóþ. Òîãäà Nf ⩽ 2n+1 − 2n/2 − 4.

Äîêàçàòåëüñòâî. Èç òåîðåìû 1 èçâåñòíî, ÷òî f èìååò ôîðìó (1), ïðè ýòîì g2
èç (1) ÿâëÿåòñÿ óðàâíîâåøåííîé ôóíêöèåé îò n ïåðåìåííûõ. Òîãäà èç óòâåðæäåíèÿ 1
âåðíà ñëåäóþùàÿ îöåíêà: Ng2 ⩽ 2n−1 − 2n/2−1 − 2. Òàêèì îáðàçîì, èç ëåììû 4 ñëåäóåò
max
a∈Zn

2

|Wg2| ⩾ 2n/2 + 4. Òîãäà èç òåîðåìû 1 çàêëþ÷àåì, ÷òî Nf = 2n+1 − max
a∈Zn

2 ,g∈M
|Wg(a)|,

ãäå M = {g2, g1 ⊕ g2, g2 ⊕ h1, g1 ⊕ g2 ⊕ h1}, è, ñëåäîâàòåëüíî, Nf ⩽ 2n+1 − 2n/2 − 4.

3. Êðèïòîãðàôè÷åñêèå ñâîéñòâà áóëåâûõ ôóíêöèé, êîòîðûå èìåþò
àôôèííûå ïðîèçâîäíûå

Ðàññìîòðèì ÷àñòíûé ñëó÷àé êîíñòðóêöèè èç òåîðåìû 1� èòåðàòèâíóþ êîíñòðóê-
öèþ ôóíêöèé, êîòîðûå èìåþò àôôèííûå ïðîèçâîäíûå, è ïðèâåä¼ì äîñòàòî÷íûå óñëî-
âèÿ, ïðè êîòîðûõ ôóíêöèè, ïîëó÷åííûå ñ ïîìîùüþ ýòîé êîíñòðóêöèè, îáëàäàþò òà-
êèìè êðèïòîãðàôè÷åñêèìè ñâîéñòâàìè, êàê óðàâíîâåøåííîñòü, îòñóòñòâèå ëèíåéíûõ
ñòðóêòóð è êîððåëÿöèîííàÿ èììóííîñòü.

Óòâåðæäåíèå 2. Ïóñòü n ⩾ 2�÷¼òíîå ÷èñëî, g1, g2 ∈ Fn, (y, 1, yn+2) ∈ Zn+2
2 è

b ∈ Zn
2 òàêèå, ÷òî ⟨b, y⟩ = yn+2, è

h(x, xn+1, xn+2) = ⟨b, x⟩ ⊕ c⊕ xn+2, ãäå c ∈ Z2.
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Òîãäà f ∈ Fn+2 èç (1) ÿâëÿåòñÿ óðàâíîâåøåííîé ôóíêöèåé îò n+ 2 ïåðåìåííûõ, åñëè
è òîëüêî åñëè g2 � óðàâíîâåøåííàÿ ôóíêöèÿ îò n ïåðåìåííûõ. Ïðè ýòîì

Nf = 2n+1 − max
a∈Zn

2 ,g∈{g2,g1⊕g2}
|Wg(a)|.

Äîêàçàòåëüñòâî. Ïóñòü ℓ1(x) = ⟨b, x⟩ ⊕ c, ãäå x ∈ Zn
2 . Ìîæíî óáåäèòüñÿ, ÷òî

Dyℓ1(x) = yn+2 äëÿ ëþáîãî x ∈ Zn
2 è

h(x, xn+1, xn+2) = (Dyℓ1(x)⊕ yn+2)xn+1 ⊕ ℓ1(x)⊕ xn+2.

Èç òåîðåìû 1 è ëåììû 3 äëÿ f ∈ Fn+2 èç (1) ñëåäóåò, ÷òî

|Wf (a, an+1, an+2)| =


2 |Wg2(a)|, åñëè ⟨a, y⟩ = an+1 è an+2 = 0,

2 |Wg2(a⊕ b)|, åñëè ⟨a, y⟩ = an+1 ⊕ yn+2 è an+2 = 1,

2 |Wg1⊕g2(a)|, åñëè ⟨a, y⟩ = an+1 ⊕ 1 è an+2 = 0,

2 |Wg1⊕g2(a⊕ b)|, åñëè ⟨a, y⟩ = an+1 ⊕ yn+2 ⊕ 1 è an+2 = 1.

Òîãäà Wf (0) = Wg2(0) è ïåðâîå óòâåðæäåíèå ñëåäóåò èç ëåììû 2. Âòîðîå óòâåðæäåíèå
ñëåäóåò èç ëåììû 4.

3.1. Ô ó í ê ö è è á å ç ë è í å é í û õ ñ ò ð ó ê ò ó ð

Ïðèâåä¼ì äîñòàòî÷íûå óñëîâèÿ òîãî, ÷òî ôóíêöèè èç óòâåðæäåíèÿ 2 íå èìåþò
ëèíåéíûõ ñòðóêòóð.

Òåîðåìà 3. Ïóñòü n ⩾ 2�÷¼òíîå ÷èñëî, g1, g2 � áóëåâû ôóíêöèè îò n ïåðåìåí-
íûõ, (y, 1, yn+2) ∈ Zn+2

2 è ℓ1 ∈ An òàêèå, ÷òî Dyℓ1(x) = yn+2 è h(x) = ℓ1(x)⊕xn+2. Òîãäà
åñëè g2 è g1 ⊕ g2 ÿâëÿþòñÿ óðàâíîâåøåííîé ôóíêöèåé è áåíò-ôóíêöèåé îò n ïåðåìåí-
íûõ ñîîòâåòñòâåííî, òî áóëåâà ôóíêöèÿ f ∈ Fn+2 èç (1) ÿâëÿåòñÿ óðàâíîâåøåííîé è
íå èìååò ëèíåéíûõ ñòðóêòóð.

Äîêàçàòåëüñòâî. Ðàññìîòðèì ïðîèçâîäíóþ ôóíêöèè f èç (1) ïî íàïðàâëåíèþ
(z, zn+1, zn+2), ãäå z ∈ Zn

2 è zn+1, zn+2 ∈ Z2:

D(z,zn+1,zn+2)f(x, xn+1, xn+2) =
(
(Dyg1(x)⊕ 1)(ℓ1(x)⊕ xn+2)⊕Dyg2(x)

)
xn+1⊕

⊕g1(x)(ℓ1(x)⊕ xn+2)⊕ g2(x)⊕
⊕
(
(Dyg1(x⊕ z)⊕ 1)(ℓ1(x⊕ z)⊕ xn+2 ⊕ zn+2)⊕Dyg2(x⊕ z)

)
xn+1⊕

⊕
(
(Dyg1(x⊕ z)⊕ 1)(ℓ1(x⊕ z)⊕ xn+2 ⊕ zn+2)⊕Dyg2(x⊕ z)

)
zn+1⊕

⊕g1(x⊕ z)(ℓ1(x⊕ z)⊕ xn+2 ⊕ zn+2)⊕ g2(x⊕ z).

Ïóñòü ℓ1(x⊕ z) = ℓ1(x)⊕ d, ãäå d ∈ Z2. Çàìåòèì, ÷òî åñëè z = 0, òî d = 0. Òîãäà

D(z,zn+1,zn+2)f(x, xn+1, xn+2) = xn+1xn+2

(
DzDyg1(x)

)
⊕

⊕xn+1

(
ℓ1(x)DzDyg1(x)⊕ (zn+2 ⊕ d)Dyg1(x⊕ z)⊕DzDyg2(x)⊕ zn+2 ⊕ d

)
⊕

⊕xn+2

(
Dzg1(x)⊕ zn+1(Dyg1(x⊕ z)⊕ 1)

)
⊕ ℓ1(x)Dzg1(x)⊕

⊕zn+1(Dyg1(x⊕ z)⊕ 1)ℓ1(x)⊕ zn+1d(Dyg1(x⊕ z)⊕ 1)⊕
⊕zn+1Dyg2(x⊕ z)⊕ zn+1zn+2(Dyg1(x⊕ z)⊕ 1)⊕ (zn+2 ⊕ d)g1(x⊕ z)⊕Dzg2(x).

Äîêàæåì, ÷òî äëÿ ëþáîãî íåíóëåâîãî íàïðàâëåíèÿ (z, zn+1, zn+2)ôóíêöèÿD(z,zn+1,zn+2)f
íå ÿâëÿåòñÿ êîíñòàíòîé. Ïðåäïîëîæèì îáðàòíîå. Ïóñòü D(z,zn+1,zn+2)f ≡ const äëÿ
(z, zn+1, zn+2) ̸= (0, . . . , 0).
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Ïóñòü zn+1 = 0. Òîãäà Dzg1(x) = 0. Åñëè zn+2 = d, òî z ̸= 0 è D(z,0,d)f èìååò ñëà-
ãàåìîå Dzg2(x) = Dz

(
g1(x)⊕g2(x)

)
, êîòîðîå íå ÿâëÿåòñÿ êîíñòàíòîé, ñîãëàñíî ëåììå 9.

Åñëè zn+2 = d ⊕ 1, òî D(z,0,d⊕1)f èìååò ñëàãàåìîå g1(x ⊕ z) ⊕ g2(x ⊕ z) ⊕ g2(x),
êîòîðîå äëÿ ëþáîãî z íå ÿâëÿåòñÿ êîíñòàíòîé, ïîñêîëüêó g2(x) óðàâíîâåøåííàÿ, à
g1(x⊕ z)⊕ g2(x⊕ z) ÿâëÿåòñÿ áåíò-ôóíêöèåé, ñîãëàñíî ëåììå 8.

Ïóñòü zn+1 = 1. Òîãäà
Dzg1(x) = Dyg1(x⊕ z)⊕ 1.

Çàìåòèì, ÷òî åñëè y = z, òî ðàâåíñòâî íå âûïîëíÿåòñÿ.
Åñëè zn+2 = d, òî D(z,1,d)f èìååò ñëàãàåìîå

Dyg2(x⊕ z)⊕Dzg2(x) = Dy

(
g1(x⊕ z)⊕ g2(x⊕ z)

)
⊕Dz

(
g1(x)⊕ g2(x)

)
⊕ 1 =

= Dy⊕z

(
g1(x)⊕ g2(x)

)
⊕ 1,

êîòîðîå äëÿ y ̸= z íå ÿâëÿåòñÿ êîíñòàíòîé, ñîãëàñíî ëåììå 9.
Åñëè zn+2 = d⊕ 1, òî D(z,1,d⊕1)f èìååò ñëàãàåìîå

g1(x⊕ y ⊕ z)⊕Dyg2(x⊕ z)⊕Dzg2(x)⊕ 1 = g1(x⊕ y ⊕ z)⊕ g2(x⊕ y ⊕ z)⊕ g2(x)⊕ 1,

êîòîðîå äëÿ ëþáîãî z íå ÿâëÿåòñÿ êîíñòàíòîé, ïîñêîëüêó g2(x) è g2(x) ⊕ 1 ÿâëÿþòñÿ
óðàâíîâåøåííûìè, à g1(x ⊕ y ⊕ z) ⊕ g2(x ⊕ y ⊕ z)� áåíò-ôóíêöèÿ, ñîãëàñíî ëåììå 8.
Òàêèì îáðàçîì, D(z,zn+1,zn+2)f ̸≡ const äëÿ ëþáîãî (z, zn+1, zn+2) ̸= (0, . . . , 0).

Ïóñòü ℓ1(x) = ⟨b, x⟩⊕c, ãäå b ∈ Zn
2 è c ∈ Z2. Òàê êàê Dyℓ1(x) = yn+2, òî ⟨b, y⟩ = yn+2.

Èç óòâåðæäåíèÿ 2 ñëåäóåò, ÷òî f óðàâíîâåøåííàÿ.

3.2. Ê î ð ð å ë ÿ ö è î í í î - è ì ì ó í í û å ô ó í ê ö è è

Ïðèâåä¼ì äîñòàòî÷íûå óñëîâèÿ òîãî, ÷òî ôóíêöèè èç óòâåðæäåíèÿ 2 ÿâëÿþòñÿ
êîððåëÿöèîííî-èììóííûìè.

Óòâåðæäåíèå 3. Ïóñòü n ⩾ 2�÷¼òíîå ÷èñëî, g1, g2 ∈ Fn, (y, 1, yn+2) ∈ Zn+2
2 è

b ∈ Zn
2 òàêèå, ÷òî ⟨b, y⟩ = yn+2 è h(x, xn+1, xn+2) = ⟨b, x⟩ ⊕ c ⊕ xn+2 äëÿ c ∈ Z2. Òîãäà

åñëè ôóíêöèè g2 è g1⊕g2 ÿâëÿþòñÿ êîððåëÿöèîííî-èììóííûìè ïîðÿäêà r, òî ôóíêöèÿ
f ∈ Fn+2 èç (1) êîððåëÿöèîííî-èììóííà ïîðÿäêà r. Åñëè ïðè ýòîì g2 óðàâíîâåøåííàÿ,
òî f òàêæå óðàâíîâåøåííàÿ.

Äîêàçàòåëüñòâî. Ïóñòü ℓ1(x) = ⟨b, x⟩ ⊕ c, ãäå x ∈ Zn
2 . Ìîæíî óáåäèòüñÿ, ÷òî

Dyℓ1(x) = yn+2 äëÿ ëþáîãî x ∈ Zn
2 è

h(x, xn+1, xn+2) = (Dyℓ1(x)⊕ yn+2)xn+1 ⊕ ℓ1(x)⊕ xn+2.

Èç òåîðåìû 1 è ëåììû 3 äëÿ f ∈ Fn+2 èç (1) ñëåäóåò, ÷òî

|Wf (a, an+1, an+2)| =


2 |Wg2(a)|, åñëè ⟨a, y⟩ = an+1 è an+2 = 0,

2 |Wg2(a⊕ b)|, åñëè ⟨a, y⟩ = an+1 ⊕ yn+2 è an+2 = 1,

2 |Wg1⊕g2(a)|, åñëè ⟨a, y⟩ = an+1 ⊕ 1 è an+2 = 0,

2 |Wg1⊕g2(a⊕ b)|, åñëè ⟨a, y⟩ = an+1 ⊕ yn+2 ⊕ 1 è an+2 = 1.

Òîãäà ïåðâîå óòâåðæäåíèå ñëåäóåò èç ëåììû 12, à âòîðîå � èç óòâåðæäåíèÿ 2.
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4. Ïîñòðîåíèå óðàâíîâåøåííûõ ôóíêöèé ñ âûñîêîé íåëèíåéíîñòüþ
Èñïîëüçóåì èòåðàòèâíóþ êîíñòðóêöèþ èç òåîðåìû 3 è óðàâíîâåøåííóþ ôóíêöèþ

îò 16 ïåðåìåííûõ ñ âûñîêîé íåëèíåéíîñòüþ, ïðåäñòàâëåííóþ â [18], äëÿ ïîñòðîåíèÿ
óðàâíîâåøåííûõ ôóíêöèé îò ÷¼òíîãî ÷èñëà ïåðåìåííûõ n ⩾ 18 áåç ëèíåéíûõ ñòðóêòóð
ñ íåëèíåéíîñòüþ

2n−1 − (2n/2−1 + 2n/2−3 + 2n/2−5 + 2n/2−7).

Ñðàâíèì ïîëó÷åííûå çíà÷åíèÿ íåëèíåéíîñòè óðàâíîâåøåííûõ ôóíêöèé ñ âåðõíåé
îöåíêîé íåëèíåéíîñòè èç óòâåðæäåíèÿ 1, à òàêæå ñî çíà÷åíèÿìè íåëèíåéíîñòè óðàâ-
íîâåøåííûõ ôóíêöèé, ïîëó÷åííûõ â äðóãèõ ðàáîòàõ.

Â [18] ïîêàçàíî, êàê ïîñòðîèòü óðàâíîâåøåííóþ ôóíêöèþ îò 16 ïåðåìåííûõ ñ íåëè-
íåéíîñòüþ 32 598. Ìû èñïîëüçîâàëè å¼ â êà÷åñòâå óðàâíîâåøåííîé ôóíêöèè g2 èç òåî-
ðåìû 3, ÷òîáû ïîëó÷èòü óðàâíîâåøåííóþ áóëåâó ôóíêöèþ îò 18 ïåðåìåííûõ ñ âûñîêîé
íåëèíåéíîñòüþ.

Ïóñòü σ2,16 � áóëåâà ôóíêöèÿ îò 16 ïåðåìåííûõ, êîòîðàÿ ñîäåðæèò âñå êâàäðàòè÷-

íûå ñëàãàåìûå è òîëüêî èõ, è f16 = σ2,16 ⊕
n/2⊕
i=1

xi. Òîãäà g2 ìîæíî çàäàòü ñ ïîìîùüþ å¼

íîñèòåëÿ: supp(g2) = supp(f16) ∪ S, ãäå

S = {8256, 2080, 4112, 2049, 36912, 5264, 34840, 10264, 49169, 38400, 1632, 3075, 2570, 16800,
16908, 1569, 24612, 12417, 29504, 17825, 37413, 18965, 41410, 16613, 5028, 35122, 21656,

61968, 42122, 8000, 24873, 9546, 21541, 10763, 35881, 57372, 45256, 42033, 37524, 19529, 7237,

16446, 17888, 20881, 26817, 49539, 14964, 54452, 51612, 22981, 20723, 989, 46868, 50830, 11884,

1518, 5363, 36553, 43729, 39321, 50459, 55401, 37771, 52359, 5965, 8511, 18551, 58538, 14987,

53799, 44090, 10156, 29283, 27057, 58443, 61497, 35782, 44047, 22940, 7540, 19865, 43961,

15221, 62179, 43927, 57240, 59741, 61867, 14190, 62511, 44665, 3067, 8107, 61937, 51161, 42937,

31835, 44725, 30435, 14324, 30381, 31964, 56506, 54652, 59951, 61206, 43993, 14310, 58959,

32494, 24443, 32381, 62451, 60915, 60381, 44990, 62845, 36351, 32508, 61147, 56309, 32351,

48503, 57215, 32751, 63483, 64510, 65535}

è êàæäîìó ÷èñëó èç S ñòàâèòñÿ â ñîîòâåòñòâèå âåêòîð åãî äâîè÷íîãî ïðåäñòàâëåíèÿ
äëèíû 16.

Â êà÷åñòâå g1 ⊕ g2 ìû âçÿëè áåíò-ôóíêöèþ
8⊕

i=1

xixi+8 ⊕
8∏

i=1

xi, êîòîðàÿ, ñîãëàñíî

ëåììå 10, ïðèíàäëåæèò êëàññó Ìýéîðàíà �ÌàêÔàðëàíäà. Ïóñòü ℓ(x) =
18⊕
i=2

xi è y =

= (1, 0, 0, . . . , 0).
Èòîãîâàÿ óðàâíîâåøåííàÿ áóëåâà ôóíêöèÿ f îò 18 ïåðåìåííûõ, êîòîðàÿ ïîëó÷àåò-

ñÿ ñ ïîìîùüþ êîíñòðóêöèè èç òåîðåìû 3, èìååò ñòåïåíü 16, íåëèíåéíîñòü Nf = 130 732
è íå èìååò ëèíåéíûõ ñòðóêòóð. Ñòîèò îòìåòèòü, ÷òî êîíñòðóêöèÿ èç òåîðåìû 3 ïîçâî-
ëÿåò ïîëó÷èòü áîëüøå îäíîé ôóíêöèè îò 18 ïåðåìåííûõ ñ óêàçàííîé íåëèíåéíîñòüþ.
Äîñòàòî÷íî ðàññìîòðåòü äðóãèå íàïðàâëåíèÿ y, ÷èñëî êîòîðûõ ðàâíî 217 − 1 [19]. Ýòè
íàïðàâëåíèÿ� íåíóëåâûå âåêòîðû y, òàêèå, ÷òî ⟨(0, 1, . . . , 1), y⟩ = 0. Â êà÷åñòâå ôóíê-
öèè g1 ⊕ g2 ìîæíî âçÿòü áåíò-ôóíêöèþ, ïîëó÷åííóþ ñ ïîìîùüþ äðóãèõ èçâåñòíûõ
êîíñòðóêöèé áåíò-ôóíêöèé.

Â ñâîþ î÷åðåäü, ïîëó÷åííóþ ôóíêöèþ f îò 18 ïåðåìåííûõ ìîæíî èñïîëüçî-
âàòü, ÷òîáû ïîñòðîèòü óðàâíîâåøåííóþ ôóíêöèþ îò 20 ïåðåìåííûõ ñ íåëèíåéíîñòüþ
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523 608, òàê êàê èç ëåììû 4 ñëåäóåò, ÷òî max
a∈Z18

2

Wf (a) = 680 = 218/2 + 218/2−2 + 218/2−4 +

+ 218/2−6. Êðîìå òîãî, åñëè â êà÷åñòâå g1 ⊕ g2 ñíîâà âçÿòü áåíò-ôóíêöèþ, íàïðèìåð,
èç êëàññà Ìýéîðàíà �ÌàêÔàðëàíäà, òî ïî òåîðåìå 3 ïîëó÷åííàÿ ôóíêöèÿ íå áóäåò
èìåòü ëèíåéíûõ ñòðóêòóð.

Òàêèì îáðàçîì, èòåðàòèâíàÿ êîíñòðóêöèÿ èç òåîðåìû 3 ïîçâîëÿåò ñòðîèòü óðàâ-
íîâåøåííûå ôóíêöèè f îò ÷¼òíîãî ÷èñëà ïåðåìåííûõ n ⩾ 18 áåç ëèíåéíûõ ñòðóêòóð
ñ íåëèíåéíîñòüþ

Nf = 2n−1 − (2n/2−1 + 2n/2−3 + 2n/2−5 + 2n/2−7), (7)

ïîñêîëüêó max
a∈Zn−2

2

Wg2(a) = 2(n−2)/2 + 2(n−2)/2−2 + 2(n−2)/2−4 + 2(n−2)/2−6.

Â òàáë. 1 ïðèâåäåíû çíà÷åíèÿ íåëèíåéíîñòè ôóíêöèé, êîòîðûå ìîæíî ïîëó÷èòü ñ
ïîìîùüþ òåîðåìû 3, è çíà÷åíèÿ íåëèíåéíîñòè óðàâíîâåøåííûõ ôóíêöèé, ïîëó÷åííûõ
â ðàáîòàõ Ê. Õó è äð. [16] è Ê. Êàðëå è äð. [17]. Îòìåòèì, ÷òî â [16] ðàññìàòðèâàþòñÿ
çíà÷åíèÿ n ⩽ 28, à íåëèíåéíîñòü (7) èìåþò óðàâíîâåøåííûå ôóíêöèè îò ÷¼òíîãî ÷èñëà
n ⩾ 18 ïåðåìåííûõ.

Òà á ë è ö à 1

n 2n−1 − (2n/2−1 + 2n/2−3 + 2n/2−5 + 2n/2−7) Nf [16] Nf [17]
18 130 732 130 504 130 688
20 523 608 523 154 Íå ïðèâîäèòñÿ
22 2 095 792 2 094 980 Íå ïðèâîäèòñÿ
24 8 385 888 8 384 490 Íå ïðèâîäèòñÿ
26 33 548 992 33 545 992 Íå ïðèâîäèòñÿ
28 134 206 848 134 201 460 Íå ïðèâîäèòñÿ

Èç òàáë. 1 âèäíî, ÷òî çíà÷åíèÿ íåëèíåéíîñòè óðàâíîâåøåííûõ ôóíêöèé, êîòîðûå
ìîãóò áûòü ïîëó÷åíû ñ ïîìîùüþ òåîðåìû 3, ïðåâîñõîäÿò çíà÷åíèÿ èç ðàáîò [16, 17].

Â òàáë. 2 ïðèâîäÿòñÿ çíà÷åíèÿ íåëèíåéíîñòè ôóíêöèé, êîòîðûå ìîæíî ïîëó÷èòü
ñ ïîìîùüþ òåîðåìû 3, è âåðõíèå îöåíêè íåëèíåéíîñòè óðàâíîâåøåííûõ ôóíêöèé èç
óòâåðæäåíèÿ 1 äëÿ 18 ⩽ n ⩽ 28.

Òà á ë è ö à 2

n 2n−1 − (2n/2−1 + 2n/2−3 + 2n/2−5 + 2n/2−7) 2n−1 − 2n/2−1 − 2
18 130 732 130 814
20 523 608 523 774
22 2 095 792 2 096 126
24 8 385 888 8 386 558
26 33 548 992 33 550 334
28 134 206 848 134 209 534

5. Ïðîáëåìà ðàçëîæåíèÿ áóëåâûõ ôóíêöèé â ñóììó äâóõ áåíò-ôóíêöèé
Äîêàæåì âåðõíþþ îöåíêó ñòåïåíè ôóíêöèè (f1 ⊕ f2)h, ãäå h� áóëåâà ôóíêöèÿ

îò n ïåðåìåííûõ, f1 è f2 � áåíò-ôóíêöèè îò n ïåðåìåííûõ, ïðè÷¼ì h ⊕ f1 è h ⊕ f2
òàêæå ÿâëÿþòñÿ áåíò-ôóíêöèÿìè.

Âîïðîñ î ðàçëîæåíèè áóëåâûõ ôóíêöèé â ñóììó äâóõ áåíò-ôóíêöèé ïîñòàâëåí
Í.Í. Òîêàðåâîé â ðàáîòå [20].
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Ãèïîòåçà 1 (Í.Í. Òîêàðåâà [20]). Ïóñòü n�÷¼òíîå ÷èñëî. Òîãäà ëþáàÿ áóëåâà
ôóíêöèÿ îò n ïåðåìåííûõ ñòåïåíè íå áîëüøå n/2 ìîæåò áûòü ðàçëîæåíà â ñóììó
äâóõ áåíò-ôóíêöèé îò n ïåðåìåííûõ.

Â [20] ãèïîòåçà 1 ïðîâåðåíà ñ ïîìîùüþ ïîëíîãî ïåðåáîðà äëÿ n ⩽ 6. Ñîãëàñíî [20],
åñëè ãèïîòåçà 1 âåðíà, òî ñïðàâåäëèâà ñëåäóþùàÿ íèæíÿÿ îöåíêà äëÿ ÷èñëà áåíò-
ôóíêöèé îò n ïåðåìåííûõ:

|Bn| ⩾ 22
n−2+( n

n/2)/4.

Â [19] ïîêàçàíà ñâÿçü ýòîé ãèïîòåçû ñî ñëåäóþùåé ïðîáëåìîé î ïðîèçâîäíûõ áåíò-
ôóíêöèé: ëþáàÿ ñáàëàíñèðîâàííàÿ ôóíêöèÿ f îò ÷¼òíîãî ÷èñëà ïåðåìåííûõ n ñòåïåíè
íå áîëüøå n/2− 1, òàêàÿ, ÷òî f(x) = f(x⊕ y) äëÿ ëþáîãî x ∈ Zn

2 è íåêîòîðîãî íåíóëå-
âîãî y ∈ Zn

2 , ÿâëÿåòñÿ ïðîèçâîäíîé áåíò-ôóíêöèè îò n ïåðåìåííûõ. Ýòà ñâÿçü òàêæå
ñëåäóåò èç òåîðåìû 1.

Óòâåðæäåíèå 4. Ïóñòü n ⩾ 2�÷¼òíîå ÷èñëî, g1, g2, h1 ∈ Fn, âåêòîð (y, 1, yn+2) ∈
∈ Zn+2

2 òàêîé, ÷òî

h(x, xn+1, xn+2) = (Dyh1(x)⊕ y2)xn+1 ⊕ h1(x)⊕ xn+2.

Òîãäà f ∈ Fn+2 èç (1) èìååò ôóíêöèþ h ñâîåé ïðîèçâîäíîé ïî íàïðàâëåíèþ (y, 1, yn+2)
è ÿâëÿåòñÿ áåíò-ôóíêöèåé îò n+2 ïåðåìåííûõ òîãäà è òîëüêî òîãäà, êîãäà g2, g1⊕ g2,
g2 ⊕ h1, g1 ⊕ g2 ⊕ h1 ÿâëÿþòñÿ áåíò-ôóíêöèÿìè îò n ïåðåìåííûõ.

Äîêàçàòåëüñòâî. Èç ëåììû 4 è òåîðåìû 1 ñëåäóåò, ÷òî

Nf = 2n+1 − 1

2
max

a∈Zn+2
2

|Wf (a)| = 2n+1 − 2n/2

òîãäà è òîëüêî òîãäà, êîãäà äëÿ ëþáîãî b ∈ Zn
2 ñïðàâåäëèâî

|Wg1⊕g2(b)| = |Wg2(b)| = |Wg1⊕g2⊕h1(b)| = |Wg2⊕h1(b)| = 2n/2.

Èç ëåììû 7 ñëåäóåò, ÷òî g2, g1 ⊕ g2, g2 ⊕ h1, g1 ⊕ g2 ⊕ h1 ÿâëÿþòñÿ áåíò-ôóíêöèÿìè
îò n ïåðåìåííûõ.

Ïðèâåä¼ì äâà âñïîìîãàòåëüíûõ óòâåðæäåíèÿ.

Óòâåðæäåíèå 5 (Í.Í. Òîêàðåâà [20]). Ïóñòü f1, f2, f3 � áåíò-ôóíêöèè îò n ïåðå-
ìåííûõ. Òîãäà ôóíêöèÿ f , îïðåäåë¼ííàÿ ñëåäóþùèì îáðàçîì:

f(0, 0, x) = f1(x), f(0, 1, x) = f2(x),

f(1, 0, x) = f3(x), f(1, 1, x) = f4(x),

ÿâëÿåòñÿ áåíò-ôóíêöèåé îò n + 2 ïåðåìåííûõ òîãäà è òîëüêî òîãäà, êîãäà f4 � áåíò-
ôóíêöèÿ îò n ïåðåìåííûõ è f̃1 ⊕ f̃2 ⊕ f̃3 ⊕ f̃4 = 1.

Óòâåðæäåíèå 5 ÿâëÿåòñÿ óïðîù¼ííîé âåðñèåé ðåçóëüòàòà èç ðàáîòû À. Êàíòî è
Ï. Øàðïèí 2003 ã. [21]. Â [21] äîêàçàíî òàêæå

Óòâåðæäåíèå 6 (À. Êàíòî è Ï. Øàðïèí [21]). Ïóñòü f1, f2, f3, f4 ∈ Fn è ôóíê-
öèÿ f , îïðåäåë¼ííàÿ ñëåäóþùèì îáðàçîì:

f(0, 0, x) = f1(x), f(0, 1, x) = f2(x),

f(1, 0, x) = f3(x), f(1, 1, x) = f4(x),

ÿâëÿåòñÿ áåíò-ôóíêöèåé îò n+2 ïåðåìåííûõ. Òîãäà f1 � áåíò-ôóíêöèÿ, åñëè è òîëüêî
åñëè f2, f3, f4 � áåíò-ôóíêöèè îò n ïåðåìåííûõ.
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Òåîðåìà 4. Ïóñòü n ⩾ 2�÷¼òíîå ÷èñëî, h ∈ Fn è f1, f2, h⊕f1, h⊕f2 ∈ Bn. Òîãäà:
1) deg((f1 ⊕ f2)h) ⩽ (n+ 2)/2;
2) ñëåäóþùèå óòâåðæäåíèÿ ýêâèâàëåíòíû:

à) φ1(x) =
(
f1(x)⊕ f2(x)

)
h(x)⊕ f1(x) ∈ Bn;

á) φ2(x) =
(
f1(x)⊕ f2(x)

)
h(x)⊕ f2(x) ∈ Bn;

â) φ3(x) =
(
f1(x⊕ y)⊕ f2(x⊕ y)

)
h(x⊕ y)⊕ f2(x⊕ y)⊕ h(x⊕ y) ∈ Bn,

ãäå y ∈ Zn
2 ;

ã) φ4(x) =
(
f1(x⊕ y)⊕ f2(x⊕ y)

)
h(x⊕ y)⊕ f1(x⊕ y)⊕ h(x⊕ y) ∈ Bn,

ãäå y ∈ Zn
2 ;

ä) φ̃1 ⊕ φ̃2 ⊕ φ̃3 ⊕ φ̃4 ≡ 0.
Äîêàçàòåëüñòâî. Ïóñòü y ∈ Zn

2 . Òîãäà g ∈ Fn+2, òàêàÿ, ÷òî

g(x, xn+1, xn+2) =
(
h(x)⊕ h(x⊕ y)

)
xn+1 ⊕ h(x)⊕ xn+2,

óäîâëåòâîðÿåò óñëîâèþ óòâåðæäåíèÿ 4 äëÿ íàïðàâëåíèÿ (y, 1, 0). Ñëåäîâàòåëüíî, áó-
ëåâà ôóíêöèÿ îò n+ 2 ïåðåìåííûõ

f(x, xn+1, xn+2) =
(
(Dyg1(x)⊕ 1)g(x, xn+1, xn+2)⊕Dyg2(x)

)
xn+1⊕

⊕g1(x)g(x, xn+1, xn+2)⊕ g2(x),

ãäå g1 = f1 ⊕ f2 è g2 = f2, ÿâëÿåòñÿ áåíò-ôóíêöèåé îò n + 2 ïåðåìåííûõ. Èç ëåììû 5
ñëåäóåò, ÷òî deg(f) ⩽ (n+ 2)/2 è deg(g1h) = deg((f1 ⊕ f2)h) ⩽ (n+ 2)/2.

Ëåãêî óáåäèòüñÿ â òîì, ÷òî

f(x, 0, 0) = g1(x)h(x)⊕ g2(x) = φ2(x),

f(x, 0, 1) = g1(x)h(x)⊕ g1(x)⊕ g2(x) = φ1(x),

f(x, 1, 0) = g1(x⊕ y)h(x⊕ y)⊕ g2(x⊕ y)⊕ h(x⊕ y) = φ3(x),

f(x, 1, 1) = g1(x⊕ y)h(x⊕ y)⊕ g1(x⊕ y)⊕ g2(x⊕ y)⊕ h(x⊕ y)⊕ 1 = φ4(x)⊕ 1.

Òîãäà èç óòâåðæäåíèé 5 è 6 ñëåäóåò âòîðîå óòâåðæäåíèå òåîðåìû.

Ñëåäñòâèå 1. Ïóñòü h, g ∈ Fn è deg(hg) > (n + 2)/2. Òîãäà åñëè f1, f2 ∈ Bn è
h ≡ f1 ⊕ f2, òî õîòÿ áû îäíà èç ôóíêöèé g⊕ f1 èëè g⊕ f2 íå ÿâëÿåòñÿ áåíò-ôóíêöèåé.

Ñëåäñòâèå 2. Ïóñòü h ∈ Fn è f1, f2, h⊕ f1, h⊕ f2 ∈ Bn. Òîãäà åñëè (f1 ⊕ f2)h ≡ 0
èëè (f1 ⊕ f2)h ≡ h, ïðè ýòîì f3(x) = h(x⊕ y)⊕ f1(x⊕ y) è f4(x) = h(x⊕ y)⊕ f2(x⊕ y),
ãäå y ∈ Zn

2 , òî ñïðàâåäëèâî, ÷òî f̃1 ⊕ f̃2 ≡ f̃3 ⊕ f̃4.
Â îáîçíà÷åíèÿõ òåîðåìû 4 ïðèâåä¼ì ïðèìåð òîãî, êàê âåðõíÿÿ îöåíêà ñòåïåíè

ôóíêöèè (f1 ⊕ f2)h ìîæåò áûòü èñïîëüçîâàíà äëÿ îïèñàíèÿ áåíò-ôóíêöèé f1 è f2.
Ïóñòü h(x) = x1x2 � áóëåâà ôóíêöèÿ îò ÷åòûð¼õ ïåðåìåííûõ, x ∈ Z4

2, è f1, f2 ∈ B4
òàêèå, ÷òî h⊕ f1 è h⊕ f2 ÿâëÿþòñÿ áåíò-ôóíêöèÿìè. Ïîëîæèì, ÷òî ÀÍÔ ôóíêöèè f1
ñîäåðæèò ìîíîì x3x4, à ÀÍÔ ôóíêöèè f2 åãî íå ñîäåðæèò. Òîãäà deg((f1 ⊕ f2)h) =
= 4 > 3 = (n + 2)/2. Òàêèì îáðàçîì, ëèáî êàæäàÿ áåíò-ôóíêöèÿ èç ðàçëîæåíèÿ
ôóíêöèè h(x) â ñóììó äâóõ áåíò-ôóíêöèé èìååò ìîíîì x3x4 â ñâîåé ÀÍÔ, ëèáî êàæäàÿ
èç íèõ åãî íå èìååò. Ïðèìåð äîñòèæåíèÿ îöåíêè ìîæíî ïîëó÷èòü äëÿ ñëåäóþùèõ
ôóíêöèé îò ÷åòûð¼õ ïåðåìåííûõ: h(x) = x3, f1(x) = x1x2⊕ x3x4 è f2(x) = x1x3⊕ x2x4.

Çàêëþ÷åíèå
Ðàáîòà ïîñâÿùåíà âîïðîñó ïîñòðîåíèÿ óðàâíîâåøåííûõ áóëåâûõ ôóíêöèé ñ âû-

ñîêèìè çíà÷åíèÿìè íåëèíåéíîñòè. Ïðèâåäåíà èòåðàòèâíàÿ êîíñòðóêöèÿ óðàâíîâåøåí-
íûõ ôóíêöèé îò ÷¼òíîãî ÷èñëà ïåðåìåííûõ, ñ ïîìîùüþ êîòîðîé ïîëó÷åíà áóëåâà ôóíê-
öèÿ îò 18 ïåðåìåííûõ ñî çíà÷åíèåì íåëèíåéíîñòè 130 732. Ýòà ôóíêöèÿ ìîæåò áûòü
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èñïîëüçîâàíà äëÿ èòåðàòèâíîãî ïîñòðîåíèÿ óðàâíîâåøåííûõ ôóíêöèé îò ÷¼òíîãî ÷èñ-
ëà n ⩾ 20 ïåðåìåííûõ ñ íåëèíåéíîñòüþ 2n−1 − (2n/2−1 + 2n/2−3 + 2n/2−5 + 2n/2−7).

Ïðèâåäåíû äîñòàòî÷íûå óñëîâèÿ òîãî, ÷òî ôóíêöèè, ïîëó÷åííûå ñ ïîìîùüþ êîí-
ñòðóêöèè, îáëàäàþò òàêèìè ñâîéñòâàìè, êàê îòñóòñòâèå ëèíåéíûõ ñòðóêòóð è êîððåëÿ-
öèîííàÿ èììóííîñòü. Èíòåðåñ ïðåäñòàâëÿåò òàêæå èçó÷åíèå äîïîëíèòåëüíûõ óñëîâèé,
ïðè êîòîðûõ ïîëó÷àåìûå ôóíêöèè áóäóò, íàïðèìåð, óäîâëåòâîðÿòü ñòðîãîìó ëàâèí-
íîìó êðèòåðèþ (SAC) èëè êðèòåðèþ ðàñïðîñòðàíåíèÿ PC(k) ïîðÿäêà k.
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Ïðåäëîæåí ñïîñîá ïðåîáðàçîâàíèÿ õåø-ôóíêöèè ¾Ñòðèáîã¿ â êëþ÷åâîé êðèïòî-
àëãîðèòì, óñëîâíî íàçûâàåìûé Ñòðèáîã-Ñ (¾ñýíäâè÷¿� êëþ÷ â íà÷àëå è êëþ÷
â êîíöå) è íå òðåáóþùèé èçìåíåíèé â ñàìîé õåø-ôóíêöèè. Îñîáåííîñòè êðèï-
òîàëãîðèòìà óïðîùàþò ðåàëèçàöèþ ìåð çàùèòû îò àòàê ïî ïîáî÷íûì êàíàëàì.
Äîêàçàíî, ÷òî Ñòðèáîã-Ñ, à òàêæå HMAC-Ñòðèáîã è Ñòðèáîã-Ê ÿâëÿþòñÿ ñòîé-
êèìè ïñåâäîñëó÷àéíûìè ôóíêöèÿìè (PRF) è àëãîðèòìàìè èìèòîçàùèòû (MAC)
â óñëîâèÿõ, êîãäà (ïî÷òè âñå) èõ âíóòðåííèå ñîñòîÿíèÿ ñòàíîâÿòñÿ èçâåñòíûìè
ïðîòèâíèêó. Îò ôóíêöèè ñæàòèÿ, èòåðàòèâíî ïðèìåíÿåìîé âíóòðè õåø-ôóíêöèè,
â òàêèõ óñëîâèÿõ òðåáóþòñÿ äîïîëíèòåëüíûå ñâîéñòâà � ñòîéêîñòü ê àòàêàì íà
ïîñòðîåíèå êîëëèçèé è ïðîîáðàçà.

Êëþ÷åâûå ñëîâà: Ñòðèáîã, PRF, HMAC, äîêàçóåìàÿ ñòîéêîñòü.

�SANDWICH�-LIKE KEYED ALGORITHM BASED ON THE
�STREEBOG� HASH FUNCTION
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We propose a keyed cryptographic algorithm based on the “Streebog” hash function.
We do not make any structural changes to the hash function itself, but only introduce
a special type of padding. As a result, the key appears on both sides of the message
in so-called “sandwich” manner — hence the name Streebog-S for our construction.
“Sandwich” properties make it possible to simplify defenses against side-channel at-
tacks while maintaining their effectiveness. We prove that Streebog-S and other al-
gorithms based on “Streebog”, HMAC-Streebog and Streebog-K, remain secure as
pseudorandom functions (PRF) and message authentication codes (MAC) even when
almost all internal states are leaked to the adversary. This leakage resistance requires
additional properties from the underlying compression function, namely collision- and
preimage-resistance.

Keywords: Streebog, PRF, HMAC, provable security.
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Ââåäåíèå
Ðîññèéñêàÿ áåñêëþ÷åâàÿ õåø-ôóíêöèÿ ¾Ñòðèáîã¿ (ÃÎÑÒ 34.11-2018) [1] îñíîâà-

íà íà ìîäèôèöèðîâàííîé ñõåìå Ìåðêëà �Äàìãàðäà (ÌÄ) [2, 3]. Õåøèðóåìîå ñîîáùå-
íèåM äîïîëíÿåòñÿ ñïåöèàëüíûì îáðàçîì è ðàçáèâàåòñÿ íà áëîêè ïî n = 512 áèò, çàòåì
ê n-áèòíîìó ñîñòîÿíèþ õåø-ôóíêöèè h è áëîêó ñîîáùåíèÿ m èòåðàòèâíî ïðèìåíÿåòñÿ
ôóíêöèÿ ñæàòèÿ g(h,m) = h′. Íà÷àëüíîå ñîñòîÿíèå õåø-ôóíêöèè ÿâëÿåòñÿ ïðåäîïðå-
äåë¼ííîé êîíñòàíòîé, ïîñëåäíåå ñîñòîÿíèå � ðåçóëüòàò õåøèðîâàíèÿ (õåø-çíà÷åíèå).

Ïðèìå÷àòåëüíîé îñîáåííîñòüþ îòå÷åñòâåííîé õåø-ôóíêöèè, îòëè÷àþùåé å¼ îò îðè-
ãèíàëüíîé ñõåìû ÌÄ, ÿâëÿåòñÿ èñïîëüçîâàíèå êîíòðîëüíîé ñóììû (ÊÑ). Ïîñëåäíèé
õåøèðóåìûé áëîê� ñóììà âñåõ áëîêîâ ñîîáùåíèÿ M ïî ìîäóëþ 2n (îïåðàöèÿ ¾⊞¿).

Óêàçàííûé ìåõàíèçì èãðàåò âàæíóþ ðîëü, êîãäà ¾Ñòðèáîã¿ (H) èñïîëüçóåòñÿ â êà-
÷åñòâå îñíîâû äëÿ êëþ÷åâûõ êðèïòîàëãîðèòìîâ. Ïðèìåðàìè òàêîâûõ ìîãóò ñëóæèòü
HMAC-Ñòðèáîã [4] (äâîéíîå õåøèðîâàíèå) è Ñòðèáîã-Ê [5] (êëþ÷ K ïåðåä ñîîáùå-
íèåì�H(K||M)). Ýòè àëãîðèòìû ÿâëÿþòñÿ ñòîéêèìè ïñåâäîñëó÷àéíûìè ôóíêöèÿìè
(PRF) [5, 6] è ïðèìåíÿþòñÿ äëÿ çàùèòû öåëîñòíîñòè (èìèòîçàùèòû), ò. å. ñëóæàò äëÿ
âûðàáîòêè êîäîâ àóòåíòèôèêàöèè ñîîáùåíèé (MAC�Message Authentication Code).

Ïîÿñíèì âëèÿíèå ÊÑ íà êëþ÷åâûå ñõåìû. Ïóñòü ñåêðåòíûé êëþ÷ K ÿâëÿåòñÿ îä-
íèì èç õåøèðóåìûõ áëîêîâ, òîãäà ïîñëåäíèì áëîêîì (íàçîâ¼ì åãî ôèíàëèçèðóþùèì
êëþ÷îì) áóäåò K ⊞ σ. Çíà÷åíèå σ ìîæåò âûáèðàòüñÿ ïðîòèâíèêîì, òàê êàê â òèïîâîé
ìîäåëè óãðîç ó àòàêóþùåãî åñòü âîçìîæíîñòü âûáîðà òåêñòàM . ÑîîáùåíèÿM1, . . . ,Mq

äàþò ÊÑ σ1, . . . , σq è ñîîòâåòñòâåííî ñâÿçàííûå êëþ÷è K ⊞ σ1, . . . , K ⊞ σq.
Ï å ð â î å ñëåäñòâèå ýòîãî � îò ôóíêöèè ñæàòèÿ g òðåáóåòñÿ [5, 6] áûòü ñòîéêîé

PRF â óñëîâèÿõ àòàê ñî ñâÿçàííûìè êëþ÷àìè (PRF-RKA). Êîíñòðóêòèâíûå èññëåäî-
âàíèÿ [7, 8] ïîêàçûâàþò, ÷òî g ñîîòâåòñòâóåò ýòèì òðåáîâàíèÿì� íà òåêóùèé ìîìåíò
íå íàéäåíî àòàê ëó÷øå óíèâåðñàëüíûõ. Ïðîáëåìà â òîì, ÷òî â îáùåì ñëó÷àå âåðîÿò-
íîñòü óñïåõà óíèâåðñàëüíîãî ìåòîäà (òîòàëüíîãî îïðîáîâàíèÿ) ïðè r ñâÿçàííûõ êëþ-
÷àõ â r ðàç áîëüøå, ÷åì ïðè èõ îòñóòñòâèè. Äî îïðåäåë¼ííîãî îáú¼ìà îáðàáàòûâàåìûõ
äàííûõ (íàãðóçêè íà êëþ÷), êàê ïîêàçàíî â [6], ñïåöèôèêà õåø-ôóíêöèè ïîçâîëÿåò
óéòè îò óêàçàííîé ïðîáëåìû, íî çíà÷èòåëüíîå ïðåâûøåíèå ýòîé ãðàíèöû ïðèâîäèò
ê ýôôåêòèâíûì àòàêàì [9, 5]. Èçâåñòíû ìåòîäû îïðåäåëåíèÿ ñåêðåòíîãî êëþ÷à äëÿ
HMAC-Ñòðèáîã ñî ñëîæíîñòüþ ïîðÿäêà 24n/5 ïî âðåìåíè è äàííûì [9], àíàëîãè÷íî è
äëÿ Ñòðèáîã-Ê [5].

Â ò î ð î å ñëåäñòâèå íîñèò ïîçèòèâíûé õàðàêòåð. Ôèíàëèçàöèþ íåëüçÿ îñóùå-
ñòâèòü áåç êëþ÷à K (ïóñòü è ñâÿçàííîãî). Åñëè â ðåçóëüòàòå íåêîòîðîé óòå÷êè, íà-
ïðèìåð ïî ïîáî÷íûì êàíàëàì, ïðîòèâíèêó ñòàíîâèòñÿ èçâåñòíî âíóòðåííåå ñîñòîÿíèå
êðèïòîàëãîðèòìà (ñîñòîÿíèå õåø-ôóíêöèè ïîñëå îáðàáîòêè ïåðâûõ áëîêîâ íåêîòîðîãî
ñîîáùåíèÿ), òî èç-çà êëþ÷à K â ïîñëåäíåì áëîêå ïðîòèâíèê íå ñìîæåò íåïîñðåäñòâåí-
íî âû÷èñëèòü èìèòîâñòàâêó (õåø-çíà÷åíèå). Çäåñü è äàëåå ñ÷èòàåì, ÷òî ÊÑ íå ÿâëÿåòñÿ
÷àñòüþ ñîñòîÿíèÿ, à êëþ÷ K ñêëàäûâàåòñÿ ñ σ îäíîêðàòíî ïðè âû÷èñëåíèè ïîñëåäíåé
ôóíêöèè ñæàòèÿ. Ïðè ¾íàèâíîé¿ ðåàëèçàöèè õýø-ôóíêöèè ÷àñòüþ ñîñòîÿíèÿ ÿâëÿåò-
ñÿ áëîê âèäà K ⊞m1 ⊞ . . .⊞mj (ñóììà êëþ÷à è ïåðâûõ j áëîêîâ ñîîáùåíèÿ), óòå÷êà
êîòîðîãî íåìåäëåííî ïðèâîäèò ê ðàñêðûòèþ êëþ÷à.

Ò ð å ò ü å ñëåäñòâèå � äëÿ çàùèòû îò àòàê ïî ïîáî÷íûì êàíàëàì ÷àñòî èñïîëü-
çóåòñÿ ìàñêèðîâàíèå. Â òàêèõ óñëîâèÿõ ïîïåðåìåííîå èñïîëüçîâàíèå îïåðàöèé ¾⊞¿
(ïðè âû÷èñëåíèè ÊÑ) è ¾⊕¿ (ñëîæåíèå ïî ìîäóëþ 2 âíóòðè ñàìîé ôóíêöèè ñæàòèÿ)
ïðèâîäèò ê äîïîëíèòåëüíûì íàêëàäíûì ðàñõîäàì, òðåáóåò ïðèìåíåíèÿ ñïåöèàëüíûõ
àëãîðèòìîâ [10, 11], ÷òî ñíèæàåò ñêîðîñòü ðàáîòû è óñëîæíÿåò ðåàëèçàöèþ.



26 Â.À. Êèðþõèí, À.Ì. Ñåðãååâ

Â íàñòîÿùåé ðàáîòå ïðåäëàãàåòñÿ ïðîñòîé ñïîñîá ïîñòðîåíèÿ êëþ÷åâîãî êðèïòîàë-
ãîðèòìà, ñîõðàíÿþùèé ïîëîæèòåëüíûå ñâîéñòâà êîíòðîëüíîé ñóììû è óñòðàíÿþùèé
îòðèöàòåëüíûå. Ê ñîîáùåíèþ M ïðèïèñûâàåòñÿ ñïåöèàëüíûé áëîê C òàê, ÷òîáû ÊÑ
îò èõ êîíêàòåíàöèè M ||C áûëà ðàâíà íóëþ. Ïðè õåøèðîâàíèè H(K||M ||C) êëþ÷ K
áóäåò è ïåðâûì áëîêîì (â ñèëó ÿâíîãî ðàñïîëîæåíèÿ), è ïîñëåäíèì (èç-çà ÊÑ). Â ñàìó
õåø-ôóíêöèþ, êàê âèäíî, íå âíîñèòñÿ íèêàêèõ èçìåíåíèé. Ïîëó÷èâøèéñÿ êðèïòîàë-
ãîðèòì ïî ñâîåé èäåå ñõîæ ñî ñõåìîé ¾Ñýíäâè÷-MAC¿ [12], îòñþäà óñëîâíîå íàèìåíî-
âàíèå ¾Ñòðèáîã-Ñ(ýíäâè÷)¿. Çíà÷åíèå C ïî ñóòè ÿâëÿåòñÿ ¾àëüòåðíàòèâíîé¿ ÊÑ, íå
çàâèñèò îò êëþ÷à, ìîæåò âû÷èñëÿòüñÿ ïî õîäó õåøèðîâàíèÿ ñîîáùåíèÿ.

Ñòîéêîñòü ñõåìû ¾ñýíäâè÷¿ òðåáóåò áîëåå ñëàáûõ ïðåäïîëîæåíèé î ôóíêöèè ñæà-
òèÿ (PRF âìåñòî PRF-RKA), ÷åì òðåáóþòñÿ äëÿ Ñòðèáîã-Ê è äëÿ HMAC-Ñòðèáîã.
Ýâðèñòè÷åñêèå îöåíêè ïðåîáëàäàíèÿ ïðîòèâíèêà â çàäà÷å ðàçëè÷åíèÿ ¾êðèïòîàëãî-
ðèòì èëè ñëó÷àéíàÿ ôóíêöèÿ¿ (à ðàâíî, îöåíêè âåðîÿòíîñòè íàâÿçûâàíèÿ [13]) ó òð¼õ
óïîìÿíóòûõ êðèïòîàëãîðèòìîâ ïî÷òè îäèíàêîâû.

Îòñóòñòâèå ñâÿçàííûõ êëþ÷åé ïîçâîëÿåò äîêàçàòü, ÷òî äàæå ïðè óòå÷êå âíóòðåííå-
ãî ñîñòîÿíèÿ (íî áåç óòå÷êè äîïîëíèòåëüíûõ ñâåäåíèé î êëþ÷å1) åäèíñòâåííûì ýôôåê-
òèâíûì ñïîñîáîì îïðåäåëåíèÿ ñåêðåòíîãî êëþ÷à äëÿ Ñòðèáîã-Ñ ÿâëÿåòñÿ òîòàëüíîå
îïðîáîâàíèå (â ïðåäïîëîæåíèè, ÷òî êëþ÷ ôóíêöèè ñæàòèÿ òàêæå íåëüçÿ îïðåäåëèòü
ýôôåêòèâíåå òîòàëüíîãî îïðîáîâàíèÿ). Äëÿ Ñòðèáîã-Ê è HMAC-Ñòðèáîã àíàëîãè÷íîå
óòâåðæäåíèå âåðíî òîëüêî ïðè äëèíå êëþ÷à k ⩽ n/2 = 256 áèò. Ïðè k ⩽ n è q âûáðàí-
íûõ ñîîáùåíèÿõ îïðåäåëåíèå êëþ÷à â òàêèõ óñëîâèÿõ ïîòðåáóåò ïîðÿäêà (2k/q+2n/2)
îïåðàöèé [5].

Ïðè ðàñêðûòèè âíóòðåííåãî ñîñòîÿíèÿ òðè ðàññìàòðèâàåìûõ êðèïòîàëãîðèòìà
îñòàþòñÿ ñòîéêèìè PRF è ñòîéêèìè ê àòàêàì íà êëþ÷ (ìîäåëü KR�Key Recovery).
Â íàñòîÿùåé ðàáîòå îïèñûâàþòñÿ ñîîòâåòñòâóþùèå ôîðìàëüíûå ìîäåëè PRF-LEAK
è KR-LEAK. Îò ôóíêöèè ñæàòèÿ â òàêèõ óñëîâèÿõ äîïîëíèòåëüíî òðåáóåòñÿ ñòîé-
êîñòü ê àòàêàì íà ïîñòðîåíèå êîëëèçèé (ìîäåëü CR�Collision Resistance) è ïðîîáðàçà
ê çàôèêñèðîâàííîìó çíà÷åíèþ (ìîäåëü TPR�Target Preimage Resistance). Îòäåëüíîå
ðàññìîòðåíèå ìîäåëåé KR (è KR-LEAK) îáóñëîâëåíî âîçìîæíîñòüþ ïîëó÷åíèÿ áîëåå
òî÷íûõ îöåíîê.

Ðåàëèçàöèÿ ìàñêèðîâàíèÿ äëÿ Ñòðèáîã-Ñ óïðîùàåòñÿ � ïîñëåäíèì îáðàáàòûâàå-
ìûì áëîêîì ÿâëÿåòñÿ êëþ÷ K, à íå ñóììà K⊞σ. Ïðè ýòîì, â ñèëó ñòîéêîñòè ê óòå÷êå
ñîñòîÿíèÿ, çàùèùàòü íåîáõîäèìî òîëüêî ïîñëåäíèé âûçîâ ôóíêöèè ñæàòèÿ, à òî÷-
íåå, èñïîëüçóåìûé â íåé LPSX-øèôð. Ñîîòâåòñòâóþùèå ñïîñîáû õîðîøî èçâåñòíû è
ðàññìàòðèâàþòñÿ, íàïðèìåð, â [14�16].

Èçëîæåíèå ðåçóëüòàòîâ ïîñòðîåíî ñëåäóþùèì îáðàçîì: â ï. 1 ââîäÿòñÿ îáîçíà÷åíèÿ
è ïðèâîäÿòñÿ îáùèå ñâåäåíèÿ î ìàòåìàòè÷åñêîì àïïàðàòå òåîðèè äîêàçóåìîé ñòîéêî-
ñòè. Ïóíêò 2 ñîäåðæèò îïèñàíèå õåø-ôóíêöèè ¾Ñòðèáîã¿ è êëþ÷åâûõ êðèïòîàëãî-
ðèòìîâ, ïîñòðîåííûõ íà å¼ îñíîâå. Â ï. 3 äà¼òñÿ ôîðìàëüíîå îïèñàíèå âû÷èñëèòåëüíî
ñëîæíûõ áàçîâûõ çàäà÷, ê êîòîðûì ñâîäèòñÿ ñòîéêîñòü àíàëèçèðóåìûõ àëãîðèòìîâ.
Ïóíêò 4 ïîñâÿù¼í îïèñàíèþ ñõåìû ¾ñýíäâè÷¿, å¼ îñíîâíûì ýêñïëóàòàöèîííûì è êðèï-
òîãðàôè÷åñêèì ñâîéñòâàì. Ïóíêòû 5 è 6 ñîäåðæàò ñîîòâåòñòâåííî îïèñàíèå ìîäåëåé
óãðîç PRF-LEAK è KR-LEAK. Äëÿ ðàññìàòðèâàåìûõ êðèïòîàëãîðèòìîâ ïðèâîäÿòñÿ
äîêàçàòåëüñòâà ñòîéêîñòè è ñîîòâåòñòâóþùèå ýâðèñòè÷åñêèå îöåíêè. Â ï. 7 ñ ó÷¼òîì
ðåçóëüòàòîâ àíàëèçà â ìîäåëÿõ PRF-LEAK è KR-LEAK îáñóæäàþòñÿ îáùèå ïîäõîäû

1Äîïîëíèòåëüíûå ñâåäåíèÿ î êëþ÷å, íàïðèìåð èç ïîáî÷íûõ êàíàëîâ, ìîãóò ïîçâîëèòü äåéñòâîâàòü
ýôôåêòèâíåå òîòàëüíîãî îïðîáîâàíèÿ.
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ê îáåñïå÷åíèþ çàùèòû îò àòàê ïî ïîáî÷íûì êàíàëàì. Ïîêàçûâàåòñÿ, êàêèå ñâåäåíèÿ
î ïðîöåññå âû÷èñëåíèé äîëæíû áûòü çàùèùåíû îò óòå÷åê, à êàêèå ìîãóò áûòü ðàñ-
êðûòû ïðîòèâíèêó.

1. Îáîçíà÷åíèÿ è îáùèå ñâåäåíèÿ
Îáîçíà÷èì:

� n, k, τ � áèòîâûé ðàçìåð ñîñòîÿíèÿ/áëîêà, êëþ÷à è âûõîäà ñîîòâåòñòâåííî (n =
= 512, k ⩽ n, τ ⩽ n);

� V n �ìíîæåñòâî âñåõ n-áèòíûõ ñòðîê (ýëåìåíòû V n ìîãóò åñòåñòâåííûì îáðàçîì
èíòåðïðåòèðîâàòüñÿ êàê öåëûå ÷èñëà è íàîáîðîò);

� V <2n �ìíîæåñòâî áèòîâûõ ñòðîê äëèíû ìåíåå 2n;
� 0u � ñòðîêà èç u íóëåâûõ áèò;
� ||�êîíêàòåíàöèÿ áèòîâûõ ñòðîê;
� msbu(X) è lsbu(X)� óñå÷åíèå ñòðîêè X ∈ V n äî u ñòàðøèõ è ìëàäøèõ áèò ñîîò-

âåòñòâåííî;
� ⊕� ñëîæåíèå ïî ìîäóëþ 2;
� ⊞ è ⊟� ñëîæåíèå è âû÷èòàíèå ïî ìîäóëþ 2n ñîîòâåòñòâåííî;
� Func(X,Y)�ìíîæåñòâî âñåõ ôóíêöèé, îòîáðàæàþùèõ êîíå÷íîå ìíîæåñòâî X

â êîíå÷íîå ìíîæåñòâî Y;

� X
R← X� ñëó÷àéíûé è ðàâíîâåðîÿòíûé âûáîð ýëåìåíòà X èç ìíîæåñòâà X;

� F : X → Y�äåòåðìèíèðîâàííûé àëãîðèòì, îòîáðàæåíèå èç ìíîæåñòâà âõîäîâ X
â ìíîæåñòâî âûõîäîâ Y, F ∈ Func(X,Y).

Ïîä ïðîòèâíèêîì áóäåì ïîíèìàòü èíòåðàêòèâíûé âåðîÿòíîñòíûé àëãîðèòì A, âçà-
èìîäåéñòâóþùèé ñ äðóãèìè àëãîðèòìàìè (îðàêóëàìè) [17]. Â ðàìêàõ ìîäåëè óãðîç TM
äëÿ êðèïòîàëãîðèòìà Alg êîëè÷åñòâåííóþ õàðàêòåðèñòèêó óñïåøíîñòè ïðîòèâíèêà A
îáîçíà÷àåì AdvTM

Alg (A). Â çàâèñèìîñòè îò ìîäåëè TM çíà÷åíèå AdvTM
Alg ìîæåò îïðåäå-

ëÿòüñÿ êàê ïðåîáëàäàíèå â çàäà÷å ðàçëè÷åíèÿ ðåàëüíîé êðèïòîñõåìû îò èäåàëüíîé èëè
êàê âåðîÿòíîñòü ðåàëèçàöèè óãðîçû (ïðèìåð� âîññòàíîâëåíèå êëþ÷à). Âåðîÿòíîñòíîå
ïðîñòðàíñòâî êàæäîé ðàññìàòðèâàåìîé ìîäåëè óãðîç îïðåäåëÿåòñÿ ðàâíîâåðîÿòíûì
âûáîðîì çàïîëíåíèÿ ñëó÷àéíîé ëåíòû ó âåðîÿòíîñòíîãî àëãîðèòìà A, êëþ÷à è ¾èäå-

àëüíûõ àëãîðèòìîâ¿, ñîîòâåòñòâóþùèé âûáîð îáîçíà÷àåòñÿ ñèìâîëîì ¾
R←¿.

Ìàêñèìóì çíà÷åíèÿ AdvTM
Alg (A) ñðåäè ïðîòèâíèêîâ, âîçìîæíîñòè êîòîðûõ îãðàíè-

÷åíû âû÷èñëèòåëüíî (÷èñëîì îïåðàöèé t â íåêîòîðîé ìîäåëè âû÷èñëåíèé) è èíôîðìà-
öèîííî (÷èñëîì çàïðîñîâ/îòâåòîâ ê îðàêóëàì è äðóãèìè îïðåäåëÿåìûìè ìîäåëüþ TM
è àëãîðèòìîì Alg ïàðàìåòðàìè prms) îáîçíà÷àåì AdvTM

Alg (t, prms).
Ðåçóëüòàòîì âû÷èñëåíèé A ïîñëå âçàèìîäåéñòâèÿ ñ îðàêóëîì O ÿâëÿåòñÿ çíà÷å-

íèå x, îáîçíà÷àåì ýòî AO ⇒ x. Äëÿ ìîäåëåé óãðîç, â êîòîðûõ öåëüþ ïðîòèâíèêà ÿâ-
ëÿåòñÿ ðàçëè÷åíèå ¾ðåàëüíîãî¿ àëãîðèòìà îò ¾èäåàëüíîãî¿, ðåçóëüòàò ðàáîòû A� áèò
b ∈ {0, 1}, ãäå ¾ðåàëüíîìó¿ àëãîðèòìó ñîîòâåòñòâóåò 1 (AO ⇒ 1), à ¾èäåàëüíîìó¿� 0
(AO ⇒ 0). Ïðîòèâíèê A ìîæåò ôîðìèðîâàòü çàïðîñû ê îðàêóëó àäàïòèâíûì îáðàçîì,
i-é çàïðîñ ê îðàêóëó ìîæåò çàâèñåòü îò îòâåòà íà çàïðîñû ñ íîìåðàìè 1, 2, . . . , i− 1,
1 ⩽ i ⩽ q (îñóùåñòâëÿåòñÿ àòàêà ñ àäàïòèâíî âûáèðàåìûìè ñîîáùåíèÿìè). Ñîäåðæè-
ìîå çàïðîñà ïîëíîñòüþ îïðåäåëÿåòñÿ ïðîòèâíèêîì, îãðàíè÷åíèå çàäà¼òñÿ òîëüêî íà
ìàêñèìàëüíóþ äëèíó çàïðîñà. Áåç ïîòåðè îáùíîñòè ïîëàãàåì, ÷òî ïðîòèâíèê A âñå-
ãäà èñïîëüçóåò ìàêñèìàëüíî âîçìîæíîå ÷èñëî çàïðîñîâ è ñðåäè íèõ íåò ñîâïàäàþùèõ
(íåò ¾áåññìûñëåííûõ äåéñòâèé¿). Ñ÷èòàåì, ÷òî ðàçìåð îïèñàíèÿ àëãîðèòìà A (åãî èñ-
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õîäíîãî êîäà) îãðàíè÷åí íåêîòîðûì ìàëûì çíà÷åíèåì, ÷òî ïîçâîëÿåò èñêëþ÷èòü èç
ðàññìîòðåíèÿ îòäåëüíûå àòàêè, îñíîâàííûå íà ¾áåñïëàòíûõ¿ ïðåäâû÷èñëåíèÿõ [18].

Íåôîðìàëüíî íàçûâàåì Alg ñòîéêèì â ìîäåëè óãðîç TM (TM -ñòîéêèì), åñëè
AdvTM

Alg (t, prms) ⩽ ε, ãäå ε íå ïðåâîñõîäèò íåêîòîðîãî ìàëîãî çíà÷åíèÿ, îïðåäåëÿåìîãî
òðåáîâàíèÿìè ê ñòîéêîñòè êðèïòîñèñòåìû, à ðåñóðñû t è prms ñîïîñòàâèìû ñ äîñòóï-
íûìè ïðîòèâíèêó íà ïðàêòèêå.

Ñèìâîë ¾⪅¿ èñïîëüçóåì ñ öåëüþ äåìîíñòðàöèè ïðàêòè÷åñêîé çíà÷èìîñòè ðåçóëüòà-
òîâ, ïîäðàçóìåâàÿ ïîä íèì: ¾ìåíüøå èëè ðàâíî, åñëè ñîîòâåòñòâóþùèå ýâðèñòè÷åñêèå
ïðåäïîëîæåíèÿ èñòèííû¿.

Ïðèâåä¼ì çäåñü îïðåäåëåíèÿ ÷àñòî óïîìèíàåìûõ ìîäåëåé óãðîç, îñòàëüíûå äàäèì
ïî òåêñòó ðàáîòû.

Îïðåäåëåíèå 1. Ïðåîáëàäàíèåì ïðîòèâíèêà A â ìîäåëè PRF (PRF-CMA�
íåîòëè÷èìîñòü îò ñëó÷àéíîé ôóíêöèè ïðè àòàêå ñ âûáðàííûìè ñîîáùåíèÿìè) äëÿ
êëþ÷åâîé ôóíêöèè F : K×X→ Y íàçîâ¼ì

AdvPRFF (A) = Pr
[
K

R← K : AFK ⇒ 1
]
− Pr

[
R

R← Func(X,Y) : AR ⇒ 1
]
.

Ïðîòèâíèê A äåëàåò ê îðàêóëó q çàïðîñîâ. Åñëè X = V <2n , òî â ðåñóðñû A âêëþ÷àåò-
ñÿ l�ìàêñèìàëüíàÿ äëèíà çàïðîñà (â n-áèòíûõ áëîêàõ).

Îïðåäåëåíèå 2. Õàðàêòåðèñòèêîé óñïåøíîñòè ïðîòèâíèêà A â ìîäåëè KR (KR-
CPA, Key Recovery � âîññòàíîâëåíèå êëþ÷à â óñëîâèÿõ àòàêè ñ âûáðàííûìè îòêðû-
òûìè òåêñòàìè) äëÿ êëþ÷åâîãî àëãîðèòìà F : K × X → Y íàçîâ¼ì âåðîÿòíîñòü âîñ-
ñòàíîâëåíèÿ êëþ÷à

AdvKRF (A) = Pr
[
K

R← K : AFK(·) ⇒ K ′, K = K ′
]
.

Ðåñóðñû ïðîòèâíèêà îïðåäåëÿþòñÿ êàê â ìîäåëè PRF.

Õîðîøî èçâåñòíà ñâÿçü ýòèõ ìîäåëåé [17]:

AdvKRF (t, q) ⩽ AdvPRFF (t′, q + u) + |Y|−u, t′ = t+ q + u,

ò. å. ïðåîáëàäàíèå â çàäà÷å ðàçëè÷åíèÿ ÿâëÿåòñÿ âåðõíåé îöåíêîé âåðîÿòíîñòè âîñ-
ñòàíîâëåíèÿ êëþ÷à (çäåñü è äàëåå ñ÷èòàåì, ÷òî âû÷èñëèòåëüíàÿ ñëîæíîñòü ïåðåäà÷è
îäíîãî áëîêà ìåæäó ïðîòèâíèêîì è îðàêóëîì íå ïðåâîñõîäèò ñëîæíîñòè âû÷èñëåíèÿ
àëãîðèòìà F).

2. Õåø-ôóíêöèÿ ¾Ñòðèáîã¿
Ïðèâåä¼ì îïèñàíèå õåø-ôóíêöèè ¾Ñòðèáîã¿ [1], ïîëüçóÿñü ÷àñòî ïðèìåíÿåìûì ýê-

âèâàëåíòíûì ïðåäñòàâëåíèåì [19], ïîäðîáíîñòè ìîæíî íàéòè òàêæå â [5].
Õåøèðóåìîå äâîè÷íîå ñîîáùåíèå M ∈ V <2n äîïîëíÿåòñÿ áèòîâîé ñòðîêîé 10 . . . 0,

÷òîáû äëèíà òåêñòà áûëà êðàòíà n: M ′ = M ||10 . . . 0. Äîïîëíåíèå âûïîëíÿåòñÿ, äàæå
åñëè äëèíà M êðàòíà n.

Äàëåå M ′ ðàçáèâàåòñÿ íà (l + 1) áëîêîâ ïî n = 512 áèò, M ′ = m0||m1||m2|| . . . ||ml.
Ñ ïîìîùüþ ôóíêöèè ñæàòèÿ g : V n × V n → V n âûïîëíÿåòñÿ èõ ïîñëåäîâàòåëüíàÿ
îáðàáîòêà:

hi+1 = g(hi,mi)⊕∆i, 0 ⩽ i ⩽ l − 1,

hl+1 = g(hl,ml)⊕ ∆̃l.
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Çäåñü ∆i, ∆̃l ∈ V n �íåêîòîðûå êîíñòàíòû, ïðè ýòîì ∆i ̸= ∆̃l, i = 0, . . . , l−1. Íà÷àëüíîå
ñîñòîÿíèå õåø-ôóíêöèè h0 = IVτ ∈ V n çàâèñèò îò äëèíû âûõîäà τ ∈ {256, 512}.

Ïîñëå îáðàáîòêè áëîêîâ èç M ′ âûïîëíÿåòñÿ ôèíàëèçàöèÿ, îáðàáàòûâàåòñÿ áëîê L
(áèòîâàÿ äëèíà ñîîáùåíèÿM) è áëîê êîíòðîëüíîé ñóììû Σ = sum⊞(M) = m0⊞. . .⊞ml:

H = g(g(hl+1, L), Σ).

Ðåçóëüòàòîì õåøèðîâàíèÿ ÿâëÿåòñÿ Hτ (M) = msbτ (H), ïðè τ = 512 óñå÷åíèå ôàêòè÷å-
ñêè íå âûïîëíÿåòñÿ. Åñëè äëèíà âûõîäà íå èãðàåò ðîëè, òî ñîîòâåòñòâóþùèé èíäåêñ
â îáîçíà÷åíèÿõ îïóñêàåì.

Ôóíêöèÿ ñæàòèÿ ðåàëèçîâàíà ñ ïîìîùüþ 12-ðàóíäîâîãî áëî÷íîãî øèôðà LPSX-
òèïà E : V n × V n → V n ñ èñïîëüçîâàíèåì êîíñòðóêöèèè Ìèàãó÷è�Ïðåíåëÿ:

g(hi,mi) = E(hi,mi)⊕ hi ⊕mi = hi+1.

Áëî÷íûé øèôð E ñîñòîèò èç 12 ïîëíûõ ðàóíäîâ è îäíîãî óñå÷¼ííîãî (âñåãî 13 ðàóí-
äîâûõ êëþ÷åé)

E(h,m) = X13 LPSX12 . . . LPSX2LPSX1(m),

à êàæäûé ðàóíä ñîäåðæèò ÷åòûðå îïåðàöèè:
Xj � ñëîæåíèå áëîêà ïî ìîäóëþ 2 ñ j-ì ðàóíäîâûì êëþ÷îì h(j), 1 ⩽ j ⩽ 13;
S�ïàðàëëåëüíîå ïðèìåíåíèå çàôèêñèðîâàííîé ïîäñòàíîâêè ê êàæäîìó áàéòó;
P�ïåðåñòàíîâêà áàéò â áëîêå;
L�ïàðàëëåëüíîå ïðèìåíåíèå ëèíåéíîãî ïðåîáðàçîâàíèÿ ê 64-áèòíûì ïîäáëîêàì.
Ðàóíäîâûå êëþ÷è ôîðìèðóþòñÿ ñõîæèì îáðàçîì:

h(1) = LPS(h), h(j+1) = LPS(h(j) ⊕ rc(j)), 1 ⩽ j ⩽ 12.

Çäåñü rc(j) ∈ V n �ðàóíäîâûå êîíñòàíòû.
Íà îñíîâå õåø-ôóíêöèè ¾Ñòðèáîã¿ â [4] îïðåäåëåíî êëþ÷åâîå ïðåîáðàçîâàíèå

HMAC-Ñòðèáîã-τ(K,M) = Hτ (K ⊕ opad ||Hτ (K ⊕ ipad ||M)),

ãäå êëþ÷ K = K || 0n−k, k ⩽ n; opad è ipad�ðàçëè÷íûå íåíóëåâûå êîíñòàíòû.
Îñîáåííîñòè õåø-ôóíêöèè ïîçâîëÿþò ïîñòðîèòü êëþ÷åâîå ïðåîáðàçîâàíèå áîëåå

ïðîñòûì ñïîñîáîì [5] çà ñ÷¼ò îäíîêðàòíîãî õåøèðîâàíèÿ:

Ñòðèáîã-Ê(K,M) = H(K ||M).

Äëÿ óïðîùåíèÿ îáîçíà÷åíèé ïîëîæèì K = m0 è M ′ = m1|| . . . ||ml è îïðåäåëèì
êàñêàäíîå ïðåîáðàçîâàíèå ñëåäóþùèì îáðàçîì:

Csc(KCsc,M) = g(. . . g(g(KCsc ⊕∆0,m1)⊕∆1,m2) . . .⊕ ∆̃l, L).

Çäåñü êàñêàäíûé êëþ÷ KCsc ∈ V n. Ïîëàãàåì, ÷òî âõîäíûå äàííûå M ∈ V <2n äîïîëíÿ-
þòñÿ â Csc ñòðîêîé 10 . . . 0, à äëèíà L óâåëè÷èâàåòñÿ íà n èç-çà ïðèïèñûâàíèÿ êëþ÷à.
Êëþ÷åâàÿ õåø-ôóíêöèÿ ïðèìåò ñëåäóþùèé âèä (ðèñ. 1):

H(K||M) = g(Csc(g(IV,K),M), K ⊞ σ),

σ = sum⊞(M) = m1 ⊞m2 ⊞ . . .⊞ml.
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K = K||0n−k m1

∆0

ml

∆l−1

L

∆̃l

K � σ

g g g g g

Y
H. . .

Csc

KCsc

Ðèñ. 1. Êëþ÷åâàÿ õåø-ôóíêöèÿ

Äëÿ êðàòêîñòè çàïèñè èíîãäà ñîêðàùàåì íàèìåíîâàíèå Ñòðèáîã-Ê äî KH, à HMAC-
Ñòðèáîã � äî HMAC; èõ îáëàñòüþ îïðåäåëåíèÿ ñ÷èòàåì V k × V <2n → V τ .

3. Áàçîâûå çàäà÷è
Ñòîéêîñòü ðàññìàòðèâàåìûõ êëþ÷åâûõ êðèïòîàëãîðèòìîâ ñâîäèòñÿ ê ðÿäó âû÷èñ-

ëèòåëüíî ñëîæíûõ áàçîâûõ çàäà÷, çàâèñÿùèõ îò ôóíêöèè ñæàòèÿ g â ñîîòâåòñòâóþ-
ùèõ ìîäåëÿõ óãðîç. Ðåçóëüòàòû êîíñòðóêòèâíîãî êðèïòîàíàëèçà ñâèäåòåëüñòâóþò, ÷òî
g äåéñòâèòåëüíî ÿâëÿåòñÿ ñòîéêîé, à áàçîâûå çàäà÷è, ñëåäîâàòåëüíî, ñëîæíûìè. Ïðè-
âåä¼ì îïðåäåëåíèÿ ôîðìàëüíûõ ìîäåëåé è äàäèì ýâðèñòè÷åñêèå îöåíêè ïðåîáëàäàíèÿ
ïðîòèâíèêà, àòàêóþùåãî g.

Îïðåäåëåíèå 3. Ïðåîáëàäàíèåì ïðîòèâíèêà A â ìîäåëè PRF-RKA⊛ äëÿ êëþ-
÷åâîãî êðèïòîàëãîðèòìà F : K×X→ Y íàçîâ¼ì

AdvPRF-RKA⊛
F (A) = Pr

[
K

R← K : AFK⊛·(·) ⇒ 1
]
−

−Pr
[
K

R← K, Ri
R← Func(X,Y), ∀i ∈ K : ARK⊛·(·) ⇒ 1

]
,

ãäå K,X,Y�ìíîæåñòâà êëþ÷åé, âõîäîâ è âûõîäîâ ñîîòâåòñòâåííî; K ⊆ K. Ñèìâî-
ëîì ¾⊛¿ îáîçíà÷åíà w-àðíàÿ îïåðàöèÿ, îïðåäåë¼ííàÿ íàä K è ÿâëÿþùàÿñÿ ïàðàìåò-
ðîì ìîäåëè. Çàïðîñ îòA ñîñòîèò èç âõîäà x ∈ X è ¾ñâÿçè¿ κ ∈ Kw−1. Îòâåòîì ÿâëÿåòñÿ
çíà÷åíèå y = FK⊛κ(x) (ñîîòâåòñòâåííî y = RK⊛κ(x)). Ïðîòèâíèê A äåëàåò ê îðàêóëó
q çàïðîñîâ, èõ ñîäåðæèìîå îãðàíè÷åíî ïî ÷èñëó ¾ñâÿçåé¿ (r) è ïî ìàêñèìàëüíîìó
÷èñëó ðàçëè÷íûõ ¾ñâÿçåé¿ (d), ñ êîòîðûìè ïðåîáðàçóåòñÿ îäíî è òî æå çíà÷åíèå x
(d ⩽ r ⩽ q).

Îïðåäåëåíèå 4. Õàðàêòåðèñòèêîé óñïåøíîñòè ïðîòèâíèêà A â ìîäåëè KR-
RKA⊛ äëÿ êëþ÷åâîãî àëãîðèòìà F : K×X→ Y íàçîâ¼ì âåðîÿòíîñòü âîññòàíîâëåíèÿ
êëþ÷à

AdvKR-RKA⊛
F (A) = Pr

[
K

R← K : AFK⊛·(·) ⇒ K ′, K = K ′
]
.

Ïàðàìåòðû ìîäåëè è ðåñóðñû ïðîòèâíèêà îïðåäåëÿþòñÿ êàê â PRF-RKA⊛.

Îòìåòèì, ÷òî ïðèK = K è èñïîëüçîâàíèè â êà÷åñòâå ¾⊛¿ óíàðíîãî òîæäåñòâåííîãî
ïðåîáðàçîâàíèÿ ìîäåëü PRF-RKA⊛ ýêâèâàëåíòíà ìîäåëè PRF, à ìîäåëü KR-RKA⊛ �
ìîäåëè KR. Ïðè îäèíàêîâûõ ïàðàìåòðàõ (¾⊛¿ è K) ìîäåëè PRF-RKA⊛ è KR-RKA⊛
ñîîòíîñÿòñÿ òàê æå, êàê PRF è KR.

Â êà÷åñòâå ¾⊛¿ îáû÷íî èñïîëüçóåòñÿ áèíàðíàÿ îïåðàöèÿ ⊛ ∈ {⊞,⊕}. Àíàëèç êðèï-
òîàëãîðèòìà HMAC-Ñòðèáîã òðåáóåò ðàññìîòðåíèÿ òåðíàðíîé îïåðàöèè, îïðåäåëÿå-
ìîé êîìïîçèöèåé ⊞ ◦ ⊕, â ýòîì ñëó÷àå ïîäðàçóìåâàåì, ÷òî îïåðàíäîì äëÿ ⊕ ñëóæàò
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òîëüêî äâà ðàçëè÷íûõ çíà÷åíèÿ (ipad è opad). Ìíîæåñòâî K ââåäåíî èñêëþ÷èòåëüíî
èç-çà òåõíè÷åñêîãî ñîîáðàæåíèÿ� êëþ÷ ìîæåò áûòü êîðî÷å n-áèòíîãî áëîêà è â òàêîì
ñëó÷àå äîïîëíÿåòñÿ íóëÿìè.

Ñåêðåòíûì êëþ÷îì ôóíêöèè ñæàòèÿ ìîæåò âûñòóïàòü êàê áëîê ñîîáùåíèÿ, òàê è
áëîê ñîñòîÿíèÿ, îáîçíà÷àåì ýòî ñîîòâåòñòâåííî

g▽
K
(·) = g(·, K), k ⩽ n, K ∈ K = {K || 0n−k : K ∈ V k},

g▷h(·) = g(h, ·), h ∈ K = K = V n.

Ñ ó÷¼òîì êîíñòðóêòèâíûõ ðåçóëüòàòîâ àíàëèçà [7, 8, 20] â ðàáîòå [6] äëÿ g▽ è g▷ ïðèâî-
äÿòñÿ ñëåäóþùèå ýâðèñòè÷åñêèå îöåíêè (ïî âåðîÿòíîñòè óñïåõà óíèâåðñàëüíûõ àòàê):

AdvPRF-RKA⊞
g▽ (t, q, r, d) ⪅ t · d

2k
⩽ t · r

2k
⩽ t · q

2k
; (1)

Adv
PRF-RKA⊕
g▷ (t, q, r = 2) ⪅ 2t

2n
+

q(q − 1)

2n+1
. (2)

Îöåíêó (1) èñïîëüçóåì â òàêîì æå âèäå äëÿ ìîäåëè KR-RKA⊞. Îöåíêó äëÿ g▷ â àíàëî-
ãè÷íîì ñëó÷àå ìîæíî íåñêîëüêî óòî÷íèòü, òàê êàê âòîðîå ñëàãàåìîå â (2) ñîîòâåòñòâó-
åò ðàçëè÷èòåëþ ïî ïàðàäîêñó äíåé ðîæäåíèÿ, à íå àòàêå íà êëþ÷. Îäíîé îïåðàöèåé
(èç t âîçìîæíûõ) çäåñü è äàëåå ñ÷èòàåòñÿ âû÷èñëåíèå ôóíêöèè ñæàòèÿ.

Ïðåäïîëîæåíèå î ñòîéêîñòè g▷ â ìîäåëè PRF-RKA⊕ íóæíî äëÿ îöåíêè êàñêàäíîãî
ïðåîáðàçîâàíèÿ [5]:

AdvPRFCsc (t, q, l) ⩽ q · l′ · AdvPRF-RKA⊕
g▷ (t′, q, r = 2), t′ = t+ ql, l′ = l + 1.

Â ï. 5 ïîêàçàíî, ÷òî àíàëèçèðóåìûå êëþ÷åâûå õåø-ôóíêöèè îñòàþòñÿ PRF-ñòîé-
êèìè äàæå ïðè ðåàëèçàöèè óãðîç, ñâÿçàííûõ ñ óòå÷êîé âíóòðåííåãî ñîñòîÿíèÿ êðèï-
òîàëãîðèòìà (ìîäåëü PRF-LEAK). Îò ôóíêöèè ñæàòèÿ â òàêèõ óñëîâèÿõ íåîáõîäèìî
ïîòðåáîâàòü ñòîéêîñòè ê àòàêàì CR è TPR.

Îïðåäåëåíèå 5. Õàðàêòåðèñòèêîé óñïåøíîñòè ïðîòèâíèêà A â ìîäåëè CR äëÿ
õåø-ôóíêöèè F : S×X→ Y íàçîâ¼ì âåðîÿòíîñòü ïîñòðîåíèÿ êîëëèçèè

AdvCRF (A) = Pr
[
S

R← S : A(S)⇒ (M,M ′), F(S,M) = F(S,M ′) & M ̸= M ′
]
.

Îïðåäåëåíèå 6. Õàðàêòåðèñòèêîé óñïåøíîñòè ïðîòèâíèêà A â ìîäåëè TPR äëÿ
õåø-ôóíêöèè F : S×X→ Y íàçîâ¼ì âåðîÿòíîñòü ïîñòðîåíèÿ ïðîîáðàçà

AdvTPRF (A) = Pr
[
S

R← S : A(S)⇒M, F(S,M) ∈ T
]
;

ìíîæåñòâî öåëåâûõ îáðàçîâ T ÿâëÿåòñÿ ïàðàìåòðîì ìîäåëè.

Ïðè÷èíà ââåäåíèÿ ìíîæåñòâà S íîñèò ôîðìàëüíûé õàðàêòåð [21]. Íåîáõîäèìî âû-
âåñòè èç ðàññìîòðåíèÿ àëãîðèòìû, â êîòîðûõ ¾çàøèòà¿ íàéäåííàÿ çàðàíåå ïàðà ñîîá-
ùåíèé (M,M ′), ïîðîæäàþùèõ êîëëèçèþ. Òàêîìó àëãîðèòìó äîñòàòî÷íî ëèøü ïðåäú-
ÿâèòü ýòó ïàðó. Óêàçàííûé àëãîðèòì, ðàçóìååòñÿ, ñóùåñòâóåò, îáëàäàåò ìàëûì îïè-
ñàíèåì è òðåáóåò ïðåíåáðåæèìî ìàëî âû÷èñëèòåëüíûõ ðåñóðñîâ, íî åñëè ñìîòðåòü ñ
ïðàêòè÷åñêîé òî÷êè çðåíèÿ, òðåáóåò îãðîìíîãî îáú¼ìà ïðåäâàðèòåëüíî âûïîëíÿåìûõ
îïåðàöèé äëÿ ñâîåãî ÿâíîãî ïîñòðîåíèÿ. Ââåäåíèå ñëó÷àéíîãî âûáîðà S äåëàåò ïî-
äîáíûå ïðåäâû÷èñëåíèÿ áåññìûñëåííûìè. Ïðè ýòîì ðåàëüíûå àëãîðèòìû ïîñòðîåíèÿ
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êîëëèçèé îáû÷íî íå èñïîëüçóþò ñóùåñòâåííûì îáðàçîì êîíêðåòíîå çíà÷åíèå S è ýô-
ôåêòèâíû ïðè ëþáîì âûáîðå. Àíàëîãè÷íûå ñîîáðàæåíèÿ âåðíû äëÿ ìîäåëè TPR.

Äëÿ g ìíîæåñòâîì âõîäîâ ÿâëÿåòñÿ X = (V n × V n)�ìíîæåñòâî ïàð (áëîê ñîñòî-
ÿíèÿ, áëîê ñîîáùåíèÿ). Ìíîæåñòâîì S ìîæíî óñëîâíî ñ÷èòàòü âñå çíà÷åíèÿ, êîòîðûå
ìîãóò ïðèíèìàòü ðàóíäîâûå êîíñòàíòû rc(1), . . . , rc(12), g : S× (V n × V n)→ V n.

Ñ ó÷¼òîì îòñóòñòâèÿ ñïåöèôè÷åñêèõ ìåòîäîâ ïîñòðîåíèÿ êîëëèçèé â îòêðûòîé ëè-
òåðàòóðå [22�26] (àòàêóåòñÿ íå áîëåå 9,5 èç 12 ïîëíûõ ðàóíäîâ [25]), ýâðèñòè÷åñêàÿ
îöåíêà ðàâíà

AdvCRg (t) ⪅ t2

2n+1
(3)

� ïî âåðîÿòíîñòè óñïåõà óíèâåðñàëüíîãî ìåòîäà � ρ-ìåòîäà Ïîëëàðäà [27] (ïî ïàðà-
äîêñó äíåé ðîæäåíèÿ).

Äëÿ ïîëíîðàóíäîâîé ôóíêöèè ñæàòèÿ íå ïðåäñòàâëåíû íåòðèâèàëüíûå ìåòîäû ïî-
ñòðîåíèÿ ïðîîáðàçà [23, 24, 28�30] (àòàêóåòñÿ íå áîëåå 8,5 ðàóíäîâ [30]), ïîýòîìó ýâðè-
ñòè÷åñêàÿ îöåíêà âåðîÿòíîñòè óñïåõà

AdvTPRg (t) ⪅ t · |T|
2n

=
t

2n
(4)

äà¼òñÿ ïî ìåòîäó ïîëíîãî ïåðåáîðà, â êà÷åñòâå T èñïîëüçóåòñÿ òîëüêî îäíîýëåìåíòíîå
ìíîæåñòâî öåëåé (îáðàçîâ), T = {IV }.

Äëÿ êàñêàäíîãî ïðåîáðàçîâàíèÿ, êîòîðîå çäåñü äëÿ ôîðìàëüíîñòè îïðåäåëÿåòñÿ
êàê Csc : S× (V n × V <2n)→ V n, âåðíû ñëåäóþùèå íåðàâåíñòâà:

AdvCRCsc(t) ⩽ AdvCRg (t′); (5)

AdvTPRCsc (t) ⩽ AdvTPRg (t′), t′ = t+ 1. (6)

Ïåðâîå ÿâëÿåòñÿ êëàññè÷åñêèì ðåçóëüòàòîì [2, 3]. Ïîñëåäíèé õåøèðóåìûé áëîê â Csc
ñîäåðæèò äëèíó ñîîáùåíèÿ L (ÌÄ-óñèëåíèå), à çíà÷èò, êîëëèçèÿ êàñêàäà � ýòî êîëëè-
çèÿ è äëÿ ôóíêöèè ñæàòèÿ. Òðåáîâàíèå ê g ìîæåò áûòü îñëàáëåíî ñ CR-ñòîéêîñòè äî
ñòîéêîñòè ê êîëëèçèÿì ñïåöèàëüíîãî âèäà ¾Constrained CR¿ [31], íî äëÿ óïðîùåíèÿ
èçëîæåíèÿ îãðàíè÷èìñÿ îöåíêîé (5).

Íåðàâåíñòâî (6) äëÿ ìîäåëè TPR ñëåäóåò èç ïðîñòîãî íàáëþäåíèÿ. Ïóñòü òðîéêà
(S,KCsc,M) òàêîâà, ÷òî Csc(S, (KCsc,M)) ∈ T, òîãäà g(S, (x, L)) ∈ T, ãäå x� ñîñòîÿíèå
ïåðåä ïîñëåäíèì âûçîâîì ôóíêöèè ñæàòèÿ, êîòîðîå ëåãêî âû÷èñëèòü, çíàÿ âõîä Csc.

Âåçäå äàëåå ïîäðàçóìåâàåì ñëó÷àéíûé âûáîð S è ìíîæåñòâî S, îïóñêàÿ èõ ÿâíîå
îáîçíà÷åíèå.

4. Ñõåìà ¾ñýíäâè÷¿
Ñòðèáîã-Ñ (îáîçíà÷àåì äëÿ êðàòêîñòè SH) äîïîëíÿåò õåøèðóåìûé òåêñò M òàê,

÷òîáû â ïîñëåäíåì õåøèðóåìîì áëîêå áûë èìåííî êëþ÷ K = K || 0n−k, à íå ñóììà
K ⊞ σ. Òàêèì îáðàçîì, êëþ÷ K ÿâëÿåòñÿ è ïåðâûì õåøèðóåìûì áëîêîì, è ïîñëåä-
íèì� îòñþäà íàèìåíîâàíèå ¾ñýíäâè÷¿. Íàïîìíèì, ÷òî ó õýø-ôóíêöèè ¾Ñòðèáîã¿ äâó-
ìÿ ïîñëåäíèìè õýøèðóåìûìè áëîêàìè ÿâëÿþòñÿ áèòîâàÿ äëèíà è êîíòðîëüíàÿ ñóììà
õýøèðóåìûõ äàííûõ (ðèñ. 2).

Ðàçëè÷íûå âàðèàíòû ñõåìû ¾ñýíäâè÷¿ áûëè ïðåäëîæåíû â [12] äëÿ ¾ïðîñòîé¿ êîí-
ñòðóêöèè Ìåðêëà�Äàìãàðäà (ò. å. áåç êîíòðîëüíîé ñóììû). Ñàìè ñõåìû àíàëèçèðîâà-
ëèñü òîëüêî â ìîäåëè PRF, äîêàçàòåëüñòâà îïèðàëèñü íà ðåçóëüòàò [32], ïðàêòè÷åñêàÿ
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íåïðèìåíèìîñòü êîòîðîãî ïîêàçàíà â [33]. Îòìåòèì òàêæå, ÷òî â ïðåäëîæåííûõ âà-
ðèàíòàõ ñõåìû [12] ïåðâûé è ïîñëåäíèé õåøèðóåìûå áëîêè ñîäåðæàëè êëþ÷, íî áûëè
çàâåäîìî ðàçëè÷íû.

Äëÿ õåø-ôóíêöèè ¾Ñòðèáîã¿ ñõåìà ¾ñýíäâè÷¿ ðåàëèçóåòñÿ çà ñ÷¼ò ñïåöèàëüíîãî
áëîêà C ∈ V n:

SH(K,M) = H(K ||M ||C), C = cs(M).

Àëãîðèòì cs : V <2n → V n íå çàâèñèò îò ñåêðåòíîãî êëþ÷à è ìîæåò âûïîëíÿòüñÿ ïî
õîäó îáðàáîòêè ñîîáùåíèÿ M .

Îïðåäåëèì íåîáõîäèìóþ ¾ïîïðàâêó¿ ê êîíòðîëüíîé ñóììå

C̃ ⊞ sum⊞(M) = 0, C̃ = 0⊟ sum⊞(M) = 0⊟m1 ⊟m2 ⊟ . . .⊟ml,

ïðè ðàñ÷¼òå sum⊞ òåêñò M äîïîëíÿåòñÿ p-áèòíîé ñòðîêîé 10 . . . 0 (1 ⩽ p ⩽ n).
Åñëè p = n, òî C ðàñïîëàãàåòñÿ â îäíîì n-áèòíîì áëîêå, C = C̃, à åñëè p < n,

òî áèòû C̃ ïîïàäàþò â äâà áëîêà � ñòàðøèå (msb) â ïîñëåäíèé, à ìëàäøèå (lsb) �
â ïðåäïîñëåäíèé (ðèñ. 2):

C = Clsb ||Cmsb = lsbp(C̃)||msbn−p(C̃),

ñëó÷àé p = n òàêæå îïèñûâàåòñÿ ýòîé ôîðìóëîé: C = lsbn(C̃) = C̃ = Cmsb ||Clsb.

K KL10...0m1 Cmsb Clsb

p = n

K KL10...0m1 CmsbClsb

1 ≤ p < n

m2

Ðèñ. 2. Áëîêè íà âõîäå ôóíêöèè ñæàòèÿ äëÿ ñëó÷àåâ p = n è 1 ⩽ p < n. Ñåðûì
âûäåëåíû áèòû, êîòîðûå ÿâëÿþòñÿ âõîäîì õåø-ôóíêöèè, áåëûì � áèòû,
ôîðìèðóåìûå õåø-ôóíêöèåé. L � áèòîâàÿ äëèíà âõîäà õýø-ôóíêöèè

Ôîðìèðîâàíèå áëîêà C íå ñêàçûâàåòñÿ ñóùåñòâåííî íà ïðîèçâîäèòåëüíîñòè êðèï-
òîàëãîðèòìà. Âû÷èñëåíèå ÊÑ â ëþáîì ñëó÷àå âûïîëíÿåòñÿ â ðàìêàõ õåø-ôóíêöèè,
Ñòðèáîã-Ñ ëèøü çàìåíÿåò ñëîæåíèå ïî ìîäóëþ 2n íà âû÷èòàíèå �⊞ íà ⊟. Çíà÷åíèå C̃
ìîæíî âû÷èñëèòü áåç íåïîñðåäñòâåííîãî ïðèìåíåíèÿ îïåðàöèè ⊟� çà ñ÷¼ò ïîáèòîâîé
èíâåðñèè (îáîçíà÷àåì ¾∼¿ ) è ñëîæåíèÿ ñ åäèíèöåé: C̃ =∼ sum⊞(M)⊞ 1.

Òàêèì îáðàçîì, íà âû÷èñëèòåëüíóþ ýôôåêòèâíîñòü ñóùåñòâåííî âëèÿåò ëèøü
íåîáõîäèìîñòü îäíîãî äîïîëíèòåëüíîãî îáðàùåíèÿ ê ôóíêöèè ñæàòèÿ. Â òàáëèöå ñðàâ-
íèâàåòñÿ ÷èñëî îáðàùåíèé ê g äëÿ ñëó÷àÿ, êîãäà äëèíà ñîîáùåíèÿ M ìåíüøå n áèò.
Ïîä ïðåäâû÷èñëåíèÿìè ïîíèìàåòñÿ âîçìîæíîñòü çàðàíåå âû÷èñëèòü è õðàíèòü êàñ-
êàäíûé êëþ÷ KCsc = g(IV,K) (äëÿ HMAC-Ñòðèáîã ñîîòâåòñòâåííî äâà êàñêàäíûõ
êëþ÷à, KI

Csc = g(IV,K ⊕ ipad) è KO
Csc = g(IV,K ⊕ opad)).

Êàê ìîæíî âèäåòü, ¾ñýíäâè÷¿ ïîðîæäàåò ìåíüøå íàêëàäíûõ ðàñõîäîâ, ÷åì äâîéíîå
õåøèðîâàíèå, íî òðåáóåò íà îäèí âûçîâ g áîëüøå, ÷åì Ñòðèáîã-Ê. Ðåôåðåíñíûå ðåàëè-
çàöèè ïåðå÷èñëåííûõ â òàáëèöå êðèïòîàëãîðèòìîâ ïðåäñòàâëåíû â ðåïîçèòîðèè [34].
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Ìèíèìàëüíîå ÷èñëî âûçîâîâ g, íåîáõîäèìîå äëÿ îáðàáîòêè ñîîáùåíèÿ

Ïðåäâû÷èñëåíèÿ Ñòðèáîã-Ê Ñòðèáîã-Ñ HMAC-Ñòðèáîã-256 HMAC-Ñòðèáîã-512
Íåò 4 5 8 9
Åñòü 3 4 6 7

Íåîáõîäèìîñòü èñïîëüçîâàíèÿ ¾àëüòåðíàòèâíîé¿ ÊÑ âûçâàíà æåëàíèåì îñòàâèòü
ñàìó õåø-ôóíêöèþ ¾Ñòðèáîã¿ áåç êàêèõ-ëèáî èçìåíåíèé, ÷òî, êàê ïðåäñòàâëÿåòñÿ,
ïîçâîëÿåò èñïîëüçîâàòü ñóùåñòâóþùèå ðåàëèçàöèè àëãîðèòìîâ è â öåëîì óïðîùàåò
ïðîöåññ âíåäðåíèÿ. Áåçóñëîâíî, êëþ÷åâóþ õåø-ôóíêöèþ ïî ñõåìå ¾ñýíäâè÷¿ ìîæíî
ïîñòðîèòü ¾ñ íóëÿ¿ òàê, ÷òîáû ðàññìàòðèâàåìûå êðèïòîãðàôè÷åñêèå ñâîéñòâà îñòà-
âàëèñü òàêèìè æå, à ìèíèìàëüíîå ÷èñëî îáðàùåíèé ê g ñîñòàâëÿëî 3 (êëþ÷� áëîê
ñ äîïîëíåíèåì� êëþ÷) è 2 (ñ ïðåäâû÷èñëåíèÿìè).

Îòìåòèì, ÷òî àíàëîãè÷íûé ñïîñîá ïðåîáðàçîâàíèÿ â ñõåìó ¾ñýíäâè÷¿ ìîæíî ïðè-
ìåíèòü ê õåø-ôóíêöèè ÃÎÑÒ Ð 34.11-94 [35].

Â [5, 6] ïîêàçàíî, ÷òî Ñòðèáîã-Ê è HMAC-Ñòðèáîã ÿâëÿþòñÿ PRF-ñòîéêèìè, â
÷àñòíîñòè, äîêàçàíà

Òåîðåìà 1 [6]. Ïðåîáëàäàíèå ëþáîãî ïðîòèâíèêà, àòàêóþùåãî Ñòðèáîã-K â ìî-
äåëè PRF, îãðàíè÷åíî ñëåäóþùèì îáðàçîì:

AdvPRFKH (t, q, l) ⩽ AdvPRF-RKA⊞
g▽ (t′, q′, r, d) + AdvPRF

Csc (t′, q, l′) +
q2 + q

2n+1
. (7)

Çäåñü t′ = t+ ql; r = q′ = q + 1; l′ = l + 1; d = 1.

Ýâðèñòè÷åñêàÿ îöåíêà ïðåîáëàäàíèÿ ïðîòèâíèêà

AdvPRFKH (t′, q, l) ⪅ t′

2k
+

2 · t′ · q · l′
2n

+
q2 + q

2n
, t′ ≈ t, l′ = l + 1, (8)

ïîëó÷åíà â [6] â ïðåäïîëîæåíèè îá îòñóòñòâèè äëÿ ôóíêöèè ñæàòèÿ àòàê, êîòîðûå
áûëè áû ëó÷øå óíèâåðñàëüíûõ. Îöåíêà (8) ÿâëÿåòñÿ òî÷íîé� êàæäîìó ñëàãàåìîìó
îöåíêè ñîîòâåòñòâóåò àòàêà, äåéñòâóþùàÿ ñ ñîïîñòàâèìîé âåðîÿòíîñòüþ óñïåõà: òî-
òàëüíîå îïðîáîâàíèå êëþ÷à; àòàêà çà ñ÷¼ò äåãðàäàöèè êàñêàäà; àòàêà ïî ïàðàäîêñó
äíåé ðîæäåíèÿ.

PRF-ñòîéêîñòü ñõåìû ¾ñýíäâè÷¿ ÿâëÿåòñÿ ïðÿìûì ñëåäñòâèåì òåîðåìû 1. Â ñàìîì
äåëå, èç ðàâåíñòâà

SH(K,M) = KH(K,M || cs(M)) = H(K ||M ||C)

ñëåäóåò, ÷òî ëþáîé çàïðîñ ê SH ìîæåò áûòü âûðàæåí ÷åðåç çàïðîñ ê KH. Ïóñòü ñó-
ùåñòâóåò àëãîðèòì A, ýôôåêòèâíî àòàêóþùèé SH â ìîäåëè PRF. Ïîñòðîèì àëãîðèòì
B, êîòîðûé áóäåò àòàêîâàòü KH ñ òàêîé æå ýôôåêòèâíîñòüþ. Íà ëþáîé çàïðîñ M îò
A, àëãîðèòì B âû÷èñëÿåò C = cs(M), ïåðåäà¼ò ñâîåìó îðàêóëó O ∈ {KH,R} çàïðîñ
M ||C, îòâåò îðàêóëà âîçâðàùàåò àëãîðèòìó A. Ðåçóëüòàò ðàáîòû àëãîðèòìà B ðàâåí
ðåçóëüòàòó ðàáîòû A. Àëãîðèòì B èäåàëüíî ñèìóëèðóåò äëÿ A îðàêóë SH èëè R, ñëå-
äîâàòåëüíî, â ñèëó ïðîèçâîëüíîñòè àëãîðèòìà A âåðíî íåðàâåíñòâî

AdvPRFSH (t, q, l) ⩽ AdvPRFKH (t′, q, l + 1), t′ = t+ ql.

Êðîìå ýòîãî, ó SH âñå áëîêè íà âõîäå ôóíêöèè g▽ îáðàáàòûâàþòñÿ ïðè êëþ÷å K,
à íå ïðè ðàçëè÷íûõ ñâÿçàííûõ êëþ÷àõ. Çíà÷åíèå r ñíèæàåòñÿ ñ q + 1 äî 1 � âìåñòî
ìîäåëè PRF-RKA⊞ ôàêòè÷åñêè èñïîëüçóåòñÿ ìîäåëü PRF.
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Ñëåäñòâèå 1. Ïðåîáëàäàíèå ëþáîãî ïðîòèâíèêà, àòàêóþùåãî Ñòðèáîã-C â ìîäå-
ëè PRF, îãðàíè÷åíî:

AdvPRFSH (t, q, l) ⩽ AdvPRFg▽ (t′, q′) + AdvPRFCsc (t′, q, l′) +
q2 + q

2n+1
. (9)

Çäåñü t′ = t+ ql; q′ = q + 1; l′ = l + 2.

Îöåíêà (8) ÿâëÿåòñÿ òî÷íîé è äëÿ ñõåìû ¾ñýíäâè÷¿, äëÿ êîòîðîé ìîãóò áûòü ïðè-
ìåíåíû òðè ñîîòâåòñòâóþùèå àòàêè.

5. Ñòîéêîñòü ïðè ðàñêðûòèè ñîñòîÿíèÿ
Ðàññìàòðèâàåìûå êëþ÷åâûå êðèïòîàëãîðèòìû (SH, KH, HMAC) îáëàäàþò âàæíûì

è ïîëåçíûì íà ïðàêòèêå ñâîéñòâîì� îíè îñòàþòñÿ ñòîéêèìè ïñåâäîñëó÷àéíûìè ôóíê-
öèÿìè, äàæå åñëè ïðîòèâíèê ïîëó÷àåò äîñòóï ê âíóòðåííåìó ñîñòîÿíèþ õåø-ôóíêöèè.
Ñàì êëþ÷, ðàçóìååòñÿ, íå ñ÷èòàåòñÿ ÷àñòüþ ñîñòîÿíèÿ. Êîíòðîëüíàÿ ñóììà íå çàâèñèò
îò êëþ÷à è ñàìà ïî ñåáå èçâåñòíà ïðîòèâíèêó (òàêæå íå ÿâëÿåòñÿ ÷àñòüþ ñîñòîÿíèÿ).
Ñëîæåíèå ÊÑ ñ êëþ÷îì ïðîèñõîäèò â KH îäíîêðàòíî ïðè âû÷èñëåíèè ïîñëåäíåé ôóíê-
öèè ñæàòèÿ (â HMAC ñîîòâåòñòâåííî äâóêðàòíî), à â SH íå ïðîèñõîäèò âîîáùå.

Îïðåäåëåíèå 7. Ïðåîáëàäàíèåì ïðîòèâíèêà A â ìîäåëè PRF-LEAK äëÿ êëþ-
÷åâîãî êðèïòîàëãîðèòìà F : K × X → Y ïðè óòå÷êå, îïðåäåëÿåìîé ôóíêöèÿìè
leak1 : K→ L1 è leak2 : K×X→ L2, íàçîâ¼ì

AdvPRF-LEAKF,leak1,leak2
(A) = Pr

[
K

R← K : AL(leak1(K))⇒ 1
]
−

−Pr
[
R

R← Func(X,Y × L2), lk
R← L1 : AR(lk)⇒ 1

]
.

Îðàêóë L íà çàïðîñ X ∈ X âîçâðàùàåò îòâåò (F(K,X), leak2(K,X)), ñîñòîÿùèé èç
ðåçóëüòàòà ðàáîòû êðèïòîàëãîðèòìà F è óòå÷êè, çàâèñÿùåé îò êëþ÷à K è çàïðîñà X.

Íåòðóäíî âèäåòü, ÷òî ïðè ëþáîì âèäå óòå÷êè ìîäåëü PRF-LEAK ðàñøèðÿåò ìî-
äåëü PRF. Ïðè L1 = L2 = ∅ ìîäåëè PRF è PRF-LEAK ýêâèâàëåíòíû.

Ôóíêöèè leak1 è leak2 ÿâëÿþòñÿ äåòåðìèíèðîâàííûìè, õîòÿ â îáùåì ñëó÷àå âìåñòî
íèõ ìîæíî èñïîëüçîâàòü âåðîÿòíîñòíûå àëãîðèòìû. Â ïîëüçó ïðîòèâíèêà ñ÷èòàåì òåì
ñàìûì, ÷òî îí ïîëó÷àåò äîñòîâåðíóþ ¾íåçàøóìë¼ííóþ¿ èíôîðìàöèþ.

Ñîãëàñíî ìîäåëè, ðàñêðûâàåìûå ïðîìåæóòî÷íûå ñîñòîÿíèÿ äîëæíû áûòü âû÷èñ-
ëèòåëüíî íåîòëè÷èìû îò ñëó÷àéíûõ. Ýòî äîñòàòî÷íî ñòðîãîå òðåáîâàíèå, êîòîðîìó
òåì íå ìåíåå ñîîòâåòñòâóþò àíàëèçèðóåìûå êðèïòîàëãîðèòìû.

5.1. Ñ ò ð è á î ã - Ñ è Ñ ò ð è á î ã - Ê

Äëÿ Ñòðèáîã-Ñ è Ñòðèáîã-Ê â êà÷åñòâå leak1 âûáåðåì g▽
K
(IV )�äî íà÷àëà âçàèìî-

äåéñòâèÿ ñ îðàêóëîì ðàñêðûâàåòñÿ êàñêàäíûé êëþ÷ KCsc. Ïðîòèâíèê, òàêèì îáðàçîì,
ìîæåò âû÷èñëèòü ëþáîå ñîñòîÿíèå õåø-ôóíêöèè, èñêëþ÷åíèå ñîñòàâëÿåò ïîñëåäíèé
âûçîâ ôóíêöèè ñæàòèÿ. Çíà÷åíèå H = g▽

K⊞σ
(Y ) äàæå ïðè èçâåñòíûõ Y = Csc(KCsc,M)

è σ = sum⊞(M) (σ = 0 äëÿ SH) âû÷èñëèòü áåç çíàíèÿ K íåëüçÿ. Ôóíêöèÿ leak2 òðèâè-
àëüíà, L2 = ∅, òàê êàê çíàíèå KCsc óæå äà¼ò ïðîòèâíèêó äîïîëíèòåëüíûå âîçìîæíî-
ñòè, ðåëåâàíòíûå äëÿ íàøåãî àíàëèçà.

Ïîêàæåì, ÷òî èíôîðìàöèÿ î ïðîìåæóòî÷íûõ ñîñòîÿíèÿõ, ïîëó÷åííàÿ ïðîòèâíè-
êîì, íå óâåëè÷èâàåò ñóùåñòâåííûì îáðàçîì åãî ïðåîáëàäàíèå â çàäà÷å ðàçëè÷åíèÿ,
à ñëåäîâàòåëüíî, âåðîÿòíîñòü íàâÿçûâàíèÿ ïîääåëêè è âåðîÿòíîñòü âîññòàíîâëåíèÿ
êëþ÷à îñòàþòñÿ ìàëûìè.
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Òåîðåìà 2. Ïðåîáëàäàíèå ëþáîãî ïðîòèâíèêà, àòàêóþùåãî Ñòðèáîã-K èëè
Ñòðèáîã-Ñ â ìîäåëè PRF-LEAK, ïðè óòå÷êå êàñêàäíîãî êëþ÷à KCsc = g▽

K
(IV ) îãðàíè-

÷åíî ñîîòâåòñòâåííî

AdvPRF-LEAKKH,KCsc
(t, q, l) ⩽ AdvPRF-RKA⊞

g▽ (t′, q′, r, d) + AdvCRg (t′) + AdvTPRg (t′), (10)

AdvPRF-LEAKSH,KCsc
(t, q, l) ⩽ AdvPRFg▽ (t′, q′) + AdvCRg (t′) + AdvTPRg (t′),

ãäå t′ = t+ ql; r = q′ = q + 1; d = 1.

Äîêàçàòåëüñòâî. Äîêàæåì óòâåðæäåíèå äëÿ KH, äåëàÿ äëÿ SH îãîâîðêè ïî
õîäó èçëîæåíèÿ.

Íàçîâ¼ì êîëëèçèåé (C) ñîâïàäåíèå ëþáîé ïàðû ýëåìåíòîâ â ðÿäó

IV, Y1, Y2, . . . , Yq, ãäå Yi = Csc(KCsc,Mi), 1 ⩽ i ⩽ q.

Ïðîòèâîïîëîæíîå ñîáûòèå îáîçíà÷àåì ñèìâîëîì ¾C¿ . Ñîáûòèå C ôàêòè÷åñêè îçíà÷à-
åò, ÷òî ïðîòèâíèê ñìîã ñîçäàòü ïðîîáðàç ê IV èëè íåïîñðåäñòâåííî êîëëèçèþ Yi = Yj,
i ̸= j. Êîëëèçèþ, âîçíèêàþùóþ â ðåçóëüòàòå âçàèìîäåéñòâèÿ ïðîòèâíèêà A ñ KH, îáî-
çíà÷àåì AKH ⇒ (b,C). Çíà÷åíèå áèòà b ∈ {0, 1} ÿâëÿåòñÿ ðåçóëüòàòîì, âîçâðàùàåìûì
ïðîòèâíèêîì, à êîëëèçèÿ� íåÿâíûì ¾ïîáî÷íûì ýôôåêòîì¿ åãî âû÷èñëåíèé è âçàèìî-
äåéñòâèé. Åñëè ñèìâîë b íå óêàçàí â îáîçíà÷åíèÿõ, òî ïîäðàçóìåâàåòñÿ, ÷òî çíà÷åíèå
áèòà ìîæåò áûòü ëþáûì, ò. å. èìååò ìåñòî ðàâåíñòâî

Pr
[
AKH ⇒ C

]
= Pr

[
AKH ⇒ (1,C)

]
+ Pr

[
AKH ⇒ (0,C)

]
.

Ïðåäñòàâëåííûå äàëåå ðàññóæäåíèÿ ïîâòîðÿþò õîä äîêàçàòåëüñòâà òåîðåìû î PRF-
ñòîéêîñòè KH [6]. Ãëàâíîå îòëè÷èå çàêëþ÷àåòñÿ â òîì, ÷òî ïðè ñåêðåòíîì êàñêàäíîì
êëþ÷å âåðîÿòíîñòü êîëëèçèè îãðàíè÷èâàåòñÿ çà ñ÷¼ò PRF-ñòîéêîñòè êàñêàäà, à ïðè
óòå÷êå êàñêàäíîãî êëþ÷à� çà ñ÷¼ò åãî ñòîéêîñòè â ìîäåëÿõ CR è TPR.

Ðàññìîòðèì ïðåîáðàçîâàíèå

K̃H(Mi) = fK⊞σi
(Csc(K̃Csc,Mi)), K̃Csc = fK(IV ), σi = sum⊞(Mi),

ïîëó÷åííîå çàìåíîé â KH ïåðâîãî è ïîñëåäíåãî âûçîâîâ ôóíêöèè ñæàòèÿ g▽ íà ñåìåé-
ñòâî èç 2n ñëó÷àéíûõ ôóíêöèé f (äëÿ SH�íà ñëó÷àéíóþ ôóíêöèþ f). Åñëè êîëëèçèè
íå ïðîèñõîäèò, òî àëãîðèòì K̃H íåîòëè÷èì îò ñëó÷àéíîé ôóíêöèè R, ò. å.

Pr
[
AR(lk)⇒ 1

]
= Pr

[
AK̃H(K̃Csc)⇒ (1,C)

]
,

áëàãîäàðÿ òîìó, ÷òî íåçàâèñèìî îò σi çàïðàøèâàåìûå ó f çíà÷åíèÿ IV, Y1, . . . , Yq íå
ïîâòîðÿþòñÿ, à ñëåäîâàòåëüíî, ðåçóëüòàòû çàïðîñîâ ê f (îíè æå� ðåçóëüòàòû çàïðî-
ñîâ A ê K̃H) åñòü ïîñëåäîâàòåëüíîñòü ñëó÷àéíûõ çíà÷åíèé. Çíà÷åíèå lk ñëó÷àéíî è
ðàâíîâåðîÿòíî âûáèðàåòñÿ èç V n.

Ñîãëàñíî îïðåäåëåíèþ ìîäåëè PRF-LEAK,

AdvPRF-LEAKKH,KCsc
(A) = Pr

[
AKH(KCsc)⇒ 1

]
− Pr

[
AR(lk)⇒ 1

]
.

Ïî ôîðìóëå ïîëíîé âåðîÿòíîñòè

Pr
[
AKH(KCsc)⇒ 1

]
= Pr

[
AKH(KCsc)⇒ (1,C)

]
+ Pr

[
AKH(KCsc)⇒ (1,C)

]
.
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Ãðóïïèðóÿ ñëàãàåìûå è èñïîëüçóÿ íåðàâåíñòâî òðåóãîëüíèêà, ïîëó÷èì

AdvPRF-LEAKKH,KCsc
(A) ⩽

(
Pr
[
AKH(KCsc)⇒ (1,C)

]
− Pr

[
AK̃H(K̃Csc)⇒ (1,C)

])
+

+
(
Pr
[
AKH(KCsc)⇒ C

]
− Pr

[
AK̃H(K̃Csc)⇒ C

])
+ Pr

[
AK̃H(K̃Csc)⇒ C

]
= ϵ+ ϵC + pC.

Ïîñòðîèì àëãîðèòì B, àòàêóþùèé g▽ â ìîäåëè PRF-RKA⊞ (äëÿ SH� â ìîäåëè PRF),
ïðåîáëàäàíèå êîòîðîãî ðàâíî ñóììå ϵ è ϵC (ïîëàãàåì, ÷òî êàæäîå èç ýòèõ çíà÷åíèé
íåîòðèöàòåëüíî). Àëãîðèòì B äåëàåò çàïðîñ IV ê îðàêóëó O ∈ {g▽, f}, ïîëó÷àåò êàñ-
êàäíûé êëþ÷ KCsc, ïåðåäà¼ò åãî àëãîðèòìó A (ñèìóëèðóåò leak1). Ïðè îáðàáîòêå çà-
ïðîñà Mi îò A àëãîðèòì B:
� ñàìîñòîÿòåëüíî âû÷èñëÿåò çíà÷åíèÿ σi = sum⊞(Mi) è Yi = Csc(KCsc,Mi);
� ïðîâåðÿåò óñëîâèå êîëëèçèè: åñëè Yi ∈ {IV, Y1, . . . , Yi−1}, òî çàâåðøàåò ðàáîòó A è

âîçâðàùàåò 1;
� äåëàåò çàïðîñ (Yi, σi) ê îðàêóëó O ∈ {g▽, f} è âîçâðàùàåò åãî îòâåò A.
Åñëè ïîñëå q çàïðîñîâ îò A êîëëèçèè íå ïðîèçîøëî, òî ðåçóëüòàòîì ðàáîòû B ÿâëÿåòñÿ
ðåçóëüòàò ðàáîòû A.

Äëÿ SH: Yi = Csc(KCsc,Mi || cs(Mi)), à çàïðîñ ê O ∈ {g▽, f} ñîäåðæèò òîëüêî Yi.
Ê îðàêóëó âûïîëíÿåòñÿ íå áîëåå q′ ⩽ q + 1 çàïðîñîâ, ñîâîêóïíîå ÷èñëî ñâÿçàííûõ

êëþ÷åé òàêîå æå: r′ ⩽ q + 1. Äî âîçíèêíîâåíèÿ êîëëèçèè ïåðâûé àðãóìåíò â çàïðîñàõ
íå ïîâòîðÿåòñÿ (d = 1), òàê êàê çíà÷åíèÿ â ðÿäó IV, Y1, . . . , Yi ðàçëè÷íû. Êðîìå òîãî,
åñëè O = g▽, òî B èäåàëüíî ñèìóëèðóåò äëÿ A îðàêóë KH è óòå÷êó êàñêàäíîãî êëþ÷à
KCsc = g▽

K
(IV ). Àíàëîãè÷íî, åñëè O = f, òî äëÿ A èäåàëüíî ñèìóëèðóåòñÿ îðàêóë K̃H

è óòå÷êà K̃Csc = fK(IV ). Ïðåîáëàäàíèå àëãîðèòìà B ðàâíî

AdvPRF-RKA⊞
g▽ (B) = Pr

[
Bg▽ ⇒ 1

]
− Pr

[
Bf ⇒ 1

]
=

=
(
Pr
[
AKH(KCsc)⇒ (1,C)

]
+ Pr

[
AKH(KCsc)⇒ C

])
−

−
(
Pr
[
AK̃H(K̃Csc)⇒ (1,C)

]
+ Pr

[
AK̃H(K̃Csc)⇒ C

])
= ϵ+ ϵC.

Äëÿ çàâåðøåíèÿ äîêàçàòåëüñòâà îñòàëîñü îöåíèòü çíà÷åíèå âåðîÿòíîñòè

pC = Pr
[
AK̃H(K̃Csc)⇒ C

]
⩽ Pr[Yi = Yj, 1 ⩽ i < j ⩽ q] + Pr[IV ∈ {Y1, . . . , Yq}].

Ïîñòðîèì àëãîðèòì BCR, ïûòàþùèéñÿ ñôîðìèðîâàòü êîëëèçèþ äëÿ Csc â ìîäåëè CR.
Îí èìèòèðóåò ñåìåéñòâî ñëó÷àéíûõ ôóíêöèé f (äëÿ SH� ñëó÷àéíóþ ôóíêöèþ f), ôîð-
ìèðóåò ñëó÷àéíîå çíà÷åíèå K̃Csc = fK⊞0(IV ), ïåðåäà¼ò K̃Csc àëãîðèòìó A. Íà ëþáîé
çàïðîñ Mi îò A àëãîðèòì BCR: âû÷èñëÿåò Yi = Csc(K̃Csc,Mi) è σi = sum⊞(Mi); ñîõðàíÿ-
åò (Yi,Mi) â ïàìÿòè; âîçâðàùàåò Hi = fK⊞σi

(Mi) àëãîðèòìó A (äëÿ SH: K̃Csc = f(IV );

Yi = Csc(K̃Csc,Mi||cs(Mi)); Hi = f(Mi)).
Åñëè íà êàêîì-òî øàãå îáíàðóæåíî ðàâåíñòâî Yi = Yj, 1 ⩽ i < j ⩽ q, òî ïîñòðîåíà

êîëëèçèÿ ((K̃Csc,Mi), (K̃Csc,Mj)) è

Pr[Yi = Yj, 1 ⩽ i < j ⩽ q] = AdvCRCsc(BCR).

Ñõîæèì îáðàçîì ïîñòðîèì àëãîðèòì BTPR, êîòîðûé âû÷èñëÿåò äëÿ Csc ïðîîáðàç
ê çíà÷åíèþ IV :

Pr[IV ∈ {Y1, . . . , Yq}] = AdvTPRCsc (BTPR).
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Âû÷èñëèòåëüíûå ðåñóðñû àëãîðèòìîâ B, BCR è BTPR ïðåâîñõîäÿò ðåñóðñû t àëãîðèò-
ìà A íà çíà÷åíèå, ïðîïîðöèîíàëüíîå îáú¼ìó îáðàáàòûâàåìûõ äàííûõ: t′ = t + ql.
Ïðåîáëàäàíèå BCR è BTPR â ñîîòâåòñòâóþùèõ ìîäåëÿõ îöåíèâàåòñÿ íåðàâåíñòâàìè (5)
è (6) ñîîòâåòñòâåííî.

Â ñèëó ïðîèçâîëüíîñòè àëãîðèòìà A è íåðàâåíñòâà òðåóãîëüíèêà äîêàçûâàåìîå
óòâåðæäåíèå âåðíî.

Ïîäñòàíîâêîé â (10) ýâðèñòè÷åñêèõ îöåíîê (1), (3) è (4) ïîëó÷àåì

AdvPRF-LEAKKH,KCsc
(t, q, l) ⪅ t′

2k
+

t′2

2n+1
+

t′

2n
, t′ ≈ t, (11)

è äëÿ SH èäåíòè÷íî. Êàê è äëÿ îöåíêè (8) â ìîäåëè PRF, ïðè äëèíå êëþ÷à, íå ïðåâîñ-
õîäÿùåé ïîëîâèíû áëîêà (k ⩽ n/2 = 256 áèò), åäèíñòâåííûì ýôôåêòèâíûì ìåòîäîì
íàðóøåíèÿ ñâîéñòâ áåçîïàñíîñòè ÿâëÿåòñÿ òîòàëüíîå îïðîáîâàíèå, êîòîðîìó ñîîòâåò-
ñòâóåò ïåðâîå ñëàãàåìîå â (11).

Âòîðîå ñëàãàåìîå â (11) ñîîòâåòñòâóåò ïðîñòîé àòàêå. Ïðîòèâíèê, çíàþùèé KCsc,
ñòðîèò ñàìîñòîÿòåëüíî êîëëèçèþ èç ñîîáùåíèé âèäàM = P ||(σ⊟P ),M ′ = P ′ ||(σ⊟P ′):

Csc(KCsc,M) = Csc(KCsc,M
′),

sum⊞(M) = sum⊞(M
′) = σ = const,

îòïðàâëÿåò çàïðîñ M ê îðàêóëó, ïîëó÷àåò H, ïðåäúÿâëÿåò ïàðó (M ′, H) â êà÷å-
ñòâå ïîääåëêè. Àëüòåðíàòèâíî, äåëàåò äâà çàïðîñà M è M ′ è ïîëüçóåòñÿ ðàâåíñòâîì

O(M)
?
= O(M ′) â êà÷åñòâå êðèòåðèÿ ðàçëè÷åíèÿ.

Ñõîæèì îáðàçîì âûïîëíÿåòñÿ àòàêà çà ñ÷¼ò ïîñòðîåíèÿ ïðîîáðàçà. Ïðîòèâíèê ïîä-
áèðàåò òàêîå ñîîáùåíèå M = P ||(0 ⊟ P ), ÷òîáû Csc(KCsc,M) = IV è sum⊞(M) = 0.
Õåø-çíà÷åíèå äëÿ òàêîãî ñîîáùåíèÿ M ðàâíî KCsc, ÷òî ìîæíî èñïîëüçîâàòü äëÿ ôîð-
ìèðîâàíèÿ ïîääåëêè èëè êàê êðèòåðèé äëÿ ðàçëè÷åíèÿ.

Ñëåäóåò çàìåòèòü, ÷òî, â îòëè÷èå îò (8), îöåíêà (11) çàâèñèò òîëüêî îò âû÷èñëè-
òåëüíûõ ðåñóðñîâ ïðîòèâíèêà è, ñëåäîâàòåëüíî, â îáùåì ñëó÷àå å¼ ãàðàíòèè çíà÷è-
òåëüíî ñëàáåå. Íàïðèìåð, ïðè äëèíå êëþ÷à k = 512 è ðåñóðñàõ ïðîòèâíèêà t = 2256,
q = 2128, l = 264 êðèïòîàëãîðèòìû KH è SH áóäóò ñòîéêèìè PRF, íî íå áóäóò òàêîâûìè
ïðè óòå÷êå êàñêàäíîãî êëþ÷à.

5.2. H M A C - Ñ ò ð è á î ã

Äâîéíîå õåøèðîâàíèå ìîòèâèðóåò ðàñøèðèòü âîçìîæíîñòè ïðîòèâíèêà, åìó äà-
þòñÿ îáà êàñêàäíûõ êëþ÷à, à òàêæå ðàñêðûâàþòñÿ ïðîìåæóòî÷íûå ñîñòîÿíèÿ ïîñëå
ïåðâîãî õåøèðîâàíèÿ:

leak1(K) = (g▽
K⊕ipad

(IV ), g▽
K⊕opad

(IV )) = (KI
Csc, K

O
Csc),

leak2(K,Mi) = H(K ⊕ ipad ||Mi) = HI
i , 1 ⩽ i ⩽ q.

Ïðîòèâíèê ìîæåò âû÷èñëèòü Y I
i = Csc(KI

Csc,Mi) è Y O
i = Csc(KO

Csc, H
I
i ), 1 ⩽ i ⩽ q.

Òåîðåìà 3. Ïðåîáëàäàíèå ëþáîãî ïðîòèâíèêà, àòàêóþùåãî HMAC-Ñòðèáîã-τ
â ìîäåëè PRF-LEAK, îãðàíè÷åíî:

AdvPRF-LEAKHMAC,leak1,leak2
(t, q, l) ⩽ Adv

PRF-RKA⊞◦⊕
g▽ (t′, q′, r, d)+

q2

2τ+1
+AdvCRg (t′)+AdvTPRg (t′)+2−n,

ãäå t′ = t+ ql, r = q′ = 2q + 2, d = 2, τ ∈ {256, 512}.
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Äîêàçàòåëüñòâî. Ñòðóêòóðà äîêàçàòåëüñòâà àíàëîãè÷íà [6, Theorem (PRF-secu-
rity of HMAC-Streebog)]. Òàê æå, êàê è äëÿ (7), âåðîÿòíîñòü êîëëèçèé âèäà Y I

i = Y I
j ,

Y O
i = Y O

j , Y
I
i = Y O

j îãðàíè÷èâàåòñÿ çà ñ÷¼ò CR-ñòîéêîñòè êàñêàäà, à âåðîÿòíîñòü
ñîáûòèÿ IV ∈ {Y I

1 , . . . , Y
O
q }� çà ñ÷¼ò ñòîéêîñòè ê àòàêàì TPR.

Îáîçíà÷èì çíà÷åíèÿ, îòíîñÿùèåñÿ ê ïåðâîìó è êî âòîðîìó õåøèðîâàíèþ, ñ ïîìî-
ùüþ âåðõíèõ èíäåêñîâ ¾I¿ è ¾O¿ ñîîòâåòñòâåííî (ðèñ. 3):

KI = K ⊕ ipad, HI = H(KI ||M), ĤI = msbτ (H
I), Y I = Csc(KI

Csc,M), σI = sum⊞(M),

KO = K ⊕ opad, HO = H(KO || ĤI), ĤO = msbτ (H
O), Y O = Csc(KO

Csc, Ĥ
I), σO = sum⊞(Ĥ

I).

IV

KI M ||10...0

∆0

L

∆̃1

KI � σI

g g g gY I HIKI
Csc

msb256

IV

KO ĤI ||10...0

∆0

768

∆̃1

KO � ĤI ||10...0

g g g gY O HOKO
Csc

msb256
ĤO

Ðèñ. 3. HMAC-Ñòðèáîã-256, äëèíà M ðàâíà L < n

Îðàêóë L â îòâåò íà çàïðîñ M âîçâðàùàåò (ĤO, HI) ∈ V τ ×V n �íåïîñðåäñòâåííîå
õåø-çíà÷åíèå, ñôîðìèðîâàííîå êðèïòîàëãîðèòìîì, è ïðîìåæóòî÷íîå ñîñòîÿíèå.

Ðàññìîòðèì ¾èäåàëèçèðîâàííûé¿ îðàêóë L̃
L̃(M) = (msbτ fKO⊞σO (. . . fKI⊞σI (Csc(fKI (IV ),M))) , fKI⊞σI (Csc(fKI (IV ),M))) ,

ãäå ïåðâîå è ïîñëåäíåå ïðåîáðàçîâàíèå g▽ â îáîèõ îáðàùåíèÿõ ê õåø-ôóíêöèè çàìåíåíî
íà ñåìåéñòâî èç 2n ñëó÷àéíûõ ôóíêöèé, èíäåêñèðóåìûõ ñâÿçàííûìè êëþ÷àìè âèäà
(K ⊕ ϕ)⊞ σ, ϕ ∈ {ipad, opad}.

Êîëëèçèÿ (C) � ñîâïàäåíèå ëþáîé ïàðû â ðÿäó èç (2q + 1) çíà÷åíèé:

IV, Y I
1 , . . . , Y I

q , Y O
1 , . . . , Y O

q .

Åñëè êîëëèçèÿ íå ðåàëèçóåòñÿ (C), òî L̃ äàæå ïðè èçâåñòíûõ ïðîòèâíèêó êàñêàäíûõ
êëþ÷àõ íåîòëè÷èì îò ñëó÷àéíîé ôóíêöèè R ∈ Func(V <2n , V τ × V n):

Pr
[
AR(lk)⇒ 1

]
= Pr

[
AL̃(fKI (IV ), fKO(IV ))⇒ (1,C)

]
, lk ∈ V n × V n,

òàê êàê âñå çíà÷åíèÿ (KI
Csc, K

O
Csc, H

I
1 , . . . , H

I
q , Ĥ

O
1 , . . . , Ĥ

O
q ), êîòîðûå íàáëþäàë ïðîòèâ-

íèê, ïîëó÷åíû â ðåçóëüòàòå ðàçëè÷íûõ çàïðîñîâ ê f. Ñëåäîâàòåëüíî,

AdvPRF-LEAKHMAC, leak1, leak2
(A) =

(
Pr
[
AL ⇒ (1,C)

]
+ Pr

[
AL ⇒ (1,C)

])
− Pr

[
AL̃ ⇒ (1,C)

]
⩽

⩽
(
Pr
[
AL⇒(1,C)

]
−Pr

[
AL̃⇒(1,C)

])
+
(
Pr
[
AL⇒C

]
−Pr

[
AL̃⇒C

])
+Pr

[
AL̃⇒C

]
= ϵ+ϵC+pC,
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ïðîòèâíèê A ïåðåä âçàèìîäåéñòâèåì ñ îðàêóëîì L ïîëó÷àåò (KI
Csc, K

O
Csc), à ïåðåä âçà-

èìîäåéñòâèåì ñ L̃�ïàðó (fKI (IV ), fKO(IV )).
Ïîñòðîèì àëãîðèòì B, àòàêóþùèé g▽ â ìîäåëè PRF-RKA⊞◦⊕. Àëãîðèòì B çàïðà-

øèâàåò êàñêàäíûå êëþ÷è KI
Csc = O(IV, (ipad, 0)) è KO

Csc = O(IV, (opad, 0)) ó îðàêóëà
O ∈ {g▽, f}, à çàòåì çàïóñêàåò àëãîðèòì A, ïåðåäàâàÿ åìó (KI

Csc, K
O
Csc).

Ïðè îáðàáîòêå çàïðîñà Mi îò A àëãîðèòì B: âû÷èñëÿåò Y I
i = Csc(KI

Csc,Mi)
è σI

i = sum⊞(Mi); ñîõðàíÿåò Y I
i â ïàìÿòè; ïðîâåðÿåò óñëîâèå êîëëèçèè; äåëàåò

çàïðîñ (Y I
i , (ipad, σ

I
i )) ê îðàêóëó; ïîëó÷àåò HI

i ; âû÷èñëÿåò Y O
i = Csc(KO

Csc, Ĥ
I
i ) è

σO
i = sum⊞(Ĥ

I
i ); ñîõðàíÿåò Y O

i â ïàìÿòè; ïðîâåðÿåò óñëîâèå êîëëèçèè; äåëàåò çàïðîñ
(Y O

i , (opad, σO
i )); ïîëó÷àåò HO

i ; ïåðåäà¼ò àëãîðèòìó A ïàðó (ĤO
i , H

I
i ), 1 ⩽ i ⩽ q.

Åñëè ïðîâåðêà íà êàêîì-òî èç øàãîâ ïîêàçûâàåò, ÷òî êîëëèçèÿ ðåàëèçîâàëàñü, òî B
ïðåêðàùàåò âçàèìîäåéñòâèå ñ A è âîçâðàùàåò 1. Åñëè ïîñëå îáðàáîòêè âñåõ çàïðîñîâ
îò A êîëëèçèè íåò, òî ðåçóëüòàò ðàáîòû B ðàâåí ðåçóëüòàòó ðàáîòû A. Ê îðàêóëó
O ∈ {g▽, f} âûïîëíÿåòñÿ äî q′ = (2q + 2) çàïðîñîâ, êîëè÷åñòâî ñâÿçàííûõ êëþ÷åé
îöåíèâàåòñÿ òàê æå (r = q′). Òîëüêî çíà÷åíèå IV çàïðàøèâàåòñÿ ïðè äâóõ çàâåäîìî
ðàçëè÷íûõ ñâÿçàííûõ êëþ÷àõ (ipad ̸= opad), ëþáîé äðóãîé âõîä îáðàáàòûâàåòñÿ ðîâíî
îäèí ðàç, ñëåäîâàòåëüíî, d = 2.

Ïðåîáëàäàíèå àëãîðèòìà B ðàâíî

Adv
PRF-RKA⊞◦⊕
g▽ (B) = Pr

[
Bg▽ ⇒ 1

]
− Pr

[
Bf ⇒ 1

]
= ϵ+ ϵC.

Îöåíèì ñâåðõó âåðîÿòíîñòü êîëëèçèè:

pC ⩽ Pr
[
Y I
i = Y I

j , 1 ⩽ i < j ⩽ q
]
+ Pr

[
Y O
i = Y O

j , 1 ⩽ i < j ⩽ q
]
+

+Pr
[
Y I
i = Y O

j , 1 ⩽ i, j ⩽ q
]
+ Pr

[
IV ∈ {Y I

1 , . . . , Y
I
q , Y

O
1 , . . . , Y O

q }
]
= pIC + pOC + pI,OC + ppreC .

Ïîñòðîèì àëãîðèòì BCR, ïûòàþùèéñÿ ñôîðìèðîâàòü êîëëèçèþ äëÿ Csc. Îí ðàáîòàåò
òàê æå, êàê B, íî âìåñòî çàïðîñîâ ê îðàêóëó O ∈ {g▽, f} ñàìîñòîÿòåëüíî èìèòèðóåò
ñåìåéñòâî ñëó÷àéíûõ ôóíêöèé f è ñîõðàíÿåò â ïàìÿòè (Y I

i ,M
I
i ) è (Y O

i , ĤI
i ). Åñëè íà

êàêîì-òî øàãå îáíàðóæåíà êîëëèçèÿ è ïðè ýòîì IV /∈ {Y I
1 , . . . , Y

O
q }, òî âîçìîæíû òðè

ñëó÷àÿ:

1) Y I
i = Y I

j , i ̸= j, äà¼ò êîëëèçèþ ((KI
Csc,Mi), (K

I
Csc,Mj)) â ñèëó Mi ̸= Mj;

2) Y O
i = Y O

j , i ̸= j, äà¼ò êîëëèçèþ ((KO
Csc, Ĥ

I
i ), (K

O
Csc, Ĥ

I
j )) ïðè óñëîâèè ĤI

i ̸= ĤI
j ;

3) Y I
i = Y O

j äà¼ò êîëëèçèþ ((KI
Csc,Mi), (K

O
Csc, Ĥ

I
j )), åñëè õîòÿ áû KI

Csc ̸= KO
Csc.

Òàêèì îáðàçîì, âåðîÿòíîñòü óñïåõà àëãîðèòìà BCR îöåíèâàåòñÿ êàê

AdvCRCsc(BCR) ⩾ (pIC + pOC + pI,OC )− Pr
[
KI

Csc = KI
Csc

]
− Pr

[
∃i ̸= j (ĤI

i = ĤI
j )
]
⩾

⩾ (pIC + pOC + pI,OC )− 2−n − q2

2τ+1
.

Ïî àíàëîãèè ñ BCR ïîñòðîèì àëãîðèòì BTPR, êîòîðûé èùåò äëÿ Csc ïðîîáðàç ê çíà-
÷åíèþ IV . Èñêîìûì ïðîîáðàçîì ñòàíåò ëèáî (KI

Csc,Mi), ëèáî (KO
Csc, Ĥ

I
i ),

ppreC = AdvTPRCsc (BTPR).

Âû÷èñëèòåëüíûå ðåñóðñû àëãîðèòìîâ B, BCR è BTPR ïðåâîñõîäÿò ðåñóðñû A íà çíà÷å-
íèå, ïðîïîðöèîíàëüíîå îáú¼ìó îáðàáàòûâàåìûõ äàííûõ, t′ = t+ql. Ïðåîáëàäàíèå BCR
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è BTPR â ñîîòâåòñòâóþùèõ ìîäåëÿõ îöåíèâàåòñÿ íåðàâåíñòâàìè (5) è (6) ñîîòâåòñòâåí-
íî. Ïîëüçóÿñü íåðàâåíñòâîì òðåóãîëüíèêà, ïîëó÷àåì äîêàçûâàåìîå óòâåðæäåíèå.

Íå ÿâëÿåòñÿ ñòîéêèì â ìîäåëè PRF-LEAK, íàïðèìåð, ðåæèì èìèòîçàùèòû
CMAC [36] � óòå÷êà ïðîìåæóòî÷íîãî ñîñòîÿíèÿ ñðàçó äà¼ò ïðîòèâíèêó âîçìîæíîñòü
ñôîðìèðîâàòü ïîääåëêó.

Ðàñêðûòèå ñîñòîÿíèÿ ïðèâîäèò ê ïîòåðå ñòîéêîñòè ó àëãîðèòìîâ èìèòîçàùèòû,
îñíîâàííûõ íà îäíîêðàòíîì ïðèìåíåíèè õåø-ôóíêöèé òèïà HAIFA [37], íàïðèìåð
Skein-MAC [38] è BLAKE2-MAC [39], à òàêæå ó ñõåì, ïîñòðîåííûõ ïî ñõåìå ¾ãóáêà¿
(¾sponge¿) �KMAC [40]. Âìåñòå ñ òåì èç êðèïòîãðàôè÷åñêîé õåø-ôóíêöèè çà ñ÷¼ò
ïðèìåíåíèÿ äâîéíîãî õåøèðîâàíèÿ èëè ¾ñýíäâè÷à¿ îáû÷íî íåòðóäíî ñäåëàòü PRF-
LEAK-ñòîéêèé êðèïòîàëãîðèòì.

6. Ñòîéêîñòü ê àòàêàì íà êëþ÷
Êîëè÷åñòâåííûå îöåíêè â ìîäåëè PRF è PRF-LEAK îäèíàêîâû äëÿ òð¼õ àíàëè-

çèðóåìûõ ñõåì. Êðîìå òîãî, ïðè k ⩽ n/2 = 256 åäèíñòâåííûì ýôôåêòèâíûì ìåòî-
äîì íàðóøåíèÿ ñâîéñòâ áåçîïàñíîñòè ÿâëÿåòñÿ òîòàëüíîå îïðîáîâàíèå êëþ÷à (ïóñòü è
â ðàçíûõ ïðåäïîëîæåíèÿõ î ôóíêöèè ñæàòèÿ g▽).

Ïðè k, áëèçêîì ê n, è ïðè îòñóòñòâèè îãðàíè÷åíèé íà îáú¼ì îáðàáàòûâàåìîãî ìàòå-
ðèàëà Ñòðèáîã-Ê è HMAC-Ñòðèáîã ïîäâåðæåíû íåòðèâèàëüíûì àòàêàì íà âîññòàíîâ-
ëåíèå ñåêðåòíîãî êëþ÷à. Ñóùåñòâóþò ìåòîäû ñ òðóäî¼ìêîñòüþ ïîðÿäêà t ≈ q · l ≈ 24n/5

ïî âðåìåíè è äàííûì [9]. Ïðîñòîé ïîäñòàíîâêîé â (8) ìîæíî óáåäèòüñÿ, ÷òî íàëè÷èå
òàêèõ àòàê íå ïðîòèâîðå÷èò îöåíêå, ïîëó÷åííîé ñ ïîìîùüþ äîêàçàòåëüíîãî ïîäõîäà.

Àòàêè íà êëþ÷ [9] äàþò ïî ñóòè îöåíêó ñíèçó íà âåðîÿòíîñòü óñïåõà ïðîòèâíèêà
â ìîäåëè KR. Ïîëó÷èì âåðõíèå îöåíêè â ýòîé ìîäåëè, à òàêæå â óñëîâèÿõ óòå÷êè
âíóòðåííåãî ñîñòîÿíèÿ (KR-LEAK).

Ñõåìà ¾ñýíäâè÷¿ â ìîäåëÿõ KR è KR-LEAK ÿâëÿåòñÿ áîëåå ñòîéêîé, ÷åì äâà äðó-
ãèõ êðèïòîàëãîðèòìà.

Îïðåäåëåíèå 8. Õàðàêòåðèñòèêîé óñïåøíîñòè ïðîòèâíèêà A â ìîäåëè KR-
LEAK äëÿ êëþ÷åâîãî àëãîðèòìà F : K×X→ Y ïðè óòå÷êå, îïðåäåëÿåìîé ôóíêöèÿìè
leak1 : K→ L1 è leak2 : K×X→ L2, íàçîâ¼ì âåðîÿòíîñòü âîññòàíîâëåíèÿ êëþ÷à:

AdvKR-LEAKF,leak1,leak2
(A) = Pr

[
K

R← K : AL(leak1(K))⇒ K ′, K ′ = K
]
.

Îðàêóë L íà çàïðîñ X ∈ X âîçâðàùàåò (F(K,X), leak2(K,X)).
Ïðè îäèíàêîâûõ ôóíêöèÿõ óòå÷êè ìîäåëè PRF-LEAK è KR-LEAK ñâÿçàíû òàê

æå, êàê ìîäåëè PRF è KR.

Óòâåðæäåíèå 1. Âåðîÿòíîñòü óñïåõà ïðîòèâíèêà, ïûòàþùåãîñÿ îïðåäåëèòü ñåê-
ðåòíûé êëþ÷ K êðèïòîàëãîðèòìà Ñòðèáîã-Ñ (ïðè óòå÷êå KCsc), èëè Ñòðèáîã-Ê (ïðè
óòå÷êå KCsc), èëè HMAC-Ñòðèáîã (ïðè óòå÷êå leak1(K) = (KI

Csc, K
O
Csc) è leak2(K,Mi) =

= HI
i , 1 ⩽ i ⩽ q), îãðàíè÷åíà ñâåðõó ñîîòâåòñòâåííî:

AdvKR-LEAKSH,KCsc
(t, q, l) ⩽ AdvKRg▽ (t′, q′) ⪅ t′

2k
,

AdvKR-LEAKKH,KCsc
(t, q, l) ⩽ AdvKR-RKA⊞

g▽ (t′, q′) ⪅ t′ · q′
2k

; (12)

AdvKR-LEAKHMAC,leak1,leak2
(t, q, l) ⩽ Adv

KR-RKA⊞◦⊕
g▽ (t′, 2q′) ⪅ 2 · t′ · q′

2k
, (13)

ãäå t′ = t+ ql, q′ = q + 1.
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Äîêàçàòåëüñòâî. Ïóñòü ïðîòèâíèê A âîññòàíàâëèâàåò êëþ÷ àëãîðèòìà SH ñ âå-
ðîÿòíîñòüþ óñïåõà p. Ïîñòðîèì B, àòàêóþùèé g▽. Çà ñ÷¼ò ïåðâîãî çàïðîñà ïîëó÷èì
KCsc = g▽

K
(IV ), ïåðåäàäèì KCsc àëãîðèòìó A. Íà êàæäûé çàïðîñ Mi îò A ê SH: ñà-

ìîñòîÿòåëüíî âû÷èñëÿåì Yi = Csc(KCsc,Mi||cs(Mi)); ïîëó÷àåì ó îðàêóëà Hi = g▽
K
(Yi)

è âîçâðàùàåì åãî A. Äëÿ A èäåàëüíî ñèìóëèðóåòñÿ SH, à ñëåäîâàòåëüíî, âåðîÿòíîñòü
óñïåõà B ðàâíà p.

Äëÿ KH è HMAC àíàëîãè÷íî, íî g▽ ðàññìàòðèâàåòñÿ îòíîñèòåëüíî àòàê ñî ñâÿçàí-
íûìè êëþ÷àìè.

Òàêèì îáðàçîì, åäèíñòâåííûì ýôôåêòèâíûì ìåòîäîì îïðåäåëåíèÿ êëþ÷à ñõåìû
¾ñýíäâè÷¿ äàæå ïðè óòå÷êå KCsc ÿâëÿåòñÿ ìåòîä òîòàëüíîãî îïðîáîâàíèÿ (â ïðåäïî-
ëîæåíèè, ÷òî äëÿ ôóíêöèè ñæàòèÿ ýôôåêòèâíûì ÿâëÿåòñÿ òîëüêî òîòàëüíîå îïðî-
áîâàíèå). Äëÿ KH è HMAC ýòî íå òàê, íî óòâåðæäåíèå ïîêàçûâàåò, ÷òî âåðîÿòíîñòü
óñïåõà àòàêóþùåãî ðàñò¼ò íå áîëåå ÷åì ëèíåéíî ñ ðîñòîì ÷èñëà ñîîáùåíèé (q) è ïðàê-
òè÷åñêè íå çàâèñèò îò èõ äëèíû (l), òàê êàê âû÷èñëèòåëüíûå ìîùíîñòè ïðîòèâíèêà
íå ìåíüøå äîñòóïíûõ åìó äàííûõ (t > q · l). Îïòèìóì äîñòèãàåòñÿ ïðè t ≈ q ≈ 2k/2.
Ó÷èòûâàÿ (11), ïðè ïðîèçâîëüíîì k ïîëó÷èì

AdvKR-LEAKKH,KCsc
(t, q, l) ⪅ min

(
t′ · q′
2k

,
t′

2k
+

t′ 2

2n+1
+

t′

2n

)
, t′ ≈ t, q′ = q + 1,

è ñõîæóþ îöåíêó äëÿ HMAC.
Â ìîäåëè KR-LEAK îöåíêè (12) è (13) ÿâëÿþòñÿ òî÷íûìè, â [5] äëÿ ñõîæèõ óñëîâèé

îïèñàíà àòàêà, îñíîâàííàÿ íà ïîñòðîåíèè ìóëüòèêîëëèçèé äëÿ êàñêàäíîãî ïðåîáðàçî-
âàíèÿ. Îöåíêè âåðíû è â ìîäåëè KR, íî â ýòîì ñëó÷àå ãîâîðèòü îá èõ òî÷íîñòè íåëüçÿ,
àòàêè [9] òðåáóþò t ≈ 24n/5, ÷òî ìíîãî áîëüøå, ÷åì t ≈ 2n/2.

7. Ïîäõîäû ê çàùèòå îò àòàê ïî ïîáî÷íûì êàíàëàì
Ôóíêöèè óòå÷êè â ìîäåëÿõ KR-LEAK è PRF-LEAK íèêàê íå ñâÿçàíû ñ ïðèðîäîé

ïðîöåññîâ, èç-çà êîòîðûõ ïðîòèâíèê ïîëó÷àåò äîïîëíèòåëüíûå ñâåäåíèÿ. Èñïîëüçóå-
ìûé ïðè äîêàçàòåëüñòâå ñòîéêîñòè êîíêðåòíûé âèä ýòèõ ôóíêöèé ãîâîðèò î òîì, ÷òî
ïîëíûé äîñòóï ïðîòèâíèêà ê ñîäåðæàùåéñÿ â íèõ èíôîðìàöèè íå ïðèâîäèò ê íàðóøå-
íèþ ñâîéñòâ áåçîïàñíîñòè. Îòñþäà âàæíîå ñëåäñòâèå: òå ñâåäåíèÿ, êîòîðûå íå îïèñàíû
ôóíêöèÿìè óòå÷êè (è íå ìîãóò áûòü âû÷èñëåíû íà èõ îñíîâå), ÿâëÿþòñÿ êðèòè÷åñêè
âàæíûìè è ïîäëåæàò çàùèòå îò ðàñêðûòèÿ.

Êîíêðåòíûå ìåðû çàùèòû, â ïåðâóþ î÷åðåäü ìàñêèðîâàíèå [14, 41], ñóùåñòâåííûì
îáðàçîì çàâèñÿò îò ñïåöèôèêè ðåàëèçàöèè êðèïòîàëãîðèòìà è ôèçè÷åñêîé ìîäåëè ðàñ-
ñìàòðèâàåìûõ ïîáî÷íûõ êàíàëîâ è íå ÿâëÿþòñÿ ïðåäìåòîì íàñòîÿùåé ðàáîòû. Çäåñü
îïèøåì ÷àñòè êðèïòîàëãîðèòìîâ, êîòîðûå ñëåäóåò çàùèùàòü, à òàêæå óêàæåì íà îá-
ùèå ïðîáëåìû, âîçíèêàþùèå ïðè ðåàëèçàöèè ñîîòâåòñòâóþùåé çàùèòû.

Âî âñåõ ïðåäñòàâëåííûõ ðàíåå ðåçóëüòàòàõ êàñêàäíûé êëþ÷ KCsc (ïàðà êëþ÷åé
äëÿ HMAC-Ñòðèáîã) ðàñêðûâàëñÿ ïðîòèâíèêó. Ïðåäïîëàãàåì, ÷òî êàñêàäíûé êëþ÷
(êëþ÷è) âû÷èñëÿåòñÿ îäíîêðàòíî è õðàíèòñÿ â ïàìÿòè.

Ñõåìà ¾ñýíäâè÷¿ è Ñòðèáîã-Ê ñõîæè. Äëÿ ëþáîãî ñîîáùåíèÿ M ïðîòèâíèê ìîæåò
âû÷èñëèòü:

SH : Y = Csc(KCsc,M || cs(M)), σ = 0,

KH : Y = Csc(KCsc,M), σ = sum⊞(M).
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Ñëîæåíèå êëþ÷àK ñ áëîêàìè ñîîáùåíèÿ äîëæíî ïðîèñõîäèòü â KH îäíîêðàòíî: ñíà÷à-
ëà âû÷èñëÿåòñÿ σ, çàòåì K⊞σ. Â SH êëþ÷ âîîáùå íå äîëæåí ñêëàäûâàòüñÿ ñ áëîêàìè
ñîîáùåíèÿ.

Ïîñëåäíèé âûçîâ ôóíêöèè ñæàòèÿ:

H = g▽
K⊞σ

(Y ) = (K ⊞ σ)⊕ Y ⊕ E(Y,K ⊞ σ) =

= (K ⊞ σ)⊕ Y ⊕ X13 LPSX12 . . . LPSX1(K ⊞ σ), K = K || 0n−k.
(14)

Ðàóíäîâûå êëþ÷è øèôðà E ôîðìèðóþòñÿ èç ñîñòîÿíèÿ Y , à ñëåäîâàòåëüíî, òàêæå
èçâåñòíû ïðîòèâíèêó. Ôóíêöèÿ ñæàòèÿ ñàìà ïî ñåáå ÿâëÿåòñÿ ñòîéêîé â òàêèõ óñëî-
âèÿõ [7, 8]. Îäíàêî åñëè ðàñêðûâàåòñÿ ïðîìåæóòî÷íîå ñîñòîÿíèå, íàïðèìåð s(1) =
= LPSX1(K ⊞ σ), òî ïðîòèâíèê ëåãêî âû÷èñëèò êëþ÷:

s(13) = X13 LPSX12 . . . LPSX2(s
(1)),

K =
(
H ⊕ Y ⊕ s(13)

)
⊟ σ.

Íåîáõîäèìà çàùèòà âñåõ âíóòðåííèõ ñîñòîÿíèé øèôðà íà ïðîòÿæåíèè 13 ðàóíäîâ.
Âû÷èñëåíèÿ êàñêàäíîãî ïðåîáðàçîâàíèÿ ìîãóò, ñëåäîâàòåëüíî, îñóùåñòâëÿòüñÿ

¾áûñòðûì¿ íåçàùèù¼ííûì îáðàçîì, à ïîñëåäíèé âûçîâ øèôðà E�¾ìåäëåííûì¿ çà-
ùèù¼ííûì, íàïðèìåð íà îòäåëüíîì âíåøíåì (ïî îòíîøåíèþ ê îñòàëüíîé âû÷èñëè-
òåëüíîé ñèñòåìå) ìîäóëå.

Ó Ñòðèáîã-Ñ êîíòðîëüíàÿ ñóììà âñåãäà ðàâíà íóëþ (σ = 0), ñëîæåíèå ïî ìîäó-
ëþ 2n îòñóòñòâóåò, ÷òî ïîçâîëÿåò ïðèìåíÿòü äëÿ çàùèòû LPSX-ïðåîáðàçîâàíèé (14)
õîðîøî èçâåñòíûå ìåòîäû ìàñêèðîâàíèÿ [14, 41, 42], â òîì ÷èñëå èñïîëüçóþùèå ñïå-
öèôèêó íåëèíåéíîãî ïðåîáðàçîâàíèÿ [16], à òàêæå ìåòîäû, îñíîâàííûå íà ïîðîãîâîé
ðåàëèçàöèè (threshold implementation) [15, 43�45].

Äëÿ çàùèòû êðèïòîàëãîðèòìà Ñòðèáîã-Ê èç-çà ïðîèçâîëüíîñòè çíà÷åíèÿ σ ìî-
æåò ïîòðåáîâàòüñÿ ïðèìåíåíèå âñïîìîãàòåëüíûõ àëãîðèòìîâ, ÷òî ñíèæàåò ñêîðîñòü
ðàáîòû è óñëîæíÿåò ðåàëèçàöèþ. Ïóñòü, íàïðèìåð, âìåñòî êëþ÷à èñïîëüçóåòñÿ ïà-
ðà ¾ìàñêèðîâàííûé êëþ÷, ìàñêà¿ (K ⊞ W,W ). Òîãäà ïîñëå ñëîæåíèÿ ñ ÊÑ ïîëó÷èì
(K⊞W ⊞σ,W ). Â øèôðå E èñïîëüçóåòñÿ îïåðàöèÿ ⊕, ÷òî ïîòðåáóåò âû÷èñëåíèÿ ïàðû
(K⊞σ⊕W ′,W ′), íàïðèìåð, ñ ïîìîùüþ [11]. Åñëè îäíîâðåìåííîå õðàíåíèå êëþ÷à ïîä
ðàçíûìè ìàñêàìè íåâîçìîæíî, òî ïåðåõîä îò (K ⊞ σ⊕W ′,W ′) ê (K ⊞W ′′,W ′′) òàêæå
ïîòðåáóåò ïðèìåíåíèÿ ñïåöèàëüíîãî àëãîðèòìà [10].

Ó êðèïòîàëãîðèòìà HMAC-Ñòðèáîã çàùèùàòü òðåáóåòñÿ äâà âûçîâà áëî÷íîãî
øèôðà, ïðè ïåðâîì è âòîðîì õåøèðîâàíèè. Ïðîòèâíèêó èçâåñòíû çíà÷åíèÿ

Y I = Csc(KI
Csc,M), σI =sum⊞(M), HI =g▽

K⊕ipad⊞σI (Y
I),

Y O = Csc(KO
Csc,msbτ (H

I)), σO =sum⊞(msbτ (H
I)), HO =g▽

K⊕opad⊞σO(Y
O),

à òàêæå ðàóíäîâûå êëþ÷è øèôðà E, ôîðìèðóåìûå èç Y I è Y O. Â îáùåì ñëó÷àå σI ̸= 0
è σO ̸= 0, ÷òî ïðèâîäèò ê íåîáõîäèìîñòè äâóêðàòíîãî ïðèìåíåíèÿ òàêèõ æå âñïîìî-
ãàòåëüíûõ àëãîðèòìîâ [10, 11], êàê è äëÿ Ñòðèáîã-Ê. Âû÷èñëåíèå Y O = Csc(KO

Csc, . . .)
òðåáóåò äâà (τ = 256) èëè òðè (τ = 512) îáðàùåíèÿ ê ôóíêöèè ñæàòèÿ, ÷òî çàòðóäíÿåò
ðåàëèçàöèþ E íà çàùèù¼ííîì âíåøíåì ìîäóëå. Ê òàêîìó ìîäóëþ ïîòðåáóåòñÿ ëèáî
äåëàòü äâà çàïðîñà, ëèáî ðåàëèçîâûâàòü âû÷èñëåíèå Y O âíóòðè íåãî.
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Çàêëþ÷åíèå
Â ðàáîòå ïðåäëîæåí ïðîñòîé ñïîñîá ïðåîáðàçîâàíèÿ îòå÷åñòâåííîé õåø-ôóíêöèè

â êëþ÷åâîé êðèïòîàëãîðèòì ïî ñõåìå ¾ñýíäâè÷¿ (Ñòðèáîã-Ñ), ê õåøèðóåìîìó òåê-
ñòó ïðèïèñûâàåòñÿ ñïåöèàëüíûé áëîê, èãðàþùèé ðîëü ¾àëüòåðíàòèâíîé¿ êîíòðîëüíîé
ñóììû, à â ñàìó õåø-ôóíêöèþ íèêàêèõ èçìåíåíèé íå âíîñèòñÿ.

Áëàãîäàðÿ óêàçàííîìó ïðè¼ìó, ñæèìàþùåå ïðåîáðàçîâàíèå g▽ (ïåðâîå è ïîñëåäíåå
â õåø-ôóíêöèè) èñïîëüçóåòñÿ òîëüêî ñ êëþ÷îì K, à íå ñî ñâÿçàííûìè êëþ÷àìè âèäà
K ⊞ σ, êàê â àëãîðèòìàõ HMAC-Ñòðèáîã è Ñòðèáîã-Ê.

Ñõåìà ¾ñýíäâè÷¿ ÿâëÿåòñÿ ñòîéêîé ïñåâäîñëó÷àéíîé ôóíêöèåé (PRF) è, ñëåäîâà-
òåëüíî, ñòîéêèì àëãîðèòìîì èìèòîçàùèòû, ïðè ýòîì ôóíêöèÿ g▽ äîëæíà áûòü PRF,
íî ñòîéêîñòè ê àòàêàì ñî ñâÿçàííûìè êëþ÷àìè îò íå¼ íå òðåáóåòñÿ. Àíàëîãè÷íîå ñî-
îáðàæåíèå ïîçâîëÿåò ïîêàçàòü, ÷òî ïðè ëþáîì îáú¼ìå îáðàáàòûâàåìûõ äàííûõ äëÿ
Ñòðèáîã-Ñ íå ñóùåñòâóåò áîëåå ýôôåêòèâíîãî ìåòîäà îïðåäåëåíèÿ êëþ÷à, ÷åì òîòàëü-
íîå îïðîáîâàíèå, åñëè òî æå ñàìîå âåðíî äëÿ ôóíêöèè ñæàòèÿ g▽.

Ïðåäëîæåíû ìîäåëè óãðîç PRF-LEAK è KR-LEAK, â ðàìêàõ êîòîðûõ ïðîòèâíèê
(ðåøàþùèé çàäà÷ó ðàçëè÷åíèÿ èëè ïûòàþùèéñÿ âîññòàíîâèòü êëþ÷ ñîîòâåòñòâåííî)
ïîëó÷àåò íåïîñðåäñòâåííûé äîñòóï ê (ïî÷òè âñåì) âíóòðåííèì ñîñòîÿíèÿì êðèïòîàë-
ãîðèòìà, ïðîèñõîäèò èõ ðàñêðûòèå � óòå÷êà. Äîêàçàíî, ÷òî Ñòðèáîã-Ñ, Ñòðèáîã-Ê è
HMAC-Ñòðèáîã ÿâëÿþòñÿ ñòîéêèìè â ýòèõ ìîäåëÿõ ïðè äîïîëíèòåëüíîì ïðåäïîëî-
æåíèè î ñòîéêîñòè ôóíêöèè ñæàòèÿ ê àòàêàì íà ïîñòðîåíèå êîëëèçèé è ïðîîáðàçà.
Ñïðàâåäëèâîñòü ïðåäïîëîæåíèÿ ïîäòâåðæäàåòñÿ ïðåäñòàâëåííûìè â îòêðûòîé ëèòå-
ðàòóðå êîíñòðóêòèâíûìè èññëåäîâàíèÿìè. Ñòîéêîñòü â ýòèõ ìîäåëÿõ äåëàåò óêàçàí-
íûå êðèïòîàëãîðèòìû ïðåäïî÷òèòåëüíåå ðÿäà ñõåì, îñíîâàííûõ íà áëî÷íûõ øèôðàõ,
íàïðèìåð ðåæèìà èìèòîçàùèòû ÃÎÑÒ 34.13-2018.

Âûïîëíåííûé àíàëèç ïîçâîëèë âûÿâèòü ÷àñòè õåø-ôóíêöèè, êîòîðûå ïðè ðåàëèçà-
öèè êëþ÷åâûõ êðèïòîàëãîðèòìîâ ïîäëåæàò çàùèòå îò êàêèõ-ëèáî óòå÷åê. Çàùèùàòü
òðåáóåòñÿ òîëüêî ïîñëåäíþþ ôóíêöèþ ñæàòèÿ, à òî÷íåå, èñïîëüçóåìûé âíóòðè íå¼
áëî÷íûé øèôð (áåç àëãîðèòìà ðàçâ¼ðòêè êëþ÷à) è ñàì âõîä øèôðà (êîòîðûì ÿâëÿ-
åòñÿ ñåêðåòíûé êëþ÷ K èëè K ⊞ σ). Äëÿ HMAC-Ñòðèáîã çàùèòà òðåáóåòñÿ è ïðè
ïåðâîì, è ïðè âòîðîì õåøèðîâàíèè. Îòñóòñòâèå ó ñõåìû ¾ñýíäâè÷¿ ñâÿçàííûõ êëþ÷åé
è, êàê ñëåäñòâèå, ïîïåðåìåííîãî èñïîëüçîâàíèÿ îïåðàöèé ⊞ è ⊕ â ðÿäå ñëó÷àåâ, êàê
ïðåäñòàâëÿåòñÿ, ïîçâîëÿåò ñóùåñòâåííî óïðîñòèòü ðåàëèçàöèþ ìåð çàùèòû.

ËÈÒÅÐÀÒÓÐÀ
1. ÃÎÑÒ 34.11-2018. Èíôîðìàöèîííàÿ òåõíîëîãèÿ. Êðèïòîãðàôè÷åñêàÿ çàùèòà èíôîðìà-

öèè. Ôóíêöèÿ õýøèðîâàíèÿ. Ì.: Ñòàíäàðòèíôîðì, 2018.

2. Damgard I. A design principle for hash functions // LNCS. 1990. V. 435. P. 416�427.

3. Merkle R. One way hash functions and DES // LNCS. 1990. V. 435. P. 428�446.

4. Ð 50.1.113-2016. Èíôîðìàöèîííàÿ òåõíîëîãèÿ. Êðèïòîãðàôè÷åñêàÿ çàùèòà èíôîðìàöèè.
Êðèïòîãðàôè÷åñêèå àëãîðèòìû, ñîïóòñòâóþùèå ïðèìåíåíèþ àëãîðèòìîâ ýëåêòðîííîé
öèôðîâîé ïîäïèñè è ôóíêöèè õýøèðîâàíèÿ. Ì.: Ñòàíäàðòèíôîðì, 2016.

5. Kiryukhin V.A. Keyed Streebog is a secure PRF and MAC // Ìàòåì. âîïð. êðèïòîãð. 2023.
Ò. 14. �2. Ñ. 77�96.

6. Kiryukhin V.A. About �k-bit Security� of MACs Based on Hash Function Streebog.
Cryptology ePrint Archive. Paper 2023/1305. 2023. https://eprint.iacr.org/2023/1305.

7. Kiryukhin V.A. Streebog compression function as PRF in secret-key settings // Ìàòåì. âîïð.
êðèïòîãð. 2022. Ò. 13. �2. Ñ. 99�116.



Êëþ÷åâîé êðèïòîàëãîðèòì ïî ñõåìå ¾ñýíäâè÷¿ íà îñíîâå õåø-ôóíêöèè ¾Ñòðèáîã¿ 45

8. Kiryukhin V.A. Related-key attacks on the compression function of Streebog // Ìàòåì. âîïð.
êðèïòîãð. 2023. Ò. 14. �2. Ñ. 59�76.

9. Dinur I. and Leurent G. Improved generic attacks against hash-based MACs and HAIFA //
LNCS. 2014. V. 8616. P. 149�168.

10. Goubin L. A Sound method for switching between Boolean and arithmetic masking // LNCS.
2001. V. 2162. P. 3�15.

11. Coron J., Großsch�adl J., Tibouchi M., and Vadnala P.K. Conversion from arithmetic to
Boolean masking with Logarithmic complexity // LNCS. 2015. V. 9054. P. 130�149.

12. Yasuda K. �Sandwich� is indeed secure: How to authenticate a message with just one
hashing // LNCS. 2007. V. 4586. P. 355�369.

13. Bellare M., Goldreich O., and Mityagin A. The Power of Veri�cation Queries in Message
Authentication and Authenticated Encryption. Cryptology ePrint Archive. Paper 2004/304.
2004. https://eprint.iacr.org/2004/304.

14. Bl�omer J., Merchan J., and Krummel V. Provably secure masking of AES // LNCS. 2004.
V. 3357. P. 69�83.

15. Nikova S., Rechberger C., and Rijmen V. Threshold implementations against side-channel
attacks and glitches // LNCS. 2006. V. 4307. P. 529�545.

16. Lavrenteva T.A. and Matveev S.V. Side-channel attacks countermeasure based on
decomposed S-boxes for Kuznyechik // Ìàòåì. âîïð. êðèïòîãð. 2021. Ò. 12. �2.
Ñ. 147�157.

17. Bellare M. and Rogaway P. Introduction to Modern Cryptography. 2005. https://web.cs.
ucdavis.edu/~rogaway/classes/227/spring05/book/main.pdf.

18. Bernstein D. J. and Lange T. Non-uniform cracks in the concrete: The power of free
precomputation // LNCS. 2013. V. 8270. P. 321�340.

19. Guo J., Jean J., Leurent G., et al. The usage of counter revisited: Second-preimage attack on
new Russian standardized hash function // LNCS. 2014. V. 8781. P. 195�211.

20. Abdelkhalek A., AlTawy R., and Youssef A.M. Impossible di�erential properties of reduced
round Streebog // LNCS. 2015. V. 9084. P. 274�286.

21. Rogaway P. and Shrimpton T. Cryptographic hash-function basics: De�nitions, implications,
and separations for preimage resistance, second-preimage resistance, and collision resistance //
LNCS. 2004. V. 3017. P. 371�388.

22. AlTawy R., Kircanski A., and Youssef A.M. Rebound attacks on Stribog // LNCS. 2014.
V. 8565. P. 175�188.

23. Lin D., Xu S., and Yung M. Cryptanalysis of the round-reduced GOST hash function //
LNCS. 2014. V. 8567. P. 309�322.

24. Ma B., Li B., Hao R., and Li X. Improved cryptanalysis on reduced-round GOST and
Whirlpool hash function // LNCS. 2014. V. 8479. P. 289�307.

25. Wang Z., Yu H., and Wang X. Cryptanalysis of GOST R hash function // Inform. Processing
Lett. 2014. V. 114. P. 655�662.

26. K�olbl S. and Rechberger C. Practical attacks on AES-like cryptographic hash functions //
LNCS. 2014. V. 8895. P. 259�273.

27. Van Oorschot P.C. and Wiener M. J. Parallel collision search with cryptanalytic
applications // J. Cryptology. 1999. V. 12. No. 1. P. 1�28.

28. AlTawy R. and Youssef A.M. Preimage attacks on reduced-round Stribog // LNCS. 2014.
V. 8469. P. 109�125.

29. Ma B., Li B., Hao R., and Li X. Improved (pseudo) preimage attacks on reduced-round
GOST and Grostl-256 and studies on several truncation patterns for AES-like compression
functions // LNCS. 2015. V. 9241. P. 79�96.



46 Â.À. Êèðþõèí, À.Ì. Ñåðãååâ

30. Hua J., Dong X., Sun S., et al. Improved MITM Cryptanalysis on Streebog. Cryptology
ePrint Archive. Paper 2022/568. 2022. https://eprint.iacr.org/2022/568.

31. Bellare M., Jaeger J., and Len J. Better than advertised: Improved collision-resistance
guarantees for MD-based hash functions // Proc. CCS'17. N.Y.: ACM, 2017. P. 891�906.

32. Bellare M. New proofs for NMAC and HMAC: Security without collision-resistance // LNCS.
2014. V. 4117. P. 602�619.

33. Koblitz N. and Menezes A. Another look at HMAC // J. Math. Cryptology. 2013. V. 7:3.
P. 225�251.

34. Ðåïîçèòîðèé ¾Êëþ÷åâîé Ñòðèáîã¿. https://gitflic.ru/project/vkir/streebog.

35. ÃÎÑÒ Ð 34.11-94. Èíôîðìàöèîííàÿ òåõíîëîãèÿ. Êðèïòîãðàôè÷åñêàÿ çàùèòà èíôîðìà-
öèè. Ôóíêöèÿ õýøèðîâàíèÿ. Ì.: Èçäàòåëüñòâî Ñòàíäàðòîâ, 1994.

36. ÃÎÑÒ 34.13-2018. Èíôîðìàöèîííàÿ òåõíîëîãèÿ. Êðèïòîãðàôè÷åñêàÿ çàùèòà èíôîðìà-
öèè. Ðåæèìû ðàáîòû áëî÷íûõ øèôðîâ. Ì.: Ñòàíäàðòèíôîðì, 2018.

37. Biham E. and Dunkelman O. A Framework for Iterative Hash Functions � HAIFA.
Cryptology ePrint Archive. Report 2007/278. 2007. https://eprint.iacr.org/2007/278.

38. Ferguson N., Lucks S., Schneier B., et al. The Skein Hash Function Family. 2009. https:
//api.semanticscholar.org/CorpusID:59739596.

39. Aumasson J., Neves S., Wilcox-O'Hearn Z., and Winnerlein C. BLAKE2: Simpler, Smaller,
Fast as MD5. IACR Cryptology ePrint Archive. Report 2013/322. 2013. https://eprint.
iacr.org/2013/322.pdf.

40. Kelsey J., Chang S., and Perlner R. SHA-3 Derived Functions: cSHAKE, KMAC, TupleHash
and ParallelHash. NIST Special Publication 800-185. 2016. https://doi.org/10.6028/NIST.
SP.800-185.

41. Goubin L. and Patarin J. DES and di�erential power analysis. The �Duplication� Method //
LNCS. 1999. V. 1717. P. 158�172.

42. Oswald E., Mangard S., Pramstaller N., and Rijmen V. A side-channel analysis resistant
description of the AES S-Box // LNCS. 2005. V. 3557. P. 413�423.

43. Bilgin B., Nikova S., Nikov V., et al. Threshold implementations of all 3 × 3 and 4 × 4 S-
boxes // LNCS. 2012. V. 7428. P. 76�91.

44. Daemen J. Changing of the guards: A simple and e�cient method for achieving uniformity
in threshold sharing // LNCS. 2017. V. 10529. P. 137�153.

45. Piccione E., Andreoli S., Budaghyan L., et al. An optimal universal construction for the
threshold implementation of bijective S-boxes // IEEE Trans. Inform. Theory. 2023. V. 69.
No. 10. P. 6700�6710.

REFERENCES
1. GOST 34.11-2018. Informatsionnaya tekhnologiya. Kriptogra�cheskaya zashchita informatsii.

Funktsiya kheshirovaniya [GOST R 34.11-2018. Information Technology. Cryptographic Data
Security. Hash-function]. Moscow, Standartinform Publ., 2018. (in Russian)

2. Damgard I. A design principle for hash functions. LNCS, 1990, vol. 435, pp. 416�427.

3. Merkle R. One way wash functions and DES. LNCS, 1990, vol. 435, pp. 428�446.

4. R 50.1.113-2016. Informatsionnaya tekhnologiya. Kriptogra�cheskaya zashchita informatsii.
Kriptogra�cheskie algoritmy, soputstvuyushchie primeneniyu algoritmov elektronnoy tsifro-
voy podpisi i funktsii kheshirovaniya [R 50.1.113-2016. Information Technology. Cryptogra-
phic Data Security. Cryptographic Algorithms Accompanying the Use of Electronic Digital
Signature Algorithms and Hash Functions]. Moscow, Standartinform Publ., 2016. (in Russian)

5. Kiryukhin V.A. Keyed Streebog is a secure PRF and MAC. Mat. Vopr. Kriptogr., 2023,
vol. 14, iss. 2, pp. 77�96.



Êëþ÷åâîé êðèïòîàëãîðèòì ïî ñõåìå ¾ñýíäâè÷¿ íà îñíîâå õåø-ôóíêöèè ¾Ñòðèáîã¿ 47

6. Kiryukhin V.A. About �k-bit Security� of MACs Based on Hash Function Streebog.
Cryptology ePrint Archive, Paper 2023/1305, 2023, https://eprint.iacr.org/2023/1305.

7. Kiryukhin V.A. Streebog compression function as PRF in secret-key settings. Mat. Vopr.
Kriptogr., 2022, vol. 13, iss. 2, pp. 99�116.

8. Kiryukhin V.A. Related-key attacks on the compression function of Streebog. Mat. Vopr.
Kriptogr., 2023, vol. 14, iss. 2, pp. 59�76.

9. Dinur I. and Leurent G. Improved generic attacks against hash-based MACs and HAIFA.
LNCS, 2014, vol. 8616, pp. 149�168.

10. Goubin L. A sound method for switching between Boolean and arithmetic masking. LNCS,
2001, vol. 2162, pp. 3�15.

11. Coron J., Großsch�adl J., Tibouchi M., and Vadnala P.K. Conversion from arithmetic to
Boolean masking with logarithmic complexity. LNCS, 2015, vol. 9054, pp. 130�149.

12. Yasuda K. �Sandwich� is indeed secure: How to authenticate a message with just one hashing.
LNCS, 2007, vol. 4586, pp. 355�369.

13. Bellare M., Goldreich O., and Mityagin A. The Power of Veri�cation Queries in Message
Authentication and Authenticated Encryption. Cryptology ePrint Archive, Paper 2004/304,
2004, https://eprint.iacr.org/2004/304.

14. Bl�omer J., Merchan J., and Krummel V. Provably secure masking of AES. LNCS, 2004,
vol. 3357, pp. 69�83.

15. Nikova S., Rechberger C., and Rijmen V. Threshold implementations against side-channel
attacks and glitches. LNCS, 2006, vol. 4307, pp. 529�545.

16. Lavrenteva T.A. and Matveev S.V. Side-channel attacks countermeasure based on
decomposed S-boxes for Kuznyechik. Mat. vopr. kriptogr., 2021, vol. 12, iss. 2, pp. 147�157.

17. Bellare M. and Rogaway P. Introduction to Modern Cryptography. 2005. https://web.cs.
ucdavis.edu/~rogaway/classes/227/spring05/book/main.pdf.

18. Bernstein D. J. and Lange T. Non-uniform cracks in the concrete: The power of free
precomputation. LNCS, 2013, vol. 8270, pp. 321�340.

19. Guo J., Jean J., Leurent G., et al. The usage of counter revisited: Second-preimage attack on
new Russian standardized hash function. LNCS, 2014, vol. 8781, pp. 195�211.

20. Abdelkhalek A., AlTawy R., and Youssef A.M. Impossible di�erential properties of reduced
round Streebog. LNCS, 2015, vol. 9084, pp. 274�286.

21. Rogaway P. and Shrimpton T. Cryptographic hash-function basics: De�nitions, implications,
and separations for preimage resistance, second-preimage resistance, and collision resistance.
LNCS, 2004, vol. 3017, pp. 371�388.

22. AlTawy R., Kircanski A., and Youssef A.M. Rebound attacks on Stribog. LNCS, 2014,
vol. 8565, pp. 175�188.

23. Lin D., Xu S., and Yung M. Cryptanalysis of the round-reduced GOST hash function. LNCS,
2014, vol. 8567, pp. 309�322.

24. Ma B., Li B., Hao R., and Li X. Improved cryptanalysis on reduced-round GOST and
Whirlpool hash function. LNCS, 2014, vol. 8479, pp. 289�307.

25. Wang Z., Yu H., and Wang X. Cryptanalysis of GOST R hash function. Inform. Processing
Lett., 2014, vol. 114, pp. 655�662.

26. K�olbl S. and Rechberger C. Practical attacks on AES-like cryptographic hash functions. LNCS,
2014, vol. 8895, pp. 259�273.

27. Van Oorschot P.C. and Wiener M. J. Parallel collision search with cryptanalytic applications.
J. Cryptology, 1999, vol. 12, iss. 1, pp. 1�28.

28. AlTawy R. and Youssef A.M. Preimage attacks on reduced-round Stribog. LNCS, 2014,
vol. 8469, pp. 109�125.



48 Â.À. Êèðþõèí, À.Ì. Ñåðãååâ

29. Ma B., Li B., Hao R., and Li X. Improved (pseudo) preimage attacks on reduced-round
GOST and Grostl-256 and studies on several truncation patterns for AES-like compression
functions. LNCS, 2015, vol. 9241, pp. 79�96.

30. Hua J., Dong X., Sun S., et al. Improved MITM Cryptanalysis on Streebog. Cryptology
ePrint Archive, Paper 2022/568, 2022, https://eprint.iacr.org/2022/568.

31. Bellare M., Jaeger J., and Len J. Better than advertised: Improved collision-resistance
guarantees for MD-based hash functions. Proc. CCS'17, N.Y., ACM, 2017, pp. 891�906.

32. Bellare M. New proofs for NMAC and HMAC: security without collision-resistance. LNCS,
2014, vol. 4117, pp. 602�619.

33. Koblitz N. and Menezes A. Another look at HMAC. J. Math. Cryptology, 2013, vol. 7:3,
pp. 225�251.

34. Repository �Keyed Streebog�, https://gitflic.ru/project/vkir/streebog.

35. GOST R 34.11-94. Informatsionnaya tekhnologiya. Kriptogra�cheskaya zashchita informatsii.
Funktsiya kheshirovaniya. [GOST R 34.11-94. Information Technology. Cryptographic Data
Security. Hash-function]. Moscow, Izdatelstvo Standartov, 1994. (in Russian)

36. GOST 34.13-2018. Informatsionnaya tekhnologiya. Kriptogra�cheskaya zashchita informatsii.
Rezhimy raboty blochnykh shifrov [GOST 34.13-2018. Information Technology. Modes of
Operation for Block Ciphers]. Moscow, Standartinform Publ., 2018. (in Russian)

37. Biham E. and Dunkelman O. A Framework for Iterative Hash Functions � HAIFA.
Cryptology ePrint Archive, Report 2007/278. 2007, https://eprint.iacr.org/2007/278.

38. Ferguson N., Lucks S., Schneier B., et al. The Skein Hash Function Family. 2009, https:
//api.semanticscholar.org/CorpusID:59739596.

39. Aumasson J., Neves S., Wilcox-O'Hearn Z., and Winnerlein C. BLAKE2: Simpler, Smaller,
Fast as MD5. IACR Cryptology ePrint Archive, Report 2013/322, 2013, https://eprint.
iacr.org/2013/322.pdf.

40. Kelsey J., Chang S., and Perlner R. NIST Special Publication 800-185. SHA-3 Derived
Functions: cSHAKE, KMAC, TupleHash and ParallelHash. 2016, https://doi.org/10.

6028/NIST.SP.800-185.

41. Goubin L. and Patarin J. DES and di�erential power analysis. The �Duplication� method.
LNCS, 1999, vol. 1717, pp. 158�172.

42. Oswald E., Mangard S., Pramstaller N., and Rijmen V. A side-channel analysis resistant
description of the AES S-box. LNCS, 2005, vol. 3557, pp. 413�423.

43. Bilgin B., Nikova S., Nikov V., et al. Threshold implementations of all 3×3 and 4×4 S-boxes.
LNCS, 2012, vol. 7428, pp. 76�91.

44. Daemen J. Changing of the guards: A simple and e�cient method for achieving uniformity
in threshold sharing. LNCS, 2017, vol. 10529, pp. 137�153.

45. Piccione E., Andreoli S., Budaghyan L., et al. An optimal universal construction for the
threshold implementation of bijective S-boxes. IEEE Trans. Inform. Theory, 2023, vol. 69,
iss. 10, pp. 6700�6710.



2024

ÏÐÈÊËÀÄÍÀß ÄÈÑÊÐÅÒÍÀß ÌÀÒÅÌÀÒÈÊÀ

Ìàòåìàòè÷åñêèå ìåòîäû êðèïòîãðàôèè � 63

ÓÄÊ 519.7 DOI 10.17223/20710410/63/3
BLIND SIGNATURE AS A SHIELD

AGAINST BACKDOORS IN SMART CARDS

L.R. Akhmetzyanova, A.A. Babueva, A.A. Bozhko

CryptoPro, Moscow, Russia

E-mail: {lah, babueva, bozhko}@cryptopro.ru

The problem of signature forgery (including signature key recovery) in the presence
of backdoors in the hardware or software of functional key carriers (smart cards)
is considered. A new approach to solving the problem based on using blind signa-
ture schemes is proposed. It is shown that honest-signer blindness and honest-but-
curious unforgeability of the blind signature schemes imply security against backdoors
in smart cards. As a concrete example, we consider a blind version of the GOST sig-
nature scheme (the blind signature scheme proposed by Camenisch) and show that
this scheme is resistant to backdoors under the single assumption that GOST is secure
in the standard sense.

Keywords: blind signature scheme, GOST R 34.10-2012, untrusted smart cards,
backdoors.

ÑÕÅÌÛ ÏÎÄÏÈÑÈ ÂÑËÅÏÓÞ ÊÀÊ ÇÀÙÈÒÀ ÎÒ ÇÀÊËÀÄÎÊ
Â ÑÌÀÐÒ-ÊÀÐÒÀÕ

Ë.Ð. Àõìåòçÿíîâà, À.À. Áàáóåâà, À.À. Áîæêî

ÊðèïòîÏðî, ã. Ìîñêâà, Ðîññèÿ

Ðàññìàòðèâàåòñÿ çàäà÷à îáåñïå÷åíèÿ çàùèòû îò ïîääåëêè ïîäïèñè (â òîì ÷èñ-
ëå çà ñ÷¼ò âîññòàíîâëåíèÿ êëþ÷à ïîäïèñè) â óñëîâèÿõ íàëè÷èÿ çàêëàäîê â àï-
ïàðàòíîì èëè ïðîãðàììíîì îáåñïå÷åíèè ôóíêöèîíàëüíûõ êëþ÷åâûõ íîñèòåëåé
(ñìàðò-êàðò). Ïðåäëàãàåòñÿ íîâûé ïîäõîä ê ðåøåíèþ çàäà÷è, îñíîâàííûé íà èñ-
ïîëüçîâàíèè ñõåì ïîäïèñè âñëåïóþ. Ïîêàçûâàåòñÿ, ÷òî îáåñïå÷åíèå ñõåìîé ïîäïè-
ñè âñëåïóþ ñâîéñòâ íåîòñëåæèâàåìîñòè ïðè óñëîâèè ÷åñòíîé ãåíåðàöèè êëþ÷åé è
íåïîääåëûâàåìîñòè îòíîñèòåëüíî ¾÷åñòíîãî, íî ëþáîïûòíîãî¿ íàðóøèòåëÿ îáåñ-
ïå÷èâàåò çàùèòó îò çàêëàäîê â ñìàðò-êàðòàõ. Â êà÷åñòâå êîíêðåòíîãî ïðèìåðà
ðàññìàòðèâàåòñÿ ñõåìà ïîäïèñè âñëåïóþ íà îñíîâå óðàâíåíèÿ ÃÎÑÒ, ïðåäëîæåí-
íàÿ Êàìåíèøåì. Äîêàçûâàåòñÿ, ÷òî ýòà ñõåìà îáåñïå÷èâàåò çàùèòó îò çàêëàäîê
ïðè åäèíñòâåííîì ïðåäïîëîæåíèè, ÷òî ñõåìà ïîäïèñè ÃÎÑÒ îáåñïå÷èâàåò ñâîé-
ñòâî íåïîääåëûâàåìîñòè â ñòàíäàðòíîì ñìûñëå.

Êëþ÷åâûå ñëîâà: ñõåìà ïîäïèñè âñëåïóþ, ÃÎÑÒ Ð 34.10-2012, íåäîâåðåííûå

ñìàðò-êàðòû, çàêëàäêè.

1. Introduction
Consider an information system consisting of two components: a smart card (or

token) used as a functional key storage and an application installed on a user device
(desktop or handheld). The applied function of a system is to compute a signature of
any document transmitted via the application with a key uploaded and stored on a smart
card. The components usually interact in the following way:
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1) the user opens the application, chooses the document to be signed and pushes the
button �Sign�;

2) the application connects to the smart card (usually by setting up a password-
protected secure channel [1]) and sends it the selected document or document hash
value;

3) the smart card computes the signature value of the document on its own under a
stored private key and returns the computed value to the application;

4) the application veri�es the received signature value and returns the signed document
to the user.

The use of smart cards with unrecoverable on-board private key cryptography is
considered one of the most secure approaches to key management that allows to protect
against adversaries which can get physical access to key storage devices. However, it has its
own disadvantages. Unlike software applications, which can be open source and therefore
fully veri�ed, self-compiled and securely installed by anyone, smart card development is
a much more technically complex process that is usually carried out by companies that
specialize in the �eld. Indeed, the signing code is often hardwired directly into smart
card microchips to improve performance and, consequently, cannot be openly veri�ed by
outsiders: the users are given a ready-to-use �black-box� device. This makes it possible for
unscrupulous developers to implement a malicious code.

In the paper, we address the security issues that arise when the smart card used is
seen as an untrusted component and is believed to contain backdoors. In the context of
systems based on ElGamal or Schnorr type signature schemes, these issues are highly
crucial, since this type of signature uses one-time random values that are generated using a
smart card and whose compromise immediately results in the recovery of the user's private
key. For instance, malicious smart card can use low-entropy one-time values allowing an
adversary (e.g., company implementing this backdoor) to perform the brute force attack
and recover the user key from a correct signature.

Related work. The paper [2] is devoted to these issues. Firstly, the paper introduces
two types of adversary to be considered:

External adversary: it models an honest-but-curious adversary acting on the application
side; the adversary's goal is to make a new correct pair (message, signature) without
interacting with a smart card or, in other words, to make a forgery. Note that this threat
includes the stronger one � key recovery. Consideration of such adversaries covers the
scenario where only honest user interacts with smart card through veri�ed and trusted
application, but this application is less protected from memory leaks compared to the
smart card.

Remark 1. Note that this type does not cover the capabilities of active adversaries
that can directly interact (e.g., using its own malicious application) with the smart card.
In practice, it means that the adversary that steals the smart card cannot get access to
its API. Considering only passive adversaries is justi�ed by the fact that smart cards are
usually also protected with a memorable password that should be entered by the human to
get access to its API [3].

Adversary with agent: this adversary is supposed to consist of two parts. The �rst part
is a fully active adversary on the smart card side but it can interact only with the trusted
application, i.e., there is no other channel for data transmition from smart card. The second
part collects the pairs (message, signature) computed by application and malicious smart
card � this is the agent. Similar to the �rst type of adversary, the goal is to make a forgery.
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In order to deal with these adversaries, the paper [2] proposed a solution for the GOST
signature scheme [4] based on the usage of the interactive Schnorr zero-knowledge proof.
This protocol is executed with the main signing algorithm and its purpose is to prove to
the application that smart card is using the �correct� one-time value (for details see the
original paper). This solution has the following two signi�cant drawbacks:

1) it allows to protect against the semi-trusted smart card only: the crucial assumption
for security is that low-level (short) arithmetic operations are implemented correctly
in the smart cards. Although it is realistic assumption, there are no convenient ways
to validate this on practice;

2) it is not secure if the smart card can terminate the signing process with the error on
the application side. The paper [2] describes the concrete attack where the malicious
smart card successfully completes the signing protocol only if certain bits of resulting
signature are equal to certain bits of the signing key. One approach to protect against
this attack is to delete the private signing key immediately after such errors occur.
However, in practice, errors can occur not only due to the adversary's actions, but
also due to technical failures, so deleting the key after each error is not a practical
solution.

Our contribution. To negate the disadvantages mentioned above, we propose a new
approach, the main idea of which is to use the �blind versions� of the signature schemes.
The blind signature schemes �rstly introduced by Chaum [5] allow one party called User to
obtain a signature for an arbitrary message after interacting with another party called Signer
holding a signing key in such a way that the Signer does not receive any information about
either the message or the signature value (blindness property) and the User can compute
only one single signature per interaction with the Signer (unforgeability property).

In the context of considered signing system, the smart card executes the Signer side
and the application executes the User side. Due to the blindness property, the malicious
smart card learns no information about the signature during the protocol execution and,
therefore, cannot �control� the signature values, e.g., covertly transmiting bits of private
key through the signature values.

In this paper, we introduce two new security notions for blind signature schemes:
honest-but-curious unforgeability and backdoor resilience, which characterize the security
of the proposed solution against external adversary and adversary with agent. We show
that honest-signer blindness (where an adversary cannot a�ect the key generation
algorithm) and standard unforgeability imply backdoor resilience. Moreover, for the GOST
signature scheme we propose the concrete blind signature scheme for use: the Camenisch
scheme [6] that provides perfect blindness (and thus honest-signer blindness) and honest-
but-curious unforgeability (and thus standard unforgeability), which is implied only by the
unforgeability of GOST. It means that the Camenisch blind signature scheme provides the
security against both external adversary and adversary with agent under a single assumption
that the GOST signature scheme provides standard security, i.e., is unforgeable under the
chosen message attack.

The rest of the paper is organised as follows. In Section 2 we remind the de�nitions of
conventional and blind signature schemes, the accompanying security notions are given.
In Section 3 the formal de�nitions of honest-but-curious unforgeability and backdoor
resilience are introduced. Section 4 is devoted to the formal analysis and Section 5 considers
the Camenish blind signature scheme in details.
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2. Basic de�nitions

(Conventional) signature schemes. The conventional signature scheme SS is
determined by three algorithms:

� (sk, pk) ← SS.KGen(): a key generation algorithm that outputs a secret key sk and a
public key pk;

� σ ← SS.Sig(sk,m): a signature generation algorithm that takes a secret key sk and a
message m and returns a signature σ;

� b← SS.Vf(pk,m, σ): a (deterministic) veri�cation algorithm that takes a public key pk,
a message m, and a signature σ, and returns 1 if σ is valid on m under pk and 0
otherwise.

Correctness. We say that SS is correct if for each message m, with probability one over
the sample of parameters and the key pair (sk, pk), the equality SS.Vf(pk,m, SS.Sig(sk,m)) =
= 1 holds.

Blind signature schemes. The blind signature scheme BS is de�ned in the same way
as the conventional signature scheme except for the signature generation algorithm which
is replaced by the following protocol:

� (b, σ) ← ⟨BS.Signer(sk),BS.User(pk,m)⟩: an interactive signing protocol that is run
between a Signer with a secret key sk and a User with a public key pk and a message m;
the Signer outputs b = 1 if the interaction completes successfully and b = 0 otherwise,
while the User outputs σ that is either the resulting signature or an error message.

Correctness. We say that BS is correct if for each message m, with probability
one over the sample of parameters and the key pair (sk, pk), the signing protocol
⟨BS.Signer(sk),BS.User(pk,m)⟩ completes with (1, σ), σ ̸=⊥, such that BS.Vf(pk,m, σ) = 1.

In the paper, we are interested in the blind signature schemes that are based on some
conventional signature schemes. We will say that the BS scheme is a blind version of
the SS scheme, if the KGen and Vf algorithms of these schemes coincide and for any (sk, pk),
any message m, and any signature σ

Pr[(1, σ)← ⟨BS.Signer(sk),BS.User(pk,m)⟩] = Pr[σ ← SS.Sig(sk,m)],

where the corresponding probability spaces are determined by the randomness used in the
signing protocol and signing algorithm.

Three-move blind signature schemes. For simplicity, this paper focuses on three-move
blind signature schemes. For such schemes, the signing protocol can be described as follows:

(msgS,1, stateS)← BS.Signer1(sk),

(msgU , stateU )← BS.User1((pk,m),msgS,1),

(msgS,2, b)← BS.Signer2(stateS ,msgU,1)

σ ← BS.User2(stateU ,msgS,2),

where msg role,i, role ∈ {U, S}, is the i-th message sent by the side with role role during the
protocol execution. The variable staterole is aimed to keep the internal state for using on
the next protocol stage. Here the User performs the BS.User1 and BS.User2 functions, and
the Signer performs the BS.Signer1 and BS.Signer2 functions during the protocol execution.

Security notions. Next, we describe security concepts using a game-based
approach [7]. This approach uses the notion of �experiment� played between a challenger
and an adversary. The adversary and challenger are modelled using consistent interactive



Blind signature as a shield against backdoors in smart cards 53

probabilistic algorithms. The challenger simulates the functioning of the analysed
cryptographic scheme for the adversary and may provide him access to one or more
oracles. The parameters of an adversary A are its computational resources (for a �xed
model of computation and a method of encoding) and oracles query complexity. The query
complexity usually includes the number of queries. Denote by AdvMS (A) the measure of the
success of the adversary A in realizing a certain threat, de�ned by the security notion M
for the cryptographic scheme S.

The standard security notion for (probabilistic) signature schemes is strong unforgeability
under chosen message attack (sUF-CMA). The formal de�nition is given below.

De�nition 1. For an adversary A and a signature scheme SS:

AdvsUF-CMA
SS (A) = Pr

[
ExpsUF-CMA

SS (A)→ 1
]
,

where the ExpsUF-CMA
SS (A) experiment is de�ned in the following way:

ExpsUF-CMA
SS (A)

1 : (sk, pk)←− SS.KGen()

2 : L ← ∅
3 : (m,σ)←− ASign(pk)

4 : if (m,σ) ∈ L : return 0

5 : return SS.Vf(pk,m, σ)

Oracle Sign(m)

1 : σ ← SS.Sig(sk,m)

2 : L ← L ∪ {(m,σ)}
3 : return σ

Remark 2. The same security notion can be applied to the blind version BS of the
signature scheme SS. In this case, line 1 in the Sign oracle is replaced with the line
(1, σ)← ⟨BS.Signer(sk),BS.User(pk,m)⟩. It is easy to see that for such schemes sUF-CMA-
security of the SS scheme implies sUF-CMA-security of the BS scheme and vice versa.

The standard notions for blind signature schemes are one-more unforgeability (OMUF
notion that considers a malicious user in the parallel setting) and blindness (Blind notion
that considers a malicious signer), their formal de�nitions can be found in [8]. Note that
the original de�nition of blindness proposed in [9] considers an honest signer that can not
a�ect key generation process. In the paper, we consider only this weak notion and refer to
it as �honest-signer blindness� (HS-Blind notion).

Honest-signer blindness. Informally, the blind signature scheme provides blindness if
there is no way to link a (message, signature) pair to the certain execution of the signing
protocol. In the context of strong notion, the adversary can fully control the Signer side.
In the context of weaker HS-Blind notion, we assume that the key pair is generated honestly
at the beginning of the experiment. The formal de�nition is given below.

De�nition 2. For an adversary A and three-move blind scheme BS:

AdvHS-BlindBS (A) = Pr
[
ExpHS-Blind,1

BS (A)→ 1
]
− Pr

[
ExpHS-Blind,0

BS (A)→ 1
]
,

where the ExpHS-Blind,b
BS (A), b ∈ {0, 1}, experiments are de�ned in the following way:
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ExpHS-Blind,b
BS (A)

1 : (sk, pk)←− BS.KGen()

2 : b0 ← b

3 : b1 ← 1− b

4 : b′ ← AInit,User1,User2(sk, pk)

5 : return b′

Oracle Init(m0,m1)

1 : sess0 ← init

2 : sess1 ← init

Oracle User1(i,msg)

1 : if i /∈ {0, 1} ∨ sessi ̸= init : return ⊥
2 : sessi ← open

3 : (msgi, statei)← BS.User1((pk,mbi),msg)

4 : return msgi

Oracle User2(i,msg)

1 : if sessi ̸= open : return ⊥
2 : sessi ← closed

3 : σbi ← BS.User2(statei,msg)

4 : if sess0 = sess1 = closed :

5 : if σb0 = ⊥ ∨ σb1 = ⊥ : return (⊥,⊥)
6 : return (σ0, σ1)

7 : return ε

3. New security notions for blind signatures
Here we give the formal game-based de�nitions of two security notions: backdoor

resilience and honest-but-curious unforgeability.

Backdoor resilience/Security against adversary with agent
Consider an adversary A = (A1,A2) consisting of two algorithms. An algorithm A2

denotes the part of the adversary A collecting signature values for adaptively chosen
messages. An algorithm A1 denotes the agent acting on the backdoored smart card side.

The formal de�nition of BDres (BackDoor resilience) for blind signature schemes is
given below (see De�nition 3). We parametrize this security model by the value k which
determines the number of attempts by the challenger to produce a correct signature for a
message (details are described below).

De�nition 3. For any adversary A = (A1,A2) and blind signature scheme BS:

AdvBDreskBS (A) = Pr
[
ExpBDresk

BS (A)→ 1
]
,

where the ExpBDresk
BS (A), k ∈ N, experiment is de�ned in the following way:

ExpBDresk
BS (A = (A1,A2))

1 : (sk, pk)←− BS.KGen()

2 : L ← ∅
3 : lost← false

4 : st← A1(sk, pk)

5 : (m,σ)
$←− ASign

2 (pk)

6 : if ((m,σ) ∈ L) ∨ (lost = true) :

7 : return 0

8 : return BS.Vf(pk,m, σ)

Oracle Sign(m)

1 : i← 0

2 : do

3 : (st, σ)← ⟨A1(st),BS.User(pk,m)⟩
4 : i← i+ 1

5 : until (i ⩾ k) ∨ (σ ̸=⊥)
6 : if σ =⊥ :

7 : lost← true

8 : return ⊥
9 : L ← L ∪ {(m,σ)}
10 : return σ



Blind signature as a shield against backdoors in smart cards 55

At the experiment initialization stage (line 1), the challenger modeling an honest
application generates a key pair (sk, pk) according to the key generation algorithm and
sends to A1 a pair (sk, pk) (line 4), while to A2 it sends a veri�cation key pk only (line 5).
This stage models the trusted process of generating keys, issuing corresponding certi�cate
and uploading key material onto the smart card.

The A2 algorithm can make queries to the challenger signing oracle Sign that returns
signature values σ for messages m arbitrarily chosen by the adversary. Each signature value
is computed during the execution of the blind signing protocol between oracle that models
the honest User side and the A1 algorithm modeling the malicious Signer side (line 3 in the
oracle). Here the variable st denotes the internal state of A1 that is kept from call to call.

The A1 algorithm is allowed to terminate the protocol execution with an error ⊥ on
the User side (line 5 in the oracle). For this reason, for any requested message m the oracle
makes k attempts to compute a correct signature, and in the case when all k attempts fail,
challenger returns 0 as a game result (meaning that the adversary loses, see line 7 in the
oracle). This simulates the scenario where the smart card has failed and is no longer used.

Remark 3. Note that if the algorithm A2 can obtain errors from the signing oracle,
then there is always a trivial attack. Consider the agent A1 that successfully completes the
signing protocol execution i� i-th bit of sk is equal to 1, where i is a sequence number of
query to oracle. Having such an agent on the smart card side, the A2 algorithm can recover
all bits of signing key and trivially make a forgery.

To break a backdoor resilience, the algorithm A2 is needed to make a forgery (m,σ)
containing a signature σ that has not previously been returned by the oracle Sign in
response to a query m.

Honest-but-curious unforgeability/Security against external adversary
This notion considers only an honest-but-curious adversary acting on the User side.

This adversary can adaptively choose messages to be signed by making a query m to the
oracle and obtain in return a signature σ and a speci�c value view. The latter consits of all
incoming messages and the values of all random parameters processed and sampled by the
User side during the execution of the signing protocol. This simulates the scenario, where
the adversary gets an access to the memory of trusted application.

The formal de�nition of HBC-UF is given below.

De�nition 4. For an adversary A and a blind signature scheme BS:

AdvHBC-UFBS (A) = Pr
[
ExpHBC-UF

BS (A)→ 1
]
,

where the ExpHBC-UF
BS (A) experiment is de�ned in the following way:

ExpHBC-UF
BS (A)

1 : (sk, pk)←− BS.KGen()

2 : L ← ∅
3 : (m,σ)←− ASign(pk)

4 : if (m,σ) ∈ L : return 0

5 : return BS.Vf(pk,m, σ)

Oracle Sign(m)

1 : (1, (σ; view))← ⟨BS.Signer(sk),BS.User(pk,m)⟩
2 : L ← L ∪ {(m,σ)}
3 : return σ, view

It is easy to see that for any blind signature scheme HBC-UF-security implies sUF-CMA-
security.
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4. Security analysis
4.1. B a c k d o o r r e s i l i e n c e / S e c u r i t y a g a i n s t a d v e r s a r y w i t h

a g e n t

In this section, we prove that honest-signer blindness and standard unforgeability
(sUF-CMA) imply backdoor resilience.

Theorem 1. Fix k ∈ N. For any adversary A = (A1,A2) in the BDresk model with
summary time complexity at most t making at most q queries to the signing oracle, there
exist an adversary B in the sUF-CMA model making at most q queries to the signing oracle
and an adversary C in the HS-Blind model such that

AdvBDreskBS (A) ⩽ AdvsUF-CMA
BS (B) + q · k · AdvHS-BlindBS (C).

Time complexities of B and C are at most t and tkq correspondingly.

Remark 4. If the blind signature scheme provides perfect blindness (i.e., AdvHS-BlindBS (C) =
= 0 for any C with any time complexity), then the bound is transformed as follows:

AdvBDreskBS (A) ⩽ AdvsUF-CMA
BS (B).

From the perspective of using conventional signature scheme SS, this inequality means
that in order to provide backdoor resilience, it is enough for this signature scheme to have
its blind version BS (with AdvsUF-CMA

BS (B) = AdvsUF-CMA
SS (B)) and to be unforgable in the

standard model. Note, that the bound does not depend on k, so this value can be chosen
arbitrarily by the application developers.

Remark 5. For clarity, the proof is carried out for three-move blind signatures, but
the proof does not base on any speci�c features of such scheme type and can be easily
adapted for any-move blind signatures.

Proof. The proof consits of two parts.
P a r t 1. Consider the consequence of several experiments, where each next experiment

slightly di�ers from the previous one.
Game 0. Let Exp0

BS(A) = ExpBDresk
BS (A).

Game 1. Consider the following modi�ed experiment Exp1
BS(A):

Exp1
BS(A = (A1,A2))

1 : (sk, pk)←− BS.KGen()

2 : L ← ∅
3 : lost← false

4 : st← A1(sk, pk)

5 : (m,σ)
$←− ASign

2 (pk)

6 : if ((m,σ) ∈ L) ∨ (lost = true) :

7 : return 0

8 : return BS.Vf(pk,m, σ)

Oracle Sign(m)

1 : i← 0

2 : do

3 : (st, σ)← ⟨A1(st),BS.User(pk,m)⟩
4 : if σ ̸=⊥ :

5 : (1, σ)← ⟨BS.Signer(sk),BS.User(pk,m)⟩
6 : i← i+ 1

7 : until (i ⩾ k) ∨ (σ ̸=⊥)
8 : if σ =⊥ :

9 : lost← true

10 : return ⊥
11 : L ← L ∪ {(m,σ)}
12 : return σ
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Exp1
BS(A) di�ers from Exp0

BS(A) in additional lines 4 and 5 of the Sign oracle code. If
the oracle, interacting with the agent A1 as a user, completes the signing protocol with a
correct signature, then the oracle recomputes a new signature honestly executing the signing
protocol on its own (without interaction with the agent). The second part of the proof is
devoted to estimation of winning probability di�erence for Exp1

BS(A) and Exp0
BS(A) .

Game 2. Consider the next modi�cation: the experiment Exp2
BS(A). Here the oracle

always responses to requests of A2 with a correct honestly generated signature even in the
case when A1 provokes errors k times in a row that sets the �ag lost in Exp1

BS(A).

Exp2
BS(A = (A1,A2))

1 : (sk, pk)←− BS.KGen()

2 : L ← ∅
3 : st← A1(sk, pk)

4 : (m,σ)
$←− ASign

2 (pk)

5 : if ((m,σ) ∈ L) :
6 : return 0

7 : return BS.Vf(pk,m, σ)

Oracle Sign(m)

1 : i← 0

2 : do

3 : (st, σ)← ⟨A1(st),BS.User(pk,m)⟩
4 : i← i+ 1

5 : until (i ⩾ k) ∨ (σ ̸=⊥)
6 : (1, σ)← ⟨BS.Signer(sk),BS.User(pk,m)⟩
7 : L ← L ∪ {(m,σ)}
8 : return σ

For this experiment:

Pr
[
Exp1

BS(A)→ 1
]
= Pr

[
Exp1

BS(A)→ 1 ∧ (lost = false)
]
+

+Pr
[
Exp1

BS(A)→ 1 ∧ (lost = true)
]︸ ︷︷ ︸

= 0 due to line 6 of Exp1
BS(A)

⩽ Pr
[
Exp2

BS(A)→ 1
]
.

Game 3. Note that in the Exp2
BS(A) experiment the agent A1 can be thrown away, since

it can no longer in�uence the value of the signature (see the Exp3
BS(A2) experiment below).

Note that Pr
[
Exp2

BS(A1,A2)→ 1
]
= Pr

[
Exp3

BS(A2)→ 1
]
.

Exp3
BS(A2)

1 : (sk, pk)←− BS.KGen()

2 : L ← ∅

3 : (m,σ)←− ASign
2 (pk)

4 : if (m,σ) ∈ L :
5 : return 0

6 : return BS.Vf(pk,m, σ)

Oracle Sign(m)

1 : (1, σ)← ⟨BS.Signer(sk),BS.User(pk,m)⟩
2 : L ← L ∪ {(m,σ)}
3 : return σ

Note thatExp3
BS is exactly the experimentExp

sUF-CMA
BS , therefore Pr

[
Exp2

BS(A)→ 1
]
⩽

⩽ AdvsUF-CMA
BS (B) for B = A2.

P a r t 2 . To �nalize the proof, we construct an adversary C breaking the blindness
property. Introduce the following auxiliary experiment:
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Exp4,b
BS(C)

1 : (sk, pk)←− BS.KGen()

2 : b′ $←− CInit,User1,User2(sk, pk)

3 : return b′

Oracle Init(m)

1 : sess← init

Oracle User1(msg)

1 : if sess ̸= init : return ⊥
2 : sess← open

3 : (msg, state)← BS.User1((pk,m),msg)

4 : return msg

Oracle User2(msg)

1 : if sess ̸= open : return ⊥
2 : σ ← BS.User2(state,msg)

3 : if (σ ̸= ⊥) ∧ (b = 0):

4 : (1, σ)← ⟨BS.Signer(sk),BS.User(pk,m)⟩
5 : return σ

Here an adversary can make only one query to each oracle (execute only one session).
The adversary obtains a signature value generated by the oracles intacting with adversary
if b = 1, and a signature computed according to the protocol otherwise. Note that if the
adversary provokes an error in the session, then it always gets ⊥ from the User2 oracle
regardless of bit b.

Using a standard technique called �hybrid argument� [10], it can be trivially shown that
there exists an adversary C ′ such that

Pr
[
Exp0

BS(A)→ 1
]
− Pr

[
Exp1

BS(A)→ 1
]
=

= q · k
(
Pr
[
Exp4,1

BS(C ′)→ 1
]
− Pr

[
Exp4,0

BS(C ′)→ 1
])

.

Now let construct an adversary C using C ′ as a black box. The adversary C acts in the
following way:

1) The adversary C obtains (sk, pk) and transmits this value to C ′.
2) When C ′ makes a query m to the Init oracle, C makes a query (m,m) to its own

Init oracle.
3) After starting sessions, the adversary C �rstly executes sess0 according to the

protocols:
à) it computes (msg0S,1, stateS)← BS.Signer1(sk) and makes a query (0,msg0S,1)

to its own User1 oracle;
á) upon receiving msg0U,1, the adversary C computes

(msg0S,2, 1)← BS.Signer2(stateS,msgU,1)

and makes a query (0,msg0S,2) to its own User2 oracle, receiving the ε value.
Note that σb0 ̸=⊥ due to the correctness property of the blind signature scheme.

4) Then the adversary C intercepts all queries of C ′ and simply passes them to sess1:
à) intercepting from C ′ a query msg1 to the User1 oracle, C makes a query

(1,msg1S,1), where msg1S,1 = msg1, to its own User1 oracle and directly
transmits the response msg1U,1 to C ′;

á) intercepting from C ′ a query msg2 to the User2 oracle, C makes a query
(1,msg1S,2), where msg1S,2 = msg2, to its own User2 oracle. C receives (σ0, σ1)
and returns to C ′ the �st component σ0. Note that (σ0, σ1) can be (⊥,⊥).

5) C returns the same bit as C ′ returns.
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If the C interacts with the experimentator ExpHS-Blind,1
BS (ExpHS-Blind,0

BS ), then σ0 = σb1

(σ0 = σb0). Moreover, C returns ⊥ at stage 4 i� C ′ provokes error in sess1 that perfectly
coincides with Exp4

BS. Thus,

Pr
[
Exp4,1

BS(C ′)→ 1
]
= Pr

[
ExpHS-Blind,1

BS (C)→ 1
]
,

Pr
[
Exp4,0

BS(C ′)→ 1
]
= Pr

[
ExpHS-Blind,0

BS (C)→ 1
]
.

Summing up,

Pr
[
Exp0

BS(A)→1
]
−Pr

[
Exp1

BS(A)→1
]
= q · k

(
Pr
[
Exp4,1

BS(C ′)→1
]
−Pr

[
Exp4,0

BS(C ′)→1
])

=

= q · k
(
Pr
[
ExpHS-Blind,1

BS (C)→ 1
]
− Pr

[
ExpHS-Blind,0

BS (C)→ 1
])

= q · k · AdvHS-BlindBS (C).

The theorem 1 is proven.

4.2. H o n e s t - b u t - c u r i o u s u n f o r g e a b i l i t y / S e c u r i t y a g a i n s t
e x t e r n a l a d v e r s a r y

Here we de�ne the particular class of blind signature schemes based on ElGamal
signature equation that provides the honest-but-curious unforgeability. Namely, for such
schemes we construct the security reduction to the unforgeability of the base ElGamal
signature scheme. Note that all known ElGamal blind signature schemes do not provide
strong unforgeability [11].

At �rst, let us introduce the required notations. We denote the group of points of the
elliptic curve over the prime �eld as G, the order of the prime subgroup of G as q, an elliptic
curve point of order q as P and zero point as O. We denote by H the hash function that
maps binary strings to elements from Zq and assume that all �eld operations are performed
modulo q.

ElGamal blind signature scheme
The generalized ElGamal signature scheme was introduced in [12] and further extended

in [13], we denote it by GenEG scheme. A key generation algorithm in this scheme involves
picking random d uniformly from Z∗

q (secret signing key) and de�ning Q = dP (public
verifying key). A signature for message m is a pair (r, s), where r = (kP ).x mod q for
some k picked uniformly at random from Z∗

q and s is computed from the ElGamal signature
equation EG:

EG(d, k, r, e, s) = 0,

where e = H(m). All possible EG equations are listed in [12]. To ensure functionality and
security, certain r, e, s values need to be excluded.

ElGamal blind signature scheme, denoted by GenEG-BS, was introduced in [11]. A key
generation and veri�cation algorithms in GenEG-BS scheme are the same as in the base
GenEG scheme. An interactive signing protocol assumes that the Signer performs ElGamal
signature generating algorithm for the e value received from the User, the User algorithm is
not determined and can be arbitrary. The parameters of the signing protocol are the base
point P , public key Q, and the message m, we denote them by par.

We impose the additional requirements on the algorithm performed by the User:

� all blinding factors (we denote them by rnd) used by the User are selected according to
some distribution D that is independent on the values received from the Signer;
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� the �rst component of the signature r′ is the x-coordinate of the R′ point, which is
computed as a result of applying the function parameterized by the par value (we
denote it by Lpar

1 ) that takes as arguments the R point received from the Signer and
rnd values. This function is linear by R for all rnd values generated according to the
protocol;

� the second component of the signature s′ is computed as a result of applying the function
parameterized by the par value (we denote it by Lpar

2 ) that takes as arguments the s
value received from the Signer, rnd values, and point R. This function is linear by s for
all rnd and R values generated according to the protocol.

We denote such a scheme by GenEG-BSL scheme. The corresponding signing protocol is
illustrated in Fig. 1.

The signing protocol

Signer(d) User(Q,m)

k
U←− Z∗

q

R← kP R rnd
D←−

R′ ← Lpar1 (R, rnd)

r′ ← R′.x mod q

r ← R.x mod q e compute e

if ∃! s : EG(d, k, r, e, s) = 0

�nd s

else : return 0 s

s′ ← Lpar2 (s, rnd,R)

return 1 return (r′, s′)

Fig. 1. The signing protocol in GenEG-BSL scheme

Let us show that the GenEG-BSL scheme is indeed the blind version of the GenEG
scheme, i.e., provides the same distribution on the signature values. The distribution on
GenEG signatures is de�ned by the uniform distribution on k values. The distribution on
GenEG-BSL signatures is de�ned by the distribution on k′ values, where k′ is such that
(k′P ).x mod q = r′. The k′ value is linear by k since R′ value is linear by R and rnd values
are chosen independently on R. Thus, the distribution on k′ values is also uniform.

Note that the User view in the GenEG-BSL scheme consists of the incoming messages R, s
and the blinding factors rnd sampled by the User.

Now we are ready to construct the security reduction to the unforgeability of the
conventional ElGamal signature scheme.

Theorem 2. For any adversary A for GenEG-BSL scheme in the HBC-UF model with
time complexity at most t making at most q queries to the signing oracle, there exist an
adversary B for the conventional GenEG scheme in the sUF-CMA model with the same time
complexity at most t making at most q queries to the signing oracle such that

AdvHBC-UFGenEG-BSL
(A) ⩽ AdvsUF-CMA

GenEG (B).
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Proof. Let construct the adversary B for the conventional GenEG scheme.
The adversary B uses the adversary A as a black box. It intercepts the queries of the
adversary A to the signing oracle and process them by itself using its own signing oracle in
the following way.

Receiving the query m, adversary B forwards m to its own oracle and receives the
signature (r′, s′). Then it reconstructs R′ point from the veri�cation algorithm and selects
rnd value according to the distribution D. After that, it calculates the R value using L−1

1

function and s value using L−1
2 function. It returns as an answer the signature (r′, s′) and

the view = (R, s, rnd).
Note that B generates exactly the same distribution on signature values since GenEG-BSL

scheme is the blind version of the GenEG scheme. The rnd value is chosen as in the honest
execution of blind signature protocol, R and s values are also computed as in the honest
execution, since L1 and L2 functions are unambiguously invertible.

When A returns a forgery, B translates it to its own challenger and stops. Obviously,
if A wins, then B wins, whence follows the statement of the theorem.

Remark 6. The same result may be formulated for the Schnorr signature scheme and
its blind version de�ned in [5]. The proof of the theorem is conducted in the same way.

5. GOST-based blind signature scheme
We propose to use the concrete blind signature scheme in case of building the protection

for GOST signature scheme [4]. This scheme was proposed in [6] in 1994 and is commonly
referred to as the Camenisch scheme. We provide the de�nition of this scheme in terms of
elliptic group notation.

The key generation algorithm is the same as in the general ElGamal signature scheme
and assumes picking secret key d uniformly from Z∗

q and de�ning public key Q as dP .
The signing protocol is de�ned in Fig. 2. The veri�cation procedure for the message m and
the signature (r′, s′) assumes checking r′ ̸= 0 and checking the equality r′ = R′.x mod q,
where R′ = (e′)−1 (s′P − r′Q), e′ is equal to H(m), if H(m) ̸= 0, and to 1 otherwise. Note
that the signing protocol in Fig. 2 is de�ned for the case of using the elliptic curves of the
prime order. Nevertheless, it can be slightly modi�ed by adding the additional checks for
use with non-prime order curves, e.g. with Edwards curves.

This scheme provides perfect blindness [6, Theorem 2], but does not provide
unforgeability in the strong sense. In [11] it was shown that it is vulnerable to the ROS-
style attack, which is possible if the adversary acting as a User is given the opportunity
to open ℓ ⩾ ⌈log q⌉ parallel sessions of signing protocol. However, providing such strong
unforgeability is not required for our application, our purpose is the honest-but-curious
unforgeability.

Camenisch scheme is the particular case of the GenEG-BSL scheme de�ned in Section 4.2.
Indeed, the distribution D in this scheme is a uniform distribution on Z∗

q × Z∗
q that is

independent on R; L(P,Q,m)
1 and L(P,Q,m)

2 are de�ned as follows:

L(P,Q,m)
1 (R, (α, β)) = αR + βP, L(P,Q,m)

2 (s, (α, β), R) = sr′r−1 + βe′,

where e′ = H(m), r = R.x mod q, r′ = (αR + βP ).x mod q. These functions are linear
by R and s values respectively for all possible rnd values. Moreover, zero r and e values
are excluded by the corresponding checks on the Signer side as in the GOST signature
scheme. Therefore, the result of Theorem 2 is applied to the Camenisch scheme, which
means that it provides honest-but-curious unforgeability under the assumption that GOST
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Signer(d) User(Q,m)

rand1: k
U←− Z∗

q

R← kP

r ← R.x mod q

if r = 0 : goto rand1 R if R = O : return ⊥

r ← R.x mod q

if r = 0 : return ⊥
rand2 : α, β

U←− Z∗
q

R′ ← αR+ βP

if R′ = O : goto rand2

r′ ← R′.x mod q

if r′ = 0 : goto rand2

e′ ← H(m)

if e′ = 0: e′ ← 1

if e = 0: return 0 e e← αe′r(r′)−1

s← ke+ dr

return 1 s if sP ̸= eR+ rQ : return ⊥

s′ ← sr′r−1 + βe′

σ ← (r′, s′)

return σ

Fig. 2. The signing protocol in Camenisch scheme

scheme provides unforgeability. The security of the Camenisch scheme in the sUF-CMA
model, in its turn, directly follows from the honest-but-curious unforgeability.

Thus, the Camenisch scheme is a blind version of the GOST scheme and can be applied
in the systems realizing the GOST signature as the protection against backdoors in smart
cards. It provides the security against external adversary and adversary with agent only
by the security of the GOST signature scheme. Note that such solution, in contrast to the
solution from [2], does not need any additional assumptions about the smart card such
as correct implementation of low-level arithmetic operations and the absence of failures.
Moreover, it requires less computations on the smart card side.

6. Conclusion
The paper addressed the security issues that arise in signing systems when the smart

card used for key storage and signing is believed to contain backdoors. A novel approach
based on blind signature schemes to protect against backdoors has been proposed. It has
been proven that weak versions of standard security properties (honest-signer blindness
and honest-but-curious unforgeability) of blind signature scheme imply security against
backdoors in smart cards.



Blind signature as a shield against backdoors in smart cards 63

Moreover, the concrete solution in case of using the GOST signature scheme has been
proposed. This solution is the well known Camenisch blind signature scheme that provides
perfect blindness. It was shown that the target security is held under the sole assumption
that the GOST signature scheme provides standard security, i.e., is unforgeable under
chosen message attack.

One of the most interesting directions for future research is the security analysis of our
solution with regard to a stronger external adversary � an active adversary that has an
access to a smart card signing API (e.g. in a case when the smart card is not protected
with a password or is connected to a malicious terminal).

This case corresponds to the standard unforgeability notion of the blind signatures,
where the user side is treated as a fully active adversary. There are two types of
unforgeability notion di�ering on whether the adversary can open sessions in parallel or
not. In our application scenario, where the signer side is executed by low resource device,
it is fairly enough to consider the adversary's capability to open sessions sequentially only
(this refers to the SEQ-OMUF notion [14]).

Note that the SEQ-OMUF-security of the Camenish scheme is still an open question
(as well as for the most ElGamal blind signature schemes), although there have been some
positive results [14] for the Schnorr blind signature scheme.
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Äëÿ ïðîèçâîëüíîãî àëãåáðîãåîìåòðè÷åñêîãî êîäà è äóàëüíîãî ê íåìó ÿâíî âû÷èñ-
ëåíû ïàðû, èñïðàâëÿþùèå îøèáêè. Òàêàÿ ïàðà ñîñòîèò èç êîäîâ, êîòîðûå íåîá-
õîäèìû äëÿ ýôôåêòèâíîãî àëãîðèòìà äåêîäèðîâàíèÿ çàäàííîãî êîäà. Âèä ïàð
çàâèñèò îò ñòåïåíåé äèâèçîðîâ, ñ ïîìîùüþ êîòîðûõ ñòðîèòñÿ êàê èñõîäíûé êîä,
òàê è îäèí èç êîäîâ, âõîäÿùèõ â ïàðó. Äëÿ àëãåáðîãåîìåòðè÷åñêîãî êîäà CL(D,G)
äëèíû n, àññîöèèðîâàííîãî ñ ôóíêöèîíàëüíûì ïîëåì F/Fq ðîäà g, ïàðàìè, èñ-
ïðàâëÿþùèìè t = ⌊(n− deg(G)− g − 1)/2⌋ îøèáîê, ïðè îïðåäåë¼ííûõ îãðàíè÷å-
íèÿõ íà ñòåïåíè äèâèçîðîâ, ó÷àñòâóþùèõ â èõ ïîñòðîåíèè, ÿâëÿþòñÿ ïàðû êîäîâ
(CL(D,F ), CL(D,G+ F )⊥) èëè (CL(D,F )⊥, CL(D,F −G)). Âûâåäåíû îãðàíè÷åíèÿ
íà ñòåïåíè äèâèçîðîâ êîäîâ (CL(D,F ), CL(D,G−F )), ñîñòàâëÿþùèõ ïàðó, èñïðàâ-
ëÿþùóþ t = ⌊(deg(G)−3g+1)/2⌋ îøèáîê äëÿ äóàëüíîãî êîäà CL(D,G)⊥. Ðàññìîò-
ðåíû ñëó÷àè ïðèíàäëåæíîñòè îäíîãî èç êîäîâ, ó÷àñòâóþùèõ â ïîñòðîåíèè ïàðû,
ê êëàññó MDS-êîäîâ è âûâåäåíû ïàðàìåòðû, ïðè êîòîðûõ äàííàÿ ñèòóàöèÿ âîç-
ìîæíà. Êðîìå òîãî, âû÷èñëåíû âîçìîæíûå ãðàíèöû äëÿ äèâèçîðîâ, ó÷àñòâóþùèõ
â ïîñòðîåíèè ïàð, èñïðàâëÿþùèõ îøèáêè äëÿ ïîäïîëåâûõ ïîäêîäîâ CL(D,G)|Fp

è CL(D,G)⊥|Fp èñõîäíîãî àëãåáðîãåîìåòðè÷åñêîãî êîäà è äóàëüíîãî ê íåìó, ïðè
ñòåïåíè ðàñøèðåíèÿ m = 2 (Fq = Fp2).

Êëþ÷åâûå ñëîâà: ôóíêöèîíàëüíîå ïîëå, àëãåáðîãåîìåòðè÷åñêèé êîä, èñïðàâëÿ-
þùàÿ îøèáêè ïàðà, ïîäïîëåâîé ïîäêîä.

CALCULATION OF ERROR-CORRECTING PAIRS
FOR AN ALGEBRAIC-GEOMETRIC CODE

A.A. Kuninets∗, E. S. Malygina∗∗

∗Immanuel Kant Baltic Federal University, Kaliningrad, Russia
∗∗HSE, Moscow, Russia

Error-correcting pairs are calculated explicitly for an arbitrary algebraic-geometric
code and its dual code. Such a pair consists of codes that are necessary for an
effective decoding algorithm for a given code. The type of pairs depends on the

1Ðàáîòà ïåðâîãî àâòîðà ïîääåðæàíà ãðàíòîì Ðîññèéñêîãî íàó÷íîãî ôîíäà �22-41-0441, ðàáîòà
âòîðîãî àâòîðà âûïîëíåíà â ðàìêàõ Ïðîãðàììû ôóíäàìåíòàëüíûõ èññëåäîâàíèé ÍÈÓ ÂØÝ.
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degrees of divisors with which both the original code and one of the codes from error-
correcting pair are constructed. So for the algebraic-geometric code CL(D,G) of the
length n associated with a functional field F/Fq of genus g the error-correcting pair
with number of errors t = ⌊(n− deg(G)− g − 1)/2⌋ is (CL(D,F ), CL(D,G+ F )⊥) or
(CL(D,F )⊥, CL(D,F−G)). For the dual code CL(D,G)⊥ the error-correcting pair with
number of errors t = ⌊(deg(G)− 3g+ 1)/2⌋ is (CL(D,F ), CL(D,G−F )). Considering
each component of pair as MDS-code, we obtain additional conditions on the degrees
of the divisors G and F . In addition, error-correcting pairs are calculated for subfield
subcodes CL(D,G)|Fp and CL(D,G)⊥|Fp , where Fp is a subfield of Fq. The form of a
first component in the pair depends on the degrees of the divisors G and F and, in
some cases, on the genus g.

Keywords: functional field, algebraic-geometric code, error-correcting pair, subfield
subcode.

Ââåäåíèå
Èññëåäîâàíèå çàäà÷è äåêîäèðîâàíèÿ êîäîâ, ïîñòðîåííûõ íà àëãåáðàè÷åñêèõ

êðèâûõ, ÿâèëîñü î÷åíü âîñòðåáîâàííûì çà ïîñëåäíèå òðèäöàòü ëåò. Èçíà÷àëüíî
Ò. Õ¼õîëüäò è äð. ïðåäëîæèëè ñèíäðîìíûé àëãîðèòì äåêîäèðîâàíèÿ äëÿ êîäîâ, àññî-
öèèðîâàííûõ ñ ïëîñêîé êðèâîé [1]. Çàòåì À. Ñêîðîáîãàòîâ è C. Âëýäóö îáîáùèëè ýòîò
àëãîðèòì íà ïðîèçâîëüíûå êðèâûå [2]. Äàëåå Ð. Ïåëëèêààí è Ð. Ê¼òòåð íåçàâèñèìî
äðóã îò äðóãà ïðåäëîæèëè àëãîðèòì äåêîäèðîâàíèÿ, èñêëþ÷àþùèé àáñòðàêòíûå ïî-
íÿòèÿ àëãåáðàè÷åñêîé ãåîìåòðèè è èñïîëüçóþùèé ïàðû, èñïðàâëÿþùèå îøèáêè [3, 4].
Ïàðîé, èñïðàâëÿþùåé îøèáêè äëÿ êîäà C, ÿâëÿåòñÿ ïàðà êîäîâ A è B, óäîâëåòâîðÿ-
þùàÿ íåêîòîðûì îãðàíè÷åíèÿì íà ðàçìåðíîñòü è ìèíèìàëüíîå ðàññòîÿíèå, à òàêæå
óñëîâèþ, ÷òî ïîêîìïîíåíòíîå ïðîèçâåäåíèå êîäîâûõ ñëîâ A è B ñîäåðæèòñÿ â äóàëü-
íîì êîäå C⊥. Ñóùåñòâîâàíèå òàêîé ïàðû îáåñïå÷èâàåò ýôôåêòèâíûé àëãîðèòì äåêîäè-
ðîâàíèÿ äëÿ àëãåáðîãåîìåòðè÷åñêèõ êîäîâ (ÀÃ-êîäîâ), êîòîðûé èñïîëüçóåò ëèøü ìåòî-
äû ëèíåéíîé àëãåáðû. Îñîáûé èíòåðåñ ïðåäñòàâëÿåò ïîñòðîåíèå òàêèõ ïàð, ïîñêîëüêó
ñàìà ïàðà ÿâëÿåòñÿ âõîäíûì ïàðàìåòðîì äëÿ àëãîðèòìà äåêîäèðîâàíèÿ. Ñòîèò òàêæå
îòìåòèòü, ÷òî ïàðû, èñïðàâëÿþùèå îøèáêè, çàñëóæèâàþò âíèìàíèÿ è ñ êðèïòîãðà-
ôè÷åñêîé òî÷êè çðåíèÿ, ïîñêîëüêó ëåæàò â îñíîâå àòàêè íà ÀÃ-êîäû [5].

Ñòðóêòóðà ðàáîòû ñëåäóþùàÿ: â ï. 1 ìû äà¼ì ïðåäâàðèòåëüíûå ñâåäåíèÿ, êàñàþùè-
åñÿ áàçîâûõ îáúåêòîâ òåîðèè ôóíêöèîíàëüíûõ ïîëåé è àëãåáðàè÷åñêèõ êðèâûõ, íåîá-
õîäèìûõ äëÿ çàäàíèÿ ÀÃ-êîäà ñ ïîìîùüþ ïðîñòðàíñòâà Ðèìàíà �Ðîõà, à òàêæå äëÿ
çàäàíèÿ äóàëüíîãî ÀÃ-êîäà ñ ïîìîùüþ ïðîñòðàíñòâà äèôôåðåíöèàëîâ. Â ï. 2 ïðåä-
ñòàâëåí îñíîâíîé ðåçóëüòàò ðàáîòû, çàêëþ÷àþùèéñÿ â ðÿäå òåîðåì. Ïåðâîíà÷àëüíî
ìû çàäà¼ì ïàðû, èñïðàâëÿþùèå îøèáêè äëÿ ÀÃ-êîäà è äóàëüíîãî ê íåìó, íàêëàäûâàÿ
îãðàíè÷åíèÿ íà ñòåïåíè èõ äèâèçîðîâ. Çàòåì ìû èññëåäóåì, ïðè êàêèõ çíà÷åíèÿõ êîä
èç ïàðû èëè èñõîäíûé êîä, äëÿ êîòîðîãî íàõîäèòñÿ ïàðà, ÿâëÿåòñÿ MDS-êîäîì (ò. å. ìè-
íèìàëüíîå ðàññòîÿíèå êîäà äîñòèãàåò ìàêñèìàëüíîãî çíà÷åíèÿ ãðàíèöû Ñèíãëòîíà).
Äàëåå ìû äà¼ì ïîëíóþ êëàññèôèêàöèþ ïàð, èñïðàâëÿþùèõ îøèáêè äëÿ ïîäïîëåâûõ
ïîäêîäîâ èñõîäíîãî ÀÃ-êîäà è äóàëüíîãî ê èñõîäíîìó ÀÃ-êîäó ïðè óñëîâèè, ÷òî ýòè
êîäû îïðåäåëåíû íàä êâàäðàòè÷íûì ðàñøèðåíèåì êîíå÷íîãî ïîëÿ. Êëàññèôèêàöèÿ
âêëþ÷àåò â ñåáÿ ÿâíûé âèä êîäîâ èç ïàðû, çíà÷åíèå ðîäà êðèâîé, äëèíó êîäà, à òàêæå
óñëîâèÿ, íàëàãàåìûå íà ñòåïåíè äèâèçîðîâ, àññîöèèðîâàííûõ ñ èñõîäíûì êîäîì è åãî
ïîäïîëåâûì ïîäêîäîì.

Äàííàÿ ðàáîòà ÿâëÿåòñÿ ïðîäîëæåíèåì ðàáîòû, ïðåäñòàâëåííîé íà êîíôåðåíöèè
SIBECRYPT'23 [6].
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1. Ïðåäâàðèòåëüíûå ñâåäåíèÿ
1.1. À ë ã å á ð à è ÷ å ñ ê è å ê ð è â û å è ô ó í ê ö è î í à ë ü í û å ï î ë ÿ

Áóäåì îáîçíà÷àòü ÷åðåç Fq êîíå÷íîå ïîëå, ñîñòîÿùåå èç q ýëåìåíòîâ, ãäå q� ñòåïåíü
ïðîñòîãî ÷èñëà.

Ïîä ïðîåêòèâíîé êðèâîé íàä êîíå÷íûì ïîëåì Fq ïîíèìàåòñÿ ïðîåêòèâíîå ìíîãî-
îáðàçèå íàä Fq ðàçìåðíîñòè îäèí, ãäå ïðîåêòèâíîå ìíîãîîáðàçèå ïðåäñòàâëÿåò ñîáîé
íåïðèâîäèìîå çàìêíóòîå ïîäìíîæåñòâî â ïðîåêòèâíîì ïðîñòðàíñòâå Pn [7]. Äàëåå áó-
äåì îáîçíà÷àòü ïðîåêòèâíóþ êðèâóþ ÷åðåç X .

Â áîëüøèíñòâå ñëó÷àåâ â òåîðèè êîäèðîâàíèÿ èñïîëüçóþòñÿ êðèâûå, îïðåäåë¼í-
íûå íàä êîíå÷íûì ïîëåì. Ïîä ïðîåêòèâíîé êðèâîé X , îïðåäåë¼ííîé íàä Fq, áóäåì
ïîíèìàòü êðèâóþ X ⊆ Pn(Fq), ãäå Fq � àëãåáðàè÷åñêîå çàìûêàíèå ïîëÿ Fq, ïðè÷¼ì
îäíîðîäíûé ìíîãî÷ëåí, îïðåäåëÿþùèé êðèâóþ, èìååò êîýôôèöèåíòû â Fq.

Îïðåäåëèì ïîëå ôóíêöèé êðèâîé X :

Fq(X ) =
{g
h
: g, h ∈ Fq[x1, . . . , xn−1], h ̸= 0

}
.

Çäåñü ñàìà êðèâàÿ îïðåäåëåíà îäíîðîäíûì ìíîãî÷ëåíîì èç êîëüöà Fq[X1, . . . , Xn] è

x1 =
X1

Xn

, . . . , xn−1 =
Xn−1

Xn

. Ãîâîðÿò, ÷òî Fq(X ) ÿâëÿåòñÿ ôóíêöèîíàëüíûì ïîëåì

êðèâîé X/Fq.
Ïóñòü P � òî÷êà êðèâîé X . Ôóíêöèÿ f ∈ Fq(X ) íàçûâàåòñÿ ðåãóëÿðíîé â òî÷êå P ,

åñëè å¼ ìîæíî çàïèñàòü â âèäå f =
g

h
è g(P ) ̸= 0. Ìíîæåñòâî ðåãóëÿðíûõ ôóíêöèé

â òî÷êå P îáðàçóåò êîëüöî, íàçûâàåìîå ëîêàëüíûì êîëüöîì OP . Îòìåòèì, ÷òî òî÷êà
êðèâîé ìîæåò èìåòü ñòåïåíü. Òî÷êè êðèâîé, èìåþùèå êîîðäèíàòû â Fq, íàçûâàþòñÿ
ðàöèîíàëüíûìè òî÷êàìè èëè òî÷êàìè ñòåïåíè îäèí. Åñëè êîîðäèíàòû òî÷êè êðèâîé
ëåæàò â ðàñøèðåíèè áàçîâîãî êîíå÷íîãî ïîëÿ, òî òî÷êà èìååò ñòåïåíü, ðàâíóþ ñòåïåíè
ýòîãî ðàñøèðåíèÿ.

Ïðèâåä¼ì áàçîâûå îïðåäåëåíèÿ è ñâîéñòâà ôóíêöèîíàëüíûõ ïîëåé, ÷òîáû ïîñìîò-
ðåòü, êàê îíè ñâÿçàíû ñ àëãåáðàè÷åñêèìè êðèâûìè.

Àëãåáðàè÷åñêèì ôóíêöèîíàëüíûì ïîëåì F/Fq îò îäíîé ïåðåìåííîé íàçûâàåò-
ñÿ ðàñøèðåíèå Fq(x) ïîëÿ Fq, ÿâëÿþùååñÿ êîíå÷íûì àëãåáðàè÷åñêèì ðàñøèðåíèåì
äëÿ íåêîòîðîãî òðàíñöåíäåíòíîãî íàä Fq ýëåìåíòà x ∈ Fq(x). Ñîîòâåòñòâåííî ôóíê-
öèîíàëüíûì ïîëåì îò n ïåðåìåííûõ ÿâëÿåòñÿ êîíå÷íîå àëãåáðàè÷åñêîå ðàñøèðåíèå
Fq(x1, . . . , xn), ãäå x1, . . . , xn òðàíñöåíäåíòíû íàä Fq.

Äëÿ ôóíêöèîíàëüíûõ ïîëåé àíàëîãîì ëîêàëüíîãî êîëüöà â ñëó÷àå àëãåáðàè÷åñêèõ
êðèâûõ ÿâëÿåòñÿ êîëüöî íîðìèðîâàíèÿ. Êîëüöîì íîðìèðîâàíèÿ ôóíêöèîíàëüíîãî ïî-
ëÿ F/Fq íàçûâàåòñÿ êîëüöî O, òàêîå, ÷òî:
� Fq ⊊ O ⊊ F ;
� äëÿ ëþáîãî ýëåìåíòà x ∈ F âûïîëíÿåòñÿ: x ∈ O èëè x−1 ∈ O.

Ñëåäóåò îòìåòèòü, ÷òî åñëè ìû ðàáîòàåì íàä àëãåáðàè÷åñêè çàìêíóòûì ïîëåì, òî
ñóùåñòâóåò âçàèìíî îäíîçíà÷íîå ñîîòâåòñòâèå ìåæäó òî÷êàìè êðèâîé è òî÷êàìè å¼
ôóíêöèîíàëüíîãî ïîëÿ, õîòÿ òî÷êà ôóíêöèîíàëüíîãî ïîëÿ èìååò ñîâñåì èíóþ ñïåöè-
ôèêó. Òî÷êîé P ôóíêöèîíàëüíîãî ïîëÿ F/Fq íàçûâàåòñÿ ìàêñèìàëüíûé èäåàë íåêî-
òîðîãî êîëüöà íîðìèðîâàíèÿ O.

Ïî ñâîéñòâàì êîëüöà íîðìèðîâàíèÿ îíî ÿâëÿåòñÿ ëîêàëüíûì êîëüöîì, à çíà÷èò,
O ìîæíî àññîöèèðîâàòü ñ åãî åäèíñòâåííûì ìàêñèìàëüíûì èäåàëîì P :

OP = {x ∈ F : x−1 ̸∈ P}.
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Êðîìå òîãî, ïî ñâîéñòâàì êîëüöà íîðìèðîâàíèÿ P ÿâëÿåòñÿ ãëàâíûì èäåàëîì, ñëåäîâà-
òåëüíî, P = tPOP , ïðè ýòîì ýëåìåíò tP íàçûâàåòñÿ ëîêàëüíûì ïàðàìåòðîì òî÷êè P .
Òåïåðü îïðåäåëèì ñòåïåíü òî÷êè P êàê ñòåïåíü ðàñøèðåíèÿ ïîëÿ OP/P íàä Fq, à
èìåííî:

deg(P ) = [OP/P : Fp].

Äàëåå áóäåì îòîæäåñòâëÿòü êðèâóþ ñ å¼ ôóíêöèîíàëüíûì ïîëåì è ïåðåéä¼ì ê ðàñ-
ñìîòðåíèþ îñíîâîïîëàãàþùèõ îáúåêòîâ äëÿ îïðåäåëåíèÿ ÀÃ-êîäà � äèâèçîðàì êðèâîé
(èëè å¼ ôóíêöèîíàëüíîãî ïîëÿ).

Ãðóïïîé äèâèçîðîâ Div(X ) ïðîåêòèâíîé êðèâîé X íàçûâàåòñÿ ñâîáîäíàÿ àáåëåâà
ãðóïïà, ïîðîæä¼ííàÿ òî÷êàìè X . Ýëåìåíòû ãðóïïû D ∈ Div(X ) íàçûâàþòñÿ äèâèçî-

ðàìè è ïðåäñòàâëÿþò ñîáîé ôîðìàëüíóþ ñóììó òî÷åê:

D =
∑
P∈X

nPP,

ïðè÷¼ì òîëüêî êîíå÷íîå ÷èñëî nP ∈ Z îòëè÷íî îò íóëÿ.
Îïðåäåëèì ñòåïåíü äèâèçîðà êàê

deg(D) =
∑
P∈X

nP · deg(P ).

Â ãðóïïå Div(X ) îïðåäåëåíî ÷àñòè÷íîå óïîðÿäî÷èâàíèå:∑
P∈X

nPP ⩾
∑
P∈X

mPP ⇔ nP ⩾ mP äëÿ ëþáîé òî÷êè P ∈ X .

Òåïåðü îïðåäåëèì äèâèçîð ôóíêöèè. Ïóñòü f ∈ Fq(X )∗. Îáîçíà÷èì ÷åðåç Z (÷åðåç N)
ìíîæåñòâî íóëåé (ïîëþñîâ) ôóíêöèè f , îïðåäåëÿåìûõ ñ ïîìîùüþ òî÷åê P ∈ X . Òîãäà
äëÿ ôóíêöèè f îïðåäåëèì:

� å¼ äèâèçîð íóëåé:

(f)0 =
∑
P∈Z

nP P, ãäå nP � êðàòíîñòü, ñîîòâåòñòâóþùàÿ òî÷êå P ;

� äèâèçîð ïîëþñîâ:

(f)∞ =
∑
P∈N

(−nP )P, ãäå nP � êðàòíîñòü, ñîîòâåòñòâóþùàÿ òî÷êå P ;

� ãëàâíûé äèâèçîð:
(f) = (f)0 − (f)∞.

×òîáû îïðåäåëèòü äóàëüíûé êîä, ïîòðåáóåòñÿ ðÿä ïîíÿòèé, ñâÿçàííûõ ñ äèôôå-
ðåíöèðîâàíèåì è äèôôåðåíöèàëàìè.

Îïðåäåëèì äèôôåðåíöèðîâàíèå íàä Fq(X ) êàê Fq-ëèíåéíîå îòîáðàæåíèå

△ : Fq(X )→ Fq(X ),

óäîâëåòâîðÿþùåå ïðàâèëó Ëåéáíèöà △(fg) = f△(g) + g△(f) äëÿ f, g ∈ Fq(X ).
Ìíîæåñòâî òàêèõ äèôôåðåíöèðîâàíèé Der(Fq(X )) îáðàçóåò âåêòîðíîå ïðîñòðàíñòâî
íàä Fq(X ).

Äèôôåðåíöèàëüíîé ôîðìîé èëè äèôôåðåíöèàëîì íà êðèâîé X íàçûâàåòñÿ Fq(X )-
ëèíåéíîå îòîáðàæåíèå Der(Fq(X )) → Fq(X ). Ìíîæåñòâî âñåõ äèôôåðåíöèàëîâ êðè-
âîé X áóäåì îáîçíà÷àòü Ω(X ).
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Ðàññìîòðèì îòîáðàæåíèå

δ :

{
Fq(X )→ Ω(X ),
f 7→ δf,

ñîïîñòàâëÿþùåå âñÿêîé ôóíêöèè f äèôôåðåíöèàë δf : Der(Fq(X ))→ Fq(X ) ïî ïðàâè-
ëó δf(△) = △(f) äëÿ ëþáîãî △ ∈ Der(Fq(X )).

Îòìåòèì, ÷òî ëþáîé äèôôåðåíöèàë ω ∈ Ω(X ) ìîæíî óíèêàëüíî ïðåäñòàâèòü êàê
ω = fδtP äëÿ òî÷êè P ∈ X è ëîêàëüíîãî ïàðàìåòðà tP , ãäå f ∈ Fq(X ). Áóäåì ãîâîðèòü,
÷òî P ÿâëÿåòñÿ íóë¼ì ω, åñëè P �íóëü ôóíêöèè f , àíàëîãè÷íî P �ïîëþñ ω, åñëè P
ÿâëÿåòñÿ ïîëþñîì ôóíêöèè f . Òîãäà ïî àíàëîãèè ñ ãëàâíûì äèâèçîðîì äëÿ ôóíêöèè
f ∈ Fq(X )∗ ìîæíî îïðåäåëèòü äèâèçîð äëÿ äèôôåðåíöèàëà ω ∈ Ω(X )∗:

(ω) =
∑
P∈N

nP P,

îäíàêî ñïåöèôèêà âû÷èñëåíèÿ çíà÷åíèÿ nP äîñòàòî÷íî ñëîæíàÿ, ïîýòîìó çà äåòàëÿìè
ìîæíî îáðàòèòüñÿ ê [8]. Ïðè ýòîì äèâèçîð (ω) íàçûâàåòñÿ êàíîíè÷åñêèì. Îáîçíà÷èì
W = (ω), òîãäà, ñîãëàñíî [8], deg(W ) = 2g − 2.

Îäíèì èç âàæíûõ ïîíÿòèé ÿâëÿåòñÿ ïîíÿòèå ðîäà êðèâîé (å¼ ôóíêöèîíàëüíîãî
ïîëÿ). Åñëè X ÿâëÿåòñÿ ãëàäêîé ïðîåêòèâíîé ïëîñêîé êðèâîé (êàê ïðàâèëî, èìåííî
òàêèå êðèâûå ðàññìàòðèâàþòñÿ äëÿ ïðèëîæåíèé â òåîðèè êîäèðîâàíèÿ) ñòåïåíè r, òî
g(X ) = (r − 1)(r − 2)/2.

1.2. À ë ã å á ð î ã å î ì å ò ð è ÷ å ñ ê è å ê î ä û è ä ó à ë ü í û å ê í è ì

Ðàññìîòðèì äâå êîíñòðóêöèè ÀÃ-êîäîâ, à èìåííî: êîíñòðóêöèþ ÀÃ-êîäà ñ ïðèâëå-
÷åíèåì ïðîñòðàíñòâà Ðèìàíà �Ðîõà è êîíñòðóêöèþ äóàëüíîãî ê íåìó ÀÃ-êîäà ñ ïðè-
âëå÷åíèåì ïðîñòðàíñòâà äèôôåðåíöèàëîâ.

Ïîñòðîåíèå CL(D,G)

Ïóñòü G�äèâèçîð êðèâîé X . Îïðåäåëèì ìíîæåñòâî

L(G) = {f ∈ Fq(X ) : (f) ⩾ −G}.

Îíî ÿâëÿåòñÿ âåêòîðíûì ïðîñòðàíñòâîì íàä Fq è íàçûâàåòñÿ ïðîñòðàíñòâîì Ðèìà-

íà � Ðîõà. Îáîçíà÷èì dimFq(L(G)) = ℓ(G). Áëàãîäàðÿ òåîðåìå Ðèìàíà �Ðîõà, ìîæíî
ïîëó÷èòü çíà÷åíèå ℓ(G).

Òåîðåìà 1 [8, Theorem 1.5.15]. Ïóñòü X � ãëàäêàÿ ïðîåêòèâíàÿ êðèâàÿ, W � å¼
êàíîíè÷åñêèé äèâèçîð. Òîãäà äëÿ ëþáîãî äèâèçîðà G ∈ Div(X ) ñïðàâåäëèâî ðàâåíñòâî

ℓ(G) = deg(G) + 1− g(X ) + ℓ(W −G).

Êðîìå òîãî, åñëè deg(G) > 2g − 2, òî ℓ(G) = deg(G) + 1− g(X ).
Ïóñòü P1, P2, . . . , Pn �ïîïàðíî ðàçëè÷íûå ðàöèîíàëüíûå òî÷êè êðèâîé X èëè òî÷-

êè ôóíêöèîíàëüíîãî ïîëÿ Fq(X ) ñòåïåíè îäèí. Îáîçíà÷èì D = P1 + . . . + Pn è G�
äèâèçîðû êðèâîé X , ïðè÷¼ì â çàïèñè äèâèçîðà G íå ó÷àñòâóþò òî÷êè äèâèçîðà D è
deg(G) < n. Ðàññìîòðèì îòîáðàæåíèå

evD :

{
L(G)→ Fn

q ,

f 7→ (f(P1), . . . , f(Pn)).
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Îïðåäåëåíèå 1. ÀÃ-êîäîì CL(D,G), àññîöèèðîâàííûì ñ êðèâîé X è äèâèçîðà-
ìè D è G, íàçûâàåòñÿ ïîäïðîñòðàíñòâî â Fn

q âèäà

CL(D,G) = {evD(f) : f ∈ L(G)}.

Îòìåòèì, ÷òî âñÿêèé êîä CL(D,G) ìîæíî çàäàòü ïàðàìåòðàìè [n, k, d], ãäå n�äëè-
íà êîäà (÷èñëî òî÷åê â çàïèñè äèâèçîðà D); k = k(C)�ðàçìåðíîñòü êîäà (ðàçìåðíîñòü
ïðîñòðàíñòâà Ðèìàíà �Ðîõà L(G)); d = d(C)�ìèíèìàëüíîå ðàññòîÿíèå êîäà.

Ñîãëàñíî [8, Theorem 2.2.2], êîä CL(D,G) ÿâëÿåòñÿ [n, k, d]-êîäîì, ïðè÷¼ì

k ⩾ deg(G) + 1− g, d ⩾ n− deg(G),

è åñëè 2g − 2 < deg(G) < n, òî k = deg(G) + 1− g.
Åñëè {f1, . . . , fk}� áàçèñ L(G), òî ïîðîæäàþùàÿ ìàòðèöà êîäà CL(D,G) èìååò ñëå-

äóþùèé âèä: 
f1(P1) f1(P2) . . . f1(Pn)
f2(P1) f2(P2) . . . f2(Pn)

...
... . . .

...
fk(P1) fk(P2) . . . fk(Pn)

 .

Ïîñòðîåíèå CΩ(D,G)

Äëÿ îïðåäåëåíèÿ äóàëüíîãî êîäà ê êîäó CL(D,G) îïðåäåëèì ìíîæåñòâî

Ω(G) = {ω ∈ Ω(X ) : (ω) ⩾ G}.

Îíî ÿâëÿåòñÿ âåêòîðíûì ïðîñòðàíñòâîì íàä Fq è íàçûâàåòñÿ ïðîñòðàíñòâîì äèô-

ôåðåíöèàëîâ. Ðàçìåðíîñòü dimFq(Ω(G)) = i(G) íàçûâàåòñÿ èíäåêñîì ñïåöèàëüíîñòè

äèâèçîðà G è ðàâíà
i(G) = ℓ(G)− deg(G) + g(X )− 1.

×òîáû çàäàòü äóàëüíûé êîä íåïîñðåäñòâåííî, íóæíî ââåñòè ïîíÿòèÿ âû÷åòà äèôôå-
ðåíöèàëà ω = fδtP â òî÷êå P , ãäå f ∈ Fq(X ) è tP �ëîêàëüíûé ïàðàìåòð. Äëÿ ýòîãî
ðàçëîæèì ôóíêöèþ f â ðÿä Ëîðàíà ïî ñòåïåíÿì tP :

f =
∞∑
i=α

αit
i
P ,

ãäå α ∈ Z. Âû÷åòîì äèôôåðåíöèàëà ω â òî÷êå P íàçûâàåòñÿ êîýôôèöèåíò α−1 â ïðåä-
ñòàâëåííîì ðàçëîæåíèè, îí îáîçíà÷àåòñÿ Resω(P ).

Êàê è ðàíåå, ïóñòü P1, P2, . . . , Pn �ïîïàðíî ðàçëè÷íûå ðàöèîíàëüíûå òî÷êè êðè-
âîé X , D = P1 + . . . + Pn è G�äèâèçîðû êðèâîé X , òàêèå, ÷òî â çàïèñè äèâèçîðà G
íå ó÷àñòâóþò òî÷êè äèâèçîðà D è deg(G) > 2g − 2. Ðàññìîòðèì îòîáðàæåíèå

resD :

{
Ω(G)→ Fn

q ,

ω 7→ (Resω(P1), . . . ,Resω(Pn)).

Îïðåäåëåíèå 2. ÀÃ-êîäîì CΩ(D,G), àññîöèèðîâàííûì ñ êðèâîé X è äèâèçîðà-
ìè D è G è ÿâëÿþùèìñÿ äóàëüíûì ê CL(D,G), íàçûâàåòñÿ

CΩ(D,G) = {resD(ω) : ω ∈ Ω(G−D)}.
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Åñëè ïàðàìåòðû êîäà CΩ(D,G) îáîçíà÷èòü ÷åðåç [n, k′, d′], òî, ñîãëàñíî [8,
Theorem 2.2.7],

k′ = n+ g − 1− degG, d′ ⩾ degG− (2g − 2),

åñëè 2g − 2 < degG < n.
Ñ ó÷¼òîì ïîñòðîåíèÿ èìååì

CL(D,G)⊥ = CΩ(D,G) è CΩ(D,G) = CL(D,D −G+W ),

ãäå W = (ω)�êàíîíè÷åñêèé äèâèçîð êðèâîé X .
Â îáùåì ñëó÷àå ðàññìàòðèâàåìûå êîäû ìîãóò èñïðàâèòü äî ⌊(d(d′)−1)/2⌋ îøèáîê,

ãäå d è d′ �ìèíèìàëüíûå ðàññòîÿíèÿ êîäîâ CL(D,G) è CΩ(D,G) ñîîòâåòñòâåííî. Áó-
äåì íàçûâàòü êîä MDS-êîäîì, åñëè åãî ìèíèìàëüíîå ðàññòîÿíèå äîñòèãàåò ãðàíèöû
Ñèíãëòîíà, ò. å. d(C) = n+ 1− k(C).

1.3. Ï à ð û , è ñ ï ð à â ë ÿ þ ù è å î ø è á ê è

Ïðîèçâåäåíèå Øóðà äâóõ âåêòîðîâ a, b ∈ Fn
q îïðåäåëÿåòñÿ êàê ïðîèçâåäåíèå èõ

ñîîòâåòñòâóþùèõ êîîðäèíàò:

(a1, . . . , an) ∗ (b1, . . . , bn) = (a1b1, . . . , anbn),

(a1, . . . , an)
i = (ai1, . . . , a

i
n).

Äëÿ êîäîâ A,B ⊂ Fn
q ïðîèçâåäåíèå Øóðà A ∗ B îïðåäåëÿåòñÿ ñëåäóþùèì îáðàçîì:

A ∗ B = SpanFq
{a ∗ b | a ∈ A, b ∈ B}.

Îïðåäåëåíèå 3. Ïóñòü C ∈ Fn
q �ëèíåéíûé êîä. Òîãäà ïàðà ëèíåéíûõ êîäîâ

(A,B), ãäå A,B ⊂ Fn
q , íàçûâàåòñÿ ïàðîé, èñïðàâëÿþùåé t îøèáîê äëÿ êîäà C, åñëè

âûïîëíÿþòñÿ ñëåäóþùèå óñëîâèÿ:

1) A ∗ B ⊆ C⊥;
2) dim(A) > t;
3) d(B⊥) > t;
4) d(A) + d(C) > n.

Â îáîçíà÷åíèÿõ îïðåäåëåíèÿ ñ÷èòàåì, ÷òî d(C) ⩾ 2t+ 1.
Â [9, 10] îïèñàíû óñëîâèÿ ñóùåñòâîâàíèÿ ïàðû A è B, èñïðàâëÿþùåé t îøèáîê.

2. Îñíîâíîé ðåçóëüòàò
Íåñìîòðÿ íà íàëè÷èå ðÿäà ðàáîò, ïîñâÿù¼ííûõ âîïðîñó ñóùåñòâîâàíèÿ ïàð, èñ-

ïðàâëÿþùèõ îøèáêè äëÿ ëèíåéíûõ êîäîâ, íè â îäíîé èç íèõ íå ïðåäñòàâëåíî íà-
õîæäåíèå òàêîé ïàðû äëÿ ïðîèçâîëüíîãî ÀÃ-êîäà. Èñêëþ÷åíèåì ÿâëÿåòñÿ ðàáîòà [5,
Theorem 14], ïîñâÿù¼ííàÿ êðèïòîàíàëèçó êðèïòîñèñòåìû Ìàê-Ýëèñà, â êîòîðîé ðàñ-
ñìîòðåí îáùèé âèä ïàðû, èñïðàâëÿþùåé îøèáêè äëÿ äóàëüíîãî êîäà. Â ñëåäóþùèõ
òåîðåìàõ ìû íå òîëüêî îïèñûâàåì âèä êîäîâ â ïàðå, èñïðàâëÿþùåé îøèáêè äëÿ
CL(D,G) è CL(D,G)⊥, íî òàêæå çàäà¼ì êëàññèôèêàöèþ îòíîñèòåëüíî ðîäà ôóíêöè-
îíàëüíîãî ïîëÿ è ñòåïåíåé äèâèçîðîâ, àññîöèèðîâàííûõ ñ êîäàìè èç ïàðû. Îòìåòèì,
÷òî òåîðåìó 14 èç [5] ìû ñïåöèàëèçèðóåì íà ñëó÷àé ïðèíàäëåæíîñòè îäíîãî èç êîäîâ
ïàðû, èñïðàâëÿþùåé îøèáêè, ê MDS-êîäàì.

Òåîðåìà 2 [11, Theorem 6]. Ïóñòü F/Fq �íåêîòîðîå ôóíêöèîíàëüíîå ïîëå ðî-
äà g; D = P1 + . . . + Pn �äèâèçîð, íîñèòåëü êîòîðîãî ñîñòîèò èç òî÷åê ñòåïåíè îäèí
ïîëÿ F ; G è H �äèâèçîðû, òàêèå, ÷òî supp(D) ∩ (supp(G) ∪ supp(H)) = ∅. Òîãäà

CL(D,G) ∗ CL(D,H) ⊆ CL(D,G+H).
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Åñëè deg(G) ⩾ 2g, deg(H) ⩾ 2g + 1, òî âûïîëíÿåòñÿ ðàâåíñòâî

CL(D,G) ∗ CL(D,H) = CL(D,G+H).

Íà îñíîâå òåîðåìû 2 ïîñòðîèì ïàðó, èñïðàâëÿþùóþ t îøèáîê äëÿ êîäà C =
= CL(D,G).

Òåîðåìà 3. Ïóñòü C = CL(D,G)�ÀÃ-êîä, àññîöèèðîâàííûé ñ ôóíêöèîíàëüíûì
ïîëåì F/Fq ðîäà g. Òîãäà åñëè supp(G) ∩ supp(F ) = ∅, òî ïàðàìè, èñïðàâëÿþùèìè
t = ⌊(n− deg(G)− g − 1)/2⌋ îøèáîê äëÿ êîäà C, ÿâëÿþòñÿ ñëåäóþùèå êîäû:

1) A = CL(D,F ) è B = CL(D,G + F )⊥, åñëè t + g ⩽ deg(F ) < n − deg(G) − t è
2g − 2 < deg(G) < n− g − 1;

2) A = CL(D,F )⊥ è B = CL(D,F−G), åñëè deg(G)+t+2g−2 < deg(F ) ⩽ n+g−t−2
è 2g − 2 < deg(G) < n− g − 1.

Äîêàçàòåëüñòâî. Âûâåäåì âèä ïàðû (A,B), èñïðàâëÿþùåé îøèáêè äëÿ êîäà
C = CL(D,G) è ïîêàæåì, ïðè êàêèõ ïàðàìåòðàõ è îãðàíè÷åíèÿõ íà ñòåïåíè äèâèçîðîâ
áóäóò âûïîëíÿòüñÿ âñå óñëîâèÿ îïðåäåëåíèÿ 3.

Îáîñíóåì ðàâíîñèëüíîñòü óñëîâèé A∗B ⊆ C⊥ è B ⊆ (A∗C)⊥. Äåéñòâèòåëüíî, ïóñòü
a ∈ A, b ∈ B è c ∈ C, òîãäà åñëè èìååò ìåñòî âêëþ÷åíèå A ∗ B ⊆ C⊥, òî ⟨a ∗ b, c⟩ = 0,
à ïî ñâîéñòâàì ñêàëÿðíîãî ïðîèçâåäåíèÿ ⟨a ∗ b, c⟩ = ⟨b, a ∗ c⟩, îòêóäà ⟨b, a ∗ c⟩ = 0,
à çíà÷èò, B ⊆ (A ∗ C)⊥. Îáðàòíîå ðàññóæäåíèå, à èìåííî: åñëè âûïîëíÿåòñÿ óñëîâèå
B ⊆ (A ∗ C)⊥, òî âåðíî è A ∗ B ⊆ C⊥, � àíàëîãè÷íî.

1) Îáîçíà÷èì A = CL(D,F ) äëÿ íåêîòîðîãî äèâèçîðà F . Äàëåå îöåíèì deg(F ), íî
ïðåæäå ïîñòðîèì êîä B òàê, ÷òîáû âûïîëíÿëîñü óñëîâèå 1 îïðåäåëåíèÿ 3.

Ïîñêîëüêó óñëîâèå A ∗ B ⊆ C⊥ ðàâíîñèëüíî óñëîâèþ B ⊆ (A ∗ C)⊥, ïîêàæåì, ÷òî
êîä B èìååò âèä CL(D,G+ F )⊥:

CL(D,F ) ∗ CL(D,G) ⊆ CL(D,G+ F ) ⇔ B = CL(D,G+ F )⊥ ⊆ (CL(D,F ) ∗ CL(D,G))⊥.

Äàëåå, èñõîäÿ èç òð¼õ îñòàâøèõñÿ óñëîâèé îïðåäåëåíèÿ 3, âûâåäåì ãðàíèöû
äëÿ deg(F ):

� Åñëè ñòåïåíü äèâèçîðà F ëåæèò â ãðàíèöàõ t + g ⩽ deg(F ) < n, òî ïî òåîðåìå
Ðèìàíà �Ðîõà

k(A) ⩾ deg(F ) + 1− g ⩾ t+ g + 1− g = t+ 1 > t.

Ó÷èòûâàÿ âåðõíþþ ãðàíèöó deg(G+ F ) < n íà ñòåïåíü äèâèçîðà G+ F , ïîëó÷àåì
îãðàíè÷åíèå deg(G) < n− g − t. Ðàñêðûâàÿ t, ïîëó÷àåì íåðàâåíñòâî

deg(G) < n− g − ⌊(n− deg(G)− g − 1)/2⌋,

îòêóäà, íàêëàäûâàÿ îãðàíè÷åíèå t ⩾ 0, ïîëó÷àåì âåðõíþþ ãðàíèöó

deg(G) ⩽ n− g − 1

íà ñòåïåíü äèâèçîðà G.
� Åñëè deg(F ) ⩽ n− deg(G)− t− 1, òî

d(B⊥) ⩾ n−deg(F+G) = n−deg(G)−deg(F ) ⩾ n−deg(G)−n+deg(G)+t+1 = t+1 > t.
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� Åñëè deg(F + G) < n (÷òî ñïðàâåäëèâî, ó÷èòûâàÿ ïðåäûäóùèå îãðàíè÷åíèÿ), òî
âûïîëíÿåòñÿ óñëîâèå 4 îïðåäåëåíèÿ 3:

d(A) + d(C) ⩾ n− deg(F ) + n− deg(G) = 2n− deg(F +G) > n.

2. Îáîçíà÷èì A = CL(D,F )⊥ äëÿ íåêîòîðîãî äèâèçîðà F . Äàëåå ïðîâåðèì âûïîëíè-
ìîñòü óñëîâèÿ 1 îïðåäåëåíèÿ 3.

Ïî àíàëîãèè ñ ïðåäûäóùèì ñëó÷àåì ïîêàæåì, ÷òî B = CL(D,F −G):

CL(D,F )⊥ ∗ CL(D,G) = CL(D,D − F + (ω)) ∗ CL(D,G)) ⊆ CL(D,D +G− F + (ω)) =

= CL(D,D−(D+G−F+(ω)) + (ω))⊥ = CL(D,F−G)⊥ ⇒ B = CL(D,F−G) ⊆ (A ∗ C)⊥.

Ðàññìîòðèì òðè îñòàâøèõñÿ óñëîâèÿ îïðåäåëåíèÿ 3 ñ öåëüþ óòî÷íåíèÿ ãðàíèö äëÿ
ñòåïåíè äèâèçîðà F :

� Åñëè deg(F ) > 2g − 2, òî ïî òåîðåìå Ðèìàíà �Ðîõà âûïîëíÿåòñÿ

k(A) ⩾ n+ g − 1− deg(F ).

Ñëåäîâàòåëüíî, óñëîâèå 2 âûïîëíÿåòñÿ ïðè deg(F ) ⩽ n+g−t−2. Ó÷èòûâàÿ íèæíþþ
ãðàíèöó deg(F − G) > 2g − 2 è òî, ÷òî t ⩾ 0, êàê è â ïðîøëîì ñëó÷àå, ïîëó÷àåì
îãðàíè÷åíèå deg(G) ⩽ n− g − 1 íà ñòåïåíü äèâèçîðà G.

� Åñëè deg(F ) ⩾ deg(G) + t+ 2g − 1, òî âûïîëíÿåòñÿ ñëåäóþùåå:

d(B⊥) ⩾ deg(F −G)− 2g + 2 ⩾ deg(G) + t+ 2g − 1− deg(G)− 2g + 2 = t+ 1 > t.

� Åñëè deg(F − G) > 2g − 2 (âñåãäà âåðíî, ó÷èòûâàÿ ïðåäûäóùèå îãðàíè÷åíèÿ), òî
âûïîëíÿåòñÿ óñëîâèå 4 îïðåäåëåíèÿ 3:

d(A) + d(C) ⩾ deg(F )− 2g + 2 + n− deg(G) = n+ deg(F −G)− 2g + 2 > n.

Òåîðåìà 3 äîêàçàíà.

Ñëåäóþùàÿ òåîðåìà äà¼ò íåêîòîðóþ êëàññèôèêàöèþ îòíîñèòåëüíî ïàðàìåòðîâ êàê
êîäîâ èç ïàðû, èñïðàâëÿþùåé îøèáêè, òàê è ñàìîãî êîäà, äëÿ êîòîðîãî ýòà ïàðà ïðåä-
ñòàâëåíà.

Òåîðåìà 4. Ïóñòü C = CL(D,G)�ÀÃ-êîä, àññîöèèðîâàííûé ñ ôóíêöèîíàëüíûì
ïîëåì F/Fq ðîäà g. Åñëè ïàðà êîäîâ (A,B) ÿâëÿåòñÿ ïàðîé, èñïðàâëÿþùåé

t = ⌊(n− deg(G)− g − 1)/2⌋

îøèáîê äëÿ êîäà C, òî:
1. Â ñëó÷àå A = CL(D,F ) è B = CL(D,G+ F )⊥:

1.1) åñëè A = [n, t+1, n−t], òî g�ïðîèçâîëüíûé, 2g−2 < deg(G) < n−3g+3
è deg(F ) = t+ g;

1.2) åñëè B = [n, t, n− t+1], òî g = 0, 0 < deg(G) < n è deg(F ) = n−deg(G)−
− t− 1;

1.3) åñëè C = [n, n− 2t, 2t+ 1], òî g = 0, deg(G) = n− 2t− 1 è deg(F ) = t.
2. Â ñëó÷àå A = CL(D,F )⊥ è B = CL(D,F −G):

2.1) åñëè A = [n, t+1, n−t], òî g�ïðîèçâîëüíûé, 2g−2 < deg(G) < n−3g+3
è deg(F ) = n+ g − t− 2;
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2.2) åñëè B = [n, t, n−t+1], òî g = 0, 0 < deg(G) < n è deg(F ) = deg(G)+t−1;
2.3) åñëè C = [n, n−2t, 2t+1], òî g = 0, deg(G) = n−2t−1 è deg(F ) = n−t−2.

Äîêàçàòåëüñòâî.

1. Âèä êîäîâ A = CL(D,F ) è B = CL(D,G+ F )⊥ ïîëó÷åí â òåîðåìå 3.
1.1. Î÷åâèäíî, åñëè êîä A èìååò ïàðàìåòðû [n, t + 1, n − t], òî A ÿâëÿåòñÿ MDS-

êîäîì. Òàêèì îáðàçîì, åñëè 2g − 2 < deg(F ) < n, òî

k(A) = deg(F ) + 1− g = t+ 1,

îòêóäà deg(F ) = t+g. Ó÷èòûâàÿ, ÷òî deg(F ) > 2g−2, ïîëó÷àåì îãðàíè÷åíèå deg(G) <
< n− 3g + 3 íà ñòåïåíü äèâèçîðà G.

Òåïåðü ïðîâåðèì, ïðè êàêèõ îãðàíè÷åíèÿõ âûïîëíÿþòñÿ òðè îñòàâøèõñÿ óñëîâèÿ
îïðåäåëåíèÿ 3, åñëè A = [n, t+ 1, n− t]:

� Ïîñêîëüêó deg(F ) = t+ g, èìååì

k(A) = deg(F ) + 1− g = t+ 1 > t.

� Îöåíèì ìèíèìàëüíîå ðàññòîÿíèå êîäà B⊥, ó÷èòûâàÿ åãî íèæíþþ ãðàíèöó:

d(B⊥) = d(CL(D,G+ F )) ⩾ n− deg(G+ F ) = n− deg(G)− t− g.

Ïî óñëîâèþ îïðåäåëåíèÿ íåîáõîäèìî, ÷òîáû d(B⊥) ⩾ n−deg(G)− t− g > t. Äàííîå
íåðàâåíñòâî èìååò ìåñòî ïðè ëþáûõ çíà÷åíèÿõ deg(G), ïîñêîëüêó t = ⌊(n−deg(G)−
− g − 1)/2⌋.

� Ïðèìåíÿÿ àíàëîãè÷íûå ðàññóæäåíèÿ, ïðîâåðÿåì óñëîâèå 4 îïðåäåëåíèÿ 3:

d(A) + d(C) ⩾ n− deg(F ) + n− deg(G) = 2n− t− g − deg(G).

Ñîîòâåòñòâåííî d(A) + d(C) > n, åñëè t < n − g − deg(G). Ââèäó òîãî, ÷òî t =
= ⌊(n − deg(G) − g − 1)/2⌋, íåðàâåíñòâî (n − deg(G) − g − 1)/2 ⩽ n − g − deg(G)
âûïîëíÿåòñÿ âñåãäà.

1.2. Åñëè êîä B èìååò ïàðàìåòðû [n, t, n− t+1], òî îí ÿâëÿåòñÿ MDS-êîäîì. Òàêèì
îáðàçîì, åñëè 2g − 2 < deg(G+ F ) < n, òî

k(B) = n+ g − 1− deg(G+ F ) = t,

îòêóäà deg(F ) = n+ g − 1− t− deg(G).
Ïðîâåðèì, ïðè êàêèõ îãðàíè÷åíèÿõ âûïîëíÿþòñÿ òðè îñòàâøèõñÿ óñëîâèÿ îïðåäå-

ëåíèÿ 3, åñëè B = [n, t, n− t+ 1]:

� Ïîñêîëüêó deg(F ) = n+ g − 1− t− deg(G), èìååì

k(A) = deg(F ) + 1− g = n− t− deg(G) > t,

ñëåäîâàòåëüíî, t < (n − deg(G))/2, ÷òî âûïîëíÿåòñÿ ïðè ëþáûõ çíà÷åíèÿõ deg(G)
ïðè t = ⌊(n− deg(G)− g − 1)/2⌋.

� Îöåíèì ìèíèìàëüíîå ðàññòîÿíèå êîäà B⊥, ó÷èòûâàÿ åãî íèæíþþ ãðàíèöó:

d(B⊥) ⩾ n− deg(G+ F ) = n− deg(G)− deg(F ) = t+ 1− g.

Ïî óñëîâèþ îïðåäåëåíèÿ íåîáõîäèìî, ÷òîáû d(B⊥) ⩾ t + 1 − g > t, ÷òî âîçìîæíî
ëèøü ïðè g = 0.
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� Ïðèìåíÿÿ àíàëîãè÷íûå ðàññóæäåíèÿ, ïðîâåðÿåì óñëîâèå 4 îïðåäåëåíèÿ 3:

d(A) + d(C) ⩾ n− deg(F ) + n− deg(G) = n+ t+ 1.

Ñîîòâåòñòâåííî d(A) + d(C) > n, åñëè t > −1. Ïîñêîëüêó t = ⌊(n− deg(G)− 1)/2⌋,
íåðàâåíñòâî (n − deg(G) − 1)/2 > −1 âûïîëíÿåòñÿ ïðè deg(G) < n + 1, ÷òî âñåãäà
âåðíî â ñèëó ïåðâîíà÷àëüíîãî âûáîðà äèâèçîðà G.

1.3. Åñëè êîä C èìååò ïàðàìåòðû [n, n−2t, 2t+1], òî îí ÿâëÿåòñÿ MDS-êîäîì. Òîãäà
åñëè 2g − 2 < deg(G) < n, òî

k(C) = deg(G) + 1− g = n− 2t,

îòêóäà deg(G) = n+ g − 2t− 1.
Ïðîâåðèì, ïðè êàêèõ îãðàíè÷åíèÿõ âûïîëíÿþòñÿ òðè îñòàâøèõñÿ óñëîâèÿ îïðåäå-

ëåíèÿ 3, åñëè C = [n, n− 2t, 2t+ 1]:

� Óñëîâèå k(A) = deg(F ) + 1− g > t èìååò ìåñòî, åñëè deg(F ) > t+ g − 1.
� Îöåíèì ìèíèìàëüíîå ðàññòîÿíèå êîäà B⊥, ó÷èòûâàÿ åãî íèæíþþ ãðàíèöó:

d(B⊥) ⩾ n− deg(G+ F ) = −g + 2t+ 1− deg(F ).

Ïî óñëîâèþ îïðåäåëåíèÿ íåîáõîäèìî, ÷òîáû d(B⊥) ⩾ −g + 2t+ 1− deg(F ) > t, ò. å.
deg(F ) < t+ 1− g. Îêîí÷àòåëüíî èìååì

t+ g − 1 < deg(F ) < t+ 1− g,

÷òî âîçìîæíî ëèøü ïðè g = 0 è, êàê ñëåäñòâèå, deg(F ) = t.
� Ïðîâåðèì óñëîâèå 4 îïðåäåëåíèÿ 3 ïðè g = 0:

d(A) + d(C) ⩾ n− deg(F ) + n− deg(G) = n+ t+ 1.

Î÷åâèäíî, d(A) + d(C) > n.

2. Âèä êîäîâ A = CL(D,F )⊥ è B = CL(D,F −G) ïîëó÷åí â òåîðåìå 3.
2.1. Åñëè êîä A èìååò ïàðàìåòðû [n, t+1, n− t], òî îí ÿâëÿåòñÿ MDS-êîäîì. Òàêèì

îáðàçîì, åñëè 2g − 2 < deg(F ) < n, òî

k(A) = n+ g − 1− deg(F ) = t+ 1,

îòêóäà deg(F ) = n+ g − t− 2. Ó÷èòûâàÿ, ÷òî deg(F ) > 2g − 2, ïîëó÷àåì îãðàíè÷åíèå
deg(G) < n− 3g + 3 íà ñòåïåíü äèâèçîðà G.

Ïðîâåðèì, ïðè êàêèõ îãðàíè÷åíèÿõ âûïîëíÿþòñÿ òðè îñòàâøèõñÿ óñëîâèÿ îïðåäå-
ëåíèÿ 3, åñëè A = [n, t+ 1, n− t]:

� Ïîñêîëüêó deg(F ) = n+ g − t− 2, èìååì

k(A) = n+ g − 1− deg(F ) = t+ 1 > t.

� Îöåíèì ìèíèìàëüíîå ðàññòîÿíèå êîäà B⊥, ó÷èòûâàÿ åãî íèæíþþ ãðàíèöó:

d(B⊥) = d(CL(D,F −G)) ⩾ deg(F −G)− 2g + 2 = n− g − t− deg(G).

Ïî óñëîâèþ îïðåäåëåíèÿ íåîáõîäèìî, ÷òîáû d(B⊥) ⩾ n− g− t−deg(G) > t. Äàííîå
íåðàâåíñòâî èìååò ìåñòî ïðè ëþáûõ çíà÷åíèÿõ deg(G) ïðè óñëîâèè, ÷òî t = ⌊(n−
− deg(G)− g − 1)/2⌋.
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� Ïðèìåíÿÿ àíàëîãè÷íûå ðàññóæäåíèÿ, ïðîâåðÿåì óñëîâèå 4 îïðåäåëåíèÿ 3:

d(A) + d(C) ⩾ deg(F )− 2g + 2 + n− deg(G) = 2n− t− g − deg(G).

Ñîîòâåòñòâåííî d(A) + d(C) > n, åñëè t < n − g − deg(G). Ââèäó òîãî, ÷òî t =
= ⌊(n − deg(G) − g − 1)/2⌋, íåðàâåíñòâî (n − deg(G) − g − 1)/2 ⩽ n − g − deg(G)
âûïîëíÿåòñÿ âñåãäà.

2.2. Åñëè êîä B èìååò ïàðàìåòðû [n, t, n− t+1], òî îí ÿâëÿåòñÿ MDS-êîäîì. Òàêèì
îáðàçîì, åñëè 2g − 2 < deg(F −G) < n, òî

k(B) = deg(F −G) + 1− g = deg(F )− deg(G) + 1− g = t,

îòêóäà deg(F ) = deg(G) + t+ g − 1.
Ïðîâåðèì, ïðè êàêèõ îãðàíè÷åíèÿõ âûïîëíÿþòñÿ òðè îñòàâøèõñÿ óñëîâèÿ îïðåäå-

ëåíèÿ 3, åñëè B = [n, t, n− t+ 1]:

� Ïîñêîëüêó deg(F ) = deg(G) + t+ g − 1, èìååì

k(A) = n+ g − 1− deg(F ) = n− t− deg(G) > t,

ñëåäîâàòåëüíî, t < (n − deg(G))/2, ÷òî ñïðàâåäëèâî ïðè ëþáûõ çíà÷åíèÿõ deg(G)
ñ ó÷¼òîì òîãî, ÷òî t = ⌊(n− deg(G)− g − 1)/2⌋.

� Îöåíèì ìèíèìàëüíîå ðàññòîÿíèå êîäà B⊥, ó÷èòûâàÿ åãî íèæíþþ ãðàíèöó:

d(B⊥) ⩾ deg(F −G)− 2g + 2 = deg(F )− deg(G)− 2g + 2 = t+ 1− g.

Ïî óñëîâèþ îïðåäåëåíèÿ íåîáõîäèìî, ÷òîáû d(B⊥) ⩾ t + 1 − g > t, ÷òî âîçìîæíî
ëèøü ïðè g = 0.

� Ïðèìåíÿÿ àíàëîãè÷íûå ðàññóæäåíèÿ, ïðîâåðÿåì óñëîâèå 4 îïðåäåëåíèÿ 3:

d(A) + d(C) ⩾ deg(F ) + 2 + n− deg(G) = n+ t+ 1.

Ñîîòâåòñòâåííî d(A) + d(C) > n, åñëè t > −1. Ïîñêîëüêó t = ⌊(n− deg(G)− 1)/2⌋,
íåðàâåíñòâî (n − deg(G) − 1)/2 > −1 âûïîëíÿåòñÿ ïðè deg(G) < n + 1, ÷òî âñåãäà
âåðíî â ñèëó ïåðâîíà÷àëüíîãî âûáîðà äèâèçîðà G.

2.3. Åñëè êîä C èìååò ïàðàìåòðû [n, n−2t, 2t+1], òî îí ÿâëÿåòñÿ MDS-êîäîì. Òîãäà,
åñëè 2g − 2 < deg(G) < n, òî

k(C) = deg(G) + 1− g = n− 2t,

îòêóäà deg(G) = n+ g − 2t− 1.
Ïðîâåðèì, ïðè êàêèõ îãðàíè÷åíèÿõ âûïîëíÿþòñÿ òðè îñòàâøèõñÿ óñëîâèÿ îïðåäå-

ëåíèÿ 3, åñëè C = [n, n− 2t, 2t+ 1]:

� Óñëîâèå k(A) = n+ g − 1− deg(F ) > t èìååò ìåñòî, åñëè deg(F ) < n+ g − t− 1.
� Îöåíèì ìèíèìàëüíîå ðàññòîÿíèå êîäà B⊥, ó÷èòûâàÿ åãî íèæíþþ ãðàíèöó è

deg(G) = n+ g − 2t− 1:

d(B⊥) ⩾ deg(F −G)− 2g + 2 = deg(F )− deg(G)− 2g + 2 = deg(F )− n− 3g + 2t+ 3.

Ïî óñëîâèþ îïðåäåëåíèÿ íåîáõîäèìî, ÷òîáû d(B⊥) ⩾ deg(F )− n− 3g + 2t + 3 > t,
ò. å. deg(F ) > n+ 3g − t− 3. Îêîí÷àòåëüíî èìååì

n+ 3g − t− 3 < deg(F ) < n+ g − t− 1,

÷òî âîçìîæíî ëèøü ïðè g = 0 è, êàê ñëåäñòâèå, deg(F ) = n− t− 2.
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� Ïðîâåðèì óñëîâèå 4 îïðåäåëåíèÿ 3 ïðè g = 0:

d(A) + d(C) ⩾ deg(F ) + 2 + n− deg(G) = deg(F ) + 2t+ 3.

Ñîîòâåòñòâåííî d(A)+d(C) > n, åñëè deg(F ) > n−2t−3, ÷òî ñïðàâåäëèâî, ïîñêîëüêó
deg(F ) = n− t− 2.

Òåîðåìà 4 äîêàçàíà.

Ïîñòðîèì ïàðó, èñïðàâëÿþùóþ t îøèáîê äëÿ êîäà C⊥ = CL(D,G)⊥.

Òåîðåìà 5. Ïóñòü C = CL(D,G)�ÀÃ-êîä, àññîöèèðîâàííûé ñ ôóíêöèîíàëüíûì
ïîëåì F/Fq ðîäà g, è C⊥ = CL(D,G)⊥ �êîä, äóàëüíûé ê C. Åñëè ïàðà êîäîâ (A,B)
ÿâëÿåòñÿ ïàðîé, èñïðàâëÿþùåé t = ⌊(deg(G) + 1 − 3g)/2⌋ îøèáîê äëÿ êîäà C⊥, òî
â ñëó÷àå A = CL(D,F ) è B = CL(D,G− F ):

1) åñëèA = [n, t+1, n−t], òî g�ïðîèçâîëüíûé, 5g−5 < deg(G) < n è deg(F ) = t+g;
2) åñëè B = [n, t, n− t+ 1], òî g = 0, 0 < deg(G) < n è deg(F ) = deg(G)− t+ 1;
3) åñëè C = [n, t− 2t, 2t+ 1], òî g = 0, deg(G) = 2t− 1 è deg(F ) = t.

Äîêàçàòåëüñòâî. Îáîçíà÷èì A = CL(D,F ) äëÿ íåêîòîðîãî äèâèçîðà F . Äàëåå
ìû îöåíèì deg(F ), íî ïðåæäå ïîñòðîèì êîä B òàê, ÷òîáû âûïîëíÿëîñü óñëîâèå 1
îïðåäåëåíèÿ 3.

Ïîñêîëüêó A ∗ B ⊆ C, òî B ⊆ (A ∗ C⊥)⊥. Ïîëîæèì B = (A ∗ C⊥)⊥. Â îáîçíà÷åíèÿõ
ÀÃ-êîäîâ ïîëó÷àåì

CL(D,F )∗CL(D,G⊥)⊆CL(D,D−G+F+(ω))=CL(D,G−F )⊥ ⇒ B=CL(D,G−F )⊆(A∗C⊥)⊥.

1. Åñëè êîä A èìååò ïàðàìåòðû [n, t+ 1, n− t], òî îí ÿâëÿåòñÿ MDS-êîäîì. Òàêèì
îáðàçîì, åñëè 2g − 2 < deg(F ) < n, òî

k(A) = deg(F ) + 1− g = t+ 1,

îòêóäà deg(F ) = t+g. Ó÷èòûâàÿ, ÷òî deg(F ) > 2g−2, ïîëó÷àåì îãðàíè÷åíèå deg(G) >
> 5g − 5 íà ñòåïåíü äèâèçîðà G.

Ïðîâåðèì, ïðè êàêèõ îãðàíè÷åíèÿõ âûïîëíÿþòñÿ òðè îñòàâøèõñÿ óñëîâèÿ îïðåäå-
ëåíèÿ 3, åñëè A = [n, t+ 1, n− t]:

� Ïîñêîëüêó deg(F ) = t+ g, èìååì

k(A) = deg(F ) + 1− g = t+ 1 > t.

� Îöåíèì ìèíèìàëüíîå ðàññòîÿíèå êîäà B⊥, ó÷èòûâàÿ åãî íèæíþþ ãðàíèöó:

d(B⊥) = d(CL(D,G− F )⊥) ⩾ deg(G− F )− 2g − 2 = deg(G)− t− 3g + 2.

Ïî óñëîâèþ îïðåäåëåíèÿ íåîáõîäèìî, ÷òîáû d(B⊥) ⩾ deg(G) − t − 3g + 2 > t.
Äàííîå íåðàâåíñòâî èìååò ìåñòî ïðè ëþáûõ çíà÷åíèÿõ deg(G) ñ ó÷¼òîì òîãî, ÷òî
t = ⌊(deg(G) + 1− 3g)/2⌋.

� Ïðèìåíÿÿ àíàëîãè÷íûå ðàññóæäåíèÿ, ïðîâåðÿåì óñëîâèå 4 îïðåäåëåíèÿ 3:

d(A) + d(C⊥) ⩾ n− deg(F ) + deg(G)− 2g + 2 = n+ deg(G) + 2− t− 3g.

Ñîîòâåòñòâåííî d(A) + d(C⊥) > n, åñëè t < deg(G) + 2 − 3g. Ââèäó òîãî, ÷òî t =
= ⌊(deg(G)+1−3g)/2⌋, íåðàâåíñòâî (deg(G)+1−3g)/2 ⩽ deg(G)+2−3g âûïîëíÿåòñÿ
âñåãäà.
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2. Åñëè êîä B èìååò ïàðàìåòðû [n, t, n− t + 1], òî îí ÿâëÿåòñÿ MDS-êîäîì. Òàêèì
îáðàçîì, åñëè 2g − 2 < deg(G− F ) < n, òî

k(B) = deg(G− F ) + 1− g = deg(G)− deg(F ) + 1− g = t,

îòêóäà deg(F ) = deg(G) + 1− g − t.
Ïðîâåðèì, ïðè êàêèõ îãðàíè÷åíèÿõ âûïîëíÿþòñÿ òðè îñòàâøèõñÿ óñëîâèÿ îïðåäå-

ëåíèÿ 3, åñëè B = [n, t, n− t+ 1]:

� Ïîñêîëüêó deg(F ) = deg(G) + 1− g − t, èìååì

k(A) = deg(F ) + 1− g = deg(G) + 2− t− 2g > t,

ñëåäîâàòåëüíî, t < (deg(G)+2−2g)/2. Äàííîå íåðàâåíñòâî âûïîëíÿåòñÿ ïðè ëþáûõ
çíà÷åíèÿõ deg(G), ïîñêîëüêó t = ⌊(deg(G) + 1− 3g)/2⌋.

� Îöåíèì ìèíèìàëüíîå ðàññòîÿíèå êîäà B⊥, ó÷èòûâàÿ åãî íèæíþþ ãðàíèöó è
deg(F ) = deg(G) + 1− g − t:

d(B⊥) ⩾ deg(G− F )− 2g + 2 = deg(G)− deg(F )− 2g + 2 = t+ 1− g.

Ïî óñëîâèþ îïðåäåëåíèÿ íåîáõîäèìî, ÷òîáû d(B⊥) ⩾ t + 1 − g > t, ÷òî âîçìîæíî
ëèøü ïðè g = 0.

� Ïðèìåíÿÿ àíàëîãè÷íûå ðàññóæäåíèÿ, ïðîâåðÿåì óñëîâèå 4 îïðåäåëåíèÿ 3:

d(A) + d(C⊥) ⩾ n− deg(F ) + deg(G)− 2g + 2 = n+ t+ 1.

Î÷åâèäíî, ÷òî d(A) + d(C⊥) > n.

3. Åñëè êîä C èìååò ïàðàìåòðû [n, n− 2t, 2t+1], òî îí ÿâëÿåòñÿ MDS-êîäîì. Òîãäà
åñëè 2g−2 < deg(G) < n, òî k(C) = n+g−1−deg(G) = n−2t, îòêóäà deg(G) = 2t+g−1.

Ïðîâåðèì, ïðè êàêèõ îãðàíè÷åíèÿõ âûïîëíÿþòñÿ òðè îñòàâøèõñÿ óñëîâèÿ îïðåäå-
ëåíèÿ 3, åñëè C = [n, n− 2t, 2t+ 1]:

� Óñëîâèå k(A) = deg(F ) + 1− g > t èìååò ìåñòî, åñëè deg(F ) > t+ g − 1.
� Îöåíèì ìèíèìàëüíîå ðàññòîÿíèå êîäà B⊥, ó÷èòûâàÿ åãî íèæíþþ ãðàíèöó:

d(B⊥) ⩾ deg(G− F )− 2g + 2 = deg(G)− deg(F )− 2g + 2 = 2t− g + 1− deg(F ).

Ïî óñëîâèþ îïðåäåëåíèÿ íåîáõîäèìî, ÷òîáû d(B⊥) ⩾ 2t − g + 1 − deg(F ) > t, ò. å.
deg(F ) < t+ 1− g. Îêîí÷àòåëüíî èìååì

t+ g − 1 < deg(F ) < t− g + 1,

÷òî âîçìîæíî ëèøü ïðè g = 0 è, êàê ñëåäñòâèå, deg(F ) = t.
� Ïðîâåðèì óñëîâèå 4 îïðåäåëåíèÿ 3 ïðè g = 0:

d(A) + d(C⊥) ⩾ n− deg(F ) + deg(G)− 2g + 2 = n− deg(F ) + 2t+ 1.

Ñîîòâåòñòâåííî d(A)+d(C⊥) > n, åñëè deg(F ) < 2t+1, ÷òî ñïðàâåäëèâî, ïîñêîëüêó
deg(F ) = t.

Òåîðåìà 5 äîêàçàíà.

Èíòåðåñíûì îáúåêòîì èññëåäîâàíèÿ îòíîñèòåëüíî êîäîâûõ êðèïòîñèñòåì ÿâëÿþò-
ñÿ ïîäïîëåâûå ïîäêîäû, ïîñêîëüêó ñóùåñòâóåò ãèïîòåçà, ÷òî èìåííî òàêèå êîäû ÿâëÿ-
þòñÿ ñòîéêèìè ê àòàêå íà îñíîâå ïàð, èñïðàâëÿþùèõ îøèáêè (ïî àíàëîãèè ñ êëàññè-
÷åñêèìè êîäàìè Ãîïïû, ÿâëÿþùèìèñÿ íåêîòîðîé ìîäèôèêàöèåé ïîäïîëåâûõ ïîäêîäîâ
îáîáù¼ííûõ êîäîâ Ðèäà�Ñîëîìîíà). Äàäèì îïðåäåëåíèå ïîäïîëåâîãî ïîäêîäà.
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Îïðåäåëåíèå 4. Ïóñòü êîä C îïðåäåë¼í íàä ïîëåì Fq (C ⊆ Fn
q ) è Fp ⊆ Fq. Ïîä-

ïîëåâûì ïîäêîäîì ëèíåéíîãî êîäà C íàçûâàåòñÿ êîä C|Fp = C ∩ Fn
p .

Â äåéñòâèòåëüíîñòè åñëè C|Fp �ïîäïîëåâîé ïîäêîä êîäà C = CL(D,G), îïðåäåë¼í-
íîãî íàä Fq, è Fp ⊆ Fq, òî, ñîãëàñíî [9], ïàðà, èñïðàâëÿþùàÿ t îøèáîê äëÿ êîäà C,
ÿâëÿåòñÿ ïàðîé, èñïðàâëÿþùåé òàêîå æå êîëè÷åñòâî îøèáîê è äëÿ ïîäïîëåâîãî ïîä-
êîäà C|Fp. Ïðè ýòîì àëãîðèòì äåêîäèðîâàíèÿ ðàáîòàåò íàä ðàñøèðåíèåì Fq êîíå÷íîãî
ïîëÿ Fp çà âðåìÿ O((mn)3), ãäå q = pm. Ñîîòâåòñòâåííî âîïðîñ ðåäóêöèè ñëîæíîñòè
çàäà÷è äåêîäèðîâàíèÿ ïîäïîëåâûõ ïîäêîäîâ ñâîäèòñÿ ê íàõîæäåíèþ ïàðû, èñïðàâëÿ-
þùåé îøèáêè äëÿ ïîäïîëåâîãî ïîäêîäà íàä Fp.

Òåîðåìà 6. Ïóñòü C = CL(D,G)�ÀÃ-êîä, àññîöèèðîâàííûé ñ ôóíêöèîíàëüíûì
ïîëåì F/Fq ðîäà g, ãäå q = p2. Òîãäà åñëè supp(G)∩ supp(F ) = ∅, òî ïàðîé, èñïðàâëÿ-
þùåé t = ⌊(n − deg(G) − g − 1)/2⌋ îøèáîê äëÿ êîäà C|Fp, ÿâëÿåòñÿ ïàðà êîäîâ (Ã, B̃)
ïðè óñëîâèè èõ ñóùåñòâîâàíèÿ:

1) Ã = (CL(D,F )⊥)|Fp , åñëè

g = 0 è

 n = 6, deg(G) = 1, deg(F ) = 1

èëè

n = 5, deg(G) ⩽ 2, deg(F ) = 1

èëè
g = 1, n = 5, deg(G) = 1, deg(F ) = 2.

2) Ã = (CL(D,F )|Fp)
⊥, åñëè

g = 0, n = 4, deg(G) = 1, deg(F ) ⩽ 2;

èëè

0 ⩽ g ⩽ 1,

n � ÷¼òíîå
è

 n⩾ 6, 2g−2< deg(G)<n−g−3, deg(F )⩽ (n− deg (G)+g+1)/2

èëè

n ⩾ 10, deg(G) = n− g − 3, deg(F ) ⩽ n− deg(G)− 1;

èëè
g = 2, n ⩾ 10, n�÷¼òíîå è 2 < deg(G) < n− 5, deg(F ) ⩽ (n− deg(G) + 3)/2;
èëè

g ⩾ 3, n > 5g − 4, n � ÷¼òíîå, 2g − 2 < deg(G) < n− 3g + 3,

deg(F ) ⩽ (n− deg(G) + g + 1)/2;

èëè

g ⩽ (n− 1)/3, n = 4, 6, 8, deg(G) = n− g − 3, deg(F ) ⩽ n− deg(G)− 1,

è â êàæäîì ñëó÷àå deg(F ) > 2g − 2.
3) Ã = CL(D,F )|Fp , åñëè

g = 0, n = 3, deg(G) = 1, deg(F ) = 1.

4) Ã = ((CL(D,F )⊥)|Fp)
⊥, åñëè

g = 0 è

 n = 4, deg(G) = 1, deg(F ) ⩾ deg(G)

èëè

n = 6, 8, 10, deg(G) ⩽ n− 5, deg(F ) ⩾ (n+ deg(G)− 5)/2;
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èëè

1 ⩽ g ⩽ 2

n � ÷¼òíîå
è


n ⩾ 3g + 1, deg(G) = n− g − 3, deg(F ) ⩾ deg(G) + 2g − 1

èëè

n ⩾ 4g + 2, 2g − 1 ⩽ deg(G) ⩽ n− g − 4 è

deg(F ) ⩾ (n+ deg(G) + 3g − 5)/2;

èëè

g = 3, n ⩾ 12 è n � ÷¼òíîå, 4 < deg(G) ⩽ n−6, deg(F ) ⩾ (n+deg(G)+4)/2;

èëè

g ⩾ 5, n ⩾ 5g − 5 è n � ÷¼òíîå, 2g − 2 < deg(G) ⩽ n− 3g + 3,

deg(F ) ⩾ (n+ deg(G) + 3g − 5)/2,

è â êàæäîì ñëó÷àå deg(F ) < n.

Âî âñåõ ÷åòûð¼õ ñëó÷àÿõ B̃ = (Ã ∗ C|Fp)
⊥.

Äîêàçàòåëüñòâî. Îáîçíà÷èì A = CL(D,F ) è îòìåòèì, ÷òî èçíà÷àëüíî êîä C
îïðåäåë¼í íàä êâàäðàòè÷íûì ðàñøèðåíèåì ïîëÿ Fp, ò. å. Fq = Fp2 .

1. Ïðîâåðèì, ÿâëÿåòñÿ ëè ïàðà êîäîâ Ã = A⊥|Fp è B̃ = (Ã ∗ C|Fp)
⊥ ïàðîé, èñïðàâ-

ëÿþùåé îøèáêè äëÿ êîäà C|Fp :

� Ó÷èòûâàÿ âèä Ã è B̃, ïîëó÷àåì Ã ∗ B̃ ⊆ (C|Fp)
⊥.

� k(Ã) = k(A⊥|Fp) ⩾ 2k(A⊥)− n = n+ 2g − 2− 2 deg(F ).
Òàê êàê t = (n − deg(G) − g − 1)/2, óñëîâèå k(Ã) > t èìååò ìåñòî, åñëè deg(F ) ⩽
⩽ (deg(G) + n+ 5g − 3)/4.

� d(B̃⊥) = d(A⊥|Fp ∗ C|Fp) ⩾ d((A⊥ ∗ C)|Fp) ⩾ d(A⊥ ∗ C).
Ïîñêîëüêó A⊥ = CL(D,D − F + (ω)) è C = CL(D,G), òî

A⊥ ∗ C ⊆ CL(D,D +G− F + (ω)) = CL(D,F −G)⊥,

òîãäà

d(A⊥ ∗ C) ⩾ d(CL(D,F −G)⊥)) ⩾ deg(F −G)− 2g + 2 = deg(F )− deg(G)− 2g + 2.

Òàê êàê t = ⌊(n− deg(G)− g− 1)/2⌋, óñëîâèå d(B̃⊥) > t âûïîëíÿåòñÿ ïðè deg(F ) ⩾
⩾ (deg(G) + n+ 3g − 5)/2.

� d(Ã) + d(C|Fp) = d(A⊥|Fp) + d(C|Fp) ⩾ d(A⊥) + d(C) ⩾ deg(F )− 2g + 2 + n− deg(G).
Î÷åâèäíî, ÷òî d(Ã) + d(C|Fp) > n, åñëè deg(F ) ⩾ deg(G) + 2g − 1.

Òàêèì îáðàçîì, Ã è B̃�ïàðà, èñïðàâëÿþùàÿ îøèáêè äëÿ êîäà C|Fp , åñëè èìååò
ìåñòî ñëåäóþùàÿ ñèñòåìà:

deg(F ) ⩽ (deg(G) + n+ 5g − 3)/4,

deg(F ) ⩾ (deg(G) + n+ 3g − 5)/2,

deg(F ) ⩾ deg(G) + 2g − 1.

Çäåñü ñëåäóåò ðàññìîòðåòü äâà ñëó÷àÿ:
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� Óñëîâèå (deg(G) + n + 3g − 5)/2 ⩽ deg(F ) ⩽ (deg(G) + n + 5g − 3)/4 âûïîëíÿåòñÿ,
åñëè deg(G) ⩽ n−g−3 è deg(G) ⩽ −n−g+7. Ñîîòâåòñòâåííî ïîëó÷àåì ñëåäóþùèå
çíà÷åíèÿ äëÿ ðîäà g, äëèíû n è ñòåïåíè deg(G):

g = 0 è
n = 6, deg(G) = 1, îòêóäà deg(F ) = 1,
n = 5, deg(G) ⩽ 2, îòêóäà deg(F ) = 1;

g = 1 è n = 5, deg(G) = 1, îòêóäà deg(F ) = 2.

� Óñëîâèå deg(G) + 2g − 1 ⩽ deg(F ) ⩽ (deg(G) + n + 5g − 3)/4 âûïîëíÿåòñÿ, åñëè
n− g− 3 ⩽ deg(G) ⩽ (n− 3g+1)/3. Ñîîòâåòñòâåííî ïîëó÷àåì ñëåäóþùèå çíà÷åíèÿ
äëÿ ðîäà g, äëèíû n è ñòåïåíè deg(G):

g = 0 è n = 5, deg(G) = 2, îòêóäà deg(F ) = 1;

g = 1 è n = 5, deg(G) = 1, îòêóäà deg(F ) = 2.

2. Ïðîâåðèì, ìîæåò ëè ïàðà êîäîâ Ã = (A|Fp)
⊥ è B̃ = (Ã ∗ C|Fp)

⊥ ÿâëÿòüñÿ ïàðîé,
èñïðàâëÿþùåé îøèáêè äëÿ êîäà C|Fp :

� Ó÷èòûâàÿ âèä Ã è B̃, ïîëó÷àåì Ã ∗ B̃ ⊆ (C|Fp)
⊥.

� k(Ã) = k((A|Fp)
⊥) = n− k(A|Fp).

Òàê êàê t = ⌊(n− deg(G)− g − 1)/2⌋, óñëîâèå k(Ã) > t èìååò ìåñòî, åñëè deg(F ) ⩽
⩽ (deg(G) + 3n+ 5g − 3)/4.

� d(B̃⊥) = d((A|Fp)
⊥ ∗ C|Fp).

Ðàññìîòðèì ñëó÷àé, êîãäà êîä Ã ÿâëÿåòñÿ ñàìîäóàëüíûì, ò. å. (A|Fp)
⊥ = A|Fp . Ñëå-

äîâàòåëüíî, k(A|Fp) = n/2, ÷òî âîçìîæíî ïðè deg(F ) ⩽ (3n + 4g − 4)/4. Òîãäà
ïîëó÷àåì

d(B̃⊥) = d(A|Fp∗C|Fp) ⩾ d((A∗C)|Fp) ⩾ d(A∗C) ⩾ d(CL(D,F+G)) ⩾ n−deg(F )−deg(G).

Ïîñêîëüêó t = ⌊(n−deg(G)−g−1).2⌋, óñëîâèå d(B̃⊥) > t âûïîëíÿåòñÿ ïðè deg(F ) ⩽
⩽ (n+ g + 1− deg(G)).2.
Èìååì äâà ñëó÷àÿ äëÿ îïðåäåëåíèÿ deg(F ):
� Ñëó÷àé deg(F ) ⩽ (3n + 4g − 4)/4 èìååò ìåñòî ïðè deg(G) ⩽ (6− n− 2g)/2, ÷òî

âîçìîæíî, åñëè
g = 0, n = 2, 4, deg(G) ⩽ 2

èëè
g = 1, n = 2, deg(G) = 1.

� Ñëó÷àé deg(F ) ⩽ (n+g+1−deg(G))/2 èìååò ìåñòî ïðè deg(G) > (6−n−2g)/2.
� d(Ã)+d(C|Fp) = d((A|Fp)

⊥)+d(C|Fp) = d(A|Fp)+d(C|Fp) ⩾ d(A)+d(C) ⩾ 2n−deg(F )−
− deg(G). Î÷åâèäíî, ÷òî d(Ã) + d(C|Fp) > n, åñëè deg(F ) < n− deg(G).

Òàêèì îáðàçîì, ïîñòðîåíèå ïàðû Ã è B̃, èñïðàâëÿþùåé îøèáêè äëÿ êîäà C|Fp ,
âîçìîæíî, åñëè ñïðàâåäëèâà îäíà èç ñèñòåì:
deg(F ) ⩽ (deg(G) + 3n+ 5g − 3)/4,

deg(F ) ⩽ (3n+ 4g − 4)/4,

deg(G) ⩽ (6− n− 2g)/2,

deg(F ) ⩽ n− deg(G)− 1

èëè


deg(F ) ⩽ (deg(G) + 3n+ 5g − 3)/4,

deg(F ) ⩽ (n+ g + 1− deg(G))/2,

deg(G) > (6− n− 2g)/2,

deg(F ) ⩽ n− deg(G)− 1.
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Óòî÷íÿÿ îáå ñèñòåìû, îêîí÷àòåëüíî ïîëó÷àåì ñëåäóþùèå ðåçóëüòàòû:

g = 0, n = 4, deg(G) = 1, deg(F ) ⩽ 2,

0 ⩽ g ⩽ 2, n ⩾ 9, 2g−2 < deg(G) < n−g−3, 2g−2 < deg(F ) ⩽ (n− deg(G)+g+1)/2,

g ⩾ 3, n > 5g−4, 2g−2 < deg(G) < n−3g+3, 2g−2 < deg(F ) ⩽ (n− deg(G)+g+1)/2,

0 ⩽ g ⩽ 1, n ⩾ 9, deg(G) = n− g − 3, 2g − 2 < deg(F ) ⩽ n− deg(G)− 1,

g = 0, 1, n = 6, 8, 2g−2 < deg(G) < n−g−3, 2g−2 < deg(F ) ⩽ (n− deg(G)+g+1)/2,

g ⩽ (n− 1)/3, n = 4, 6, 8, deg(G) = n− g − 3, 2g − 2 < deg(F ) ⩽ n− deg(G)− 1.

Âî âñåõ ñëó÷àÿõ n�÷¼òíîå.
3. Ïðîâåðèì, ÿâëÿåòñÿ ëè ïàðà êîäîâ Ã = A|Fp è B̃ = (Ã ∗ C|Fp)

⊥ ïàðîé, èñïðàâëÿ-
þùåé îøèáêè äëÿ êîäà C|Fp :

� Ó÷èòûâàÿ âèä Ã è B̃, ïîëó÷àåì Ã ∗ B̃ ⊆ (C|Fp)
⊥.

� k(Ã) = k(A|Fp) ⩾ 2k(A)− n = 2deg(F ) + 2− 2g − n.
Òàê êàê t = ⌊(n− deg(G)− g − 1)/2⌋, óñëîâèå k(Ã) > t èìååò ìåñòî, åñëè deg(F ) ⩾
⩾ (3n+ 3g − deg(G)− 5)/4.

� d(B̃⊥) = d(A|Fp ∗ C|Fp) ⩾ d((A ∗ C)|Fp) ⩾ d(A ∗ C).
Ïîñêîëüêó A = CL(D,F ) è C = CL(D,G), òî A ∗ C ⊆ CL(D,G+ F ) è

d(B̃⊥) ⩾ d(CL(D,F +G))) ⩾ n− deg(F +G) = n− deg(F )− deg(G).

Òàê êàê t = ⌊(n− deg(G)− g− 1)/2⌋, óñëîâèå d(B̃⊥) > t âûïîëíÿåòñÿ ïðè deg(F ) ⩽
⩽ (n+ g + 1− deg(G))/2.

� d(Ã) + d(C|Fp) = d(A|Fp) + d(C|Fp) ⩾ d(A) + d(C) ⩾ 2n− deg(F )− deg(G).
Î÷åâèäíî, ÷òî d(Ã) + d(C|Fp) > n, åñëè deg(F ) ⩽ n− deg(G)− 1.

Òàêèì îáðàçîì, Ã è B̃�ïàðà, èñïðàâëÿþùàÿ îøèáêè äëÿ êîäà C|Fp , åñëè ñïðàâåä-
ëèâà ñëåäóþùàÿ ñèñòåìà:

deg(F ) ⩾ (3n+ 3g − deg(G)− 5)/4,

deg(F ) ⩽ (n+ g + 1− deg(G))/2,

deg(F ) ⩽ n− deg(G)− 1.

Çäåñü ñëåäóåò ðàññìîòðåòü äâà ñëó÷àÿ:

� Óñëîâèå (3n + 3g − deg(G) − 5)/4 ⩽ deg(F ) ⩽ n − deg(G) − 1 âûïîëíÿåòñÿ, åñëè
deg(G) ⩾ n− g− 2 è deg(G) ⩽ (n+1− 3g)/3. Ñîîòâåòñòâåííî ïîëó÷àåì ñëåäóþùèå
çíà÷åíèÿ ðîäà g, äëèíû n, ñòåïåíè deg(G), à òàêæå ñòåïåíè deg(F ):

g = 0, n = 3, deg(G) = 1, deg(F ) = 1.

� Óñëîâèå (3n+3g− deg(G)− 5)/4 ⩽ deg(F ) ⩽ (n+ g+1− deg(G))/2 íå âûïîëíÿåòñÿ
íèêîãäà, ïîñêîëüêó â ðåçóëüòàòå íàêëàäûâàíèÿ îãðàíè÷åíèé íà ñòåïåíè äèâèçîðîâ
ïîëó÷àåì ñëåäóþùèå íåñîâìåñòíûå ñèñòåìû:
deg(F ) ⩾ (3n+ 3g − deg(G)− 5)/4,

deg(F ) ⩽ (n+ g + 1− deg(G))/2,

n ⩽ 3; 0 < deg(G) ⩽ n− g − 3

èëè


deg(F ) ⩾ (3n+ 3g − deg(G)− 5)/4,

deg(F ) ⩽ (n+ g + 1− deg(G))/2,

n ⩾ 4; 0 < deg(G) ⩽ 4− n− g.
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4. Ïðîâåðèì, ÿâëÿåòñÿ ëè ïàðà êîäîâ Ã = (A⊥|Fp)
⊥ è B̃ = (Ã∗C|Fp)

⊥ ïàðîé, èñïðàâ-
ëÿþùåé îøèáêè äëÿ êîäà C|Fp :

� Ó÷èòûâàÿ âèä Ã è B̃, ïîëó÷àåì Ã ∗ B̃ ⊆ (C|Fp)
⊥.

� k(Ã) = k((A⊥|Fp)
⊥) = n− k(A⊥|Fp).

Äëÿ âûïîëíåíèÿ óñëîâèÿ 2 îïðåäåëåíèÿ 3 íåîáõîäèìî, ÷òîáû k(A⊥|Fp) < n − t.
Ñ äðóãîé ñòîðîíû, k(A⊥|Fp) ⩾ 2k(A⊥) − n = n + 2g − 2 deg(F ) − 2. Ïðèíèìàÿ âî
âíèìàíèå, ÷òî t = ⌊(n− deg(G)− g − 1)/2⌋, è óòî÷íÿÿ, ïðè êàêîì îãðàíè÷åíèè íà
deg(F ) âûïîëíÿþòñÿ íåðàâåíñòâà

n+ 2g − 2 deg(F )− 2 ⩽ k(A⊥|Fp) < n− t,

ïîëó÷àåì deg(F ) ⩾ (n+ 3g − deg(G)− 5)/4.
� d(B̃⊥) = d((A⊥|Fp)

⊥ ∗ C|Fp).
Çäåñü ñíîâà áóäåì ðàññìàòðèâàòü ñëó÷àé, êîãäà êîä Ã ÿâëÿåòñÿ ñàìîäóàëüíûì,
ò. å. (A⊥|Fp)

⊥ = A⊥|Fp . Ñëåäîâàòåëüíî, k(A⊥|Fp) = n/2, ÷òî âîçìîæíî ïðè deg(F ) ⩾
⩾ (n+4g−4)/4. Òîãäà d(B̃⊥) = d(A⊥|Fp ∗C|Fp) ⩾ d(A⊥ ∗C). Ïîñêîëüêó A = CL(D,F )
è C = CL(D,G), òî

d(B̃⊥) ⩾ d(CL(D,D−F+(ω))∗CL(D,G)) ⩾ d(CL(D,F−G)⊥) ⩾ deg(F )−deg(G)−2g+2.

Òàê êàê t = ⌊(n− deg(G)− g− 1)/2⌋, óñëîâèå d(B̃⊥) > t âûïîëíÿåòñÿ ïðè deg(F ) ⩾
⩾ (n+ deg(G) + 3g − 5)/2.
Ñëåäóåò ðàññìîòðåòü äâà ñëó÷àÿ, ÷òîáû îïðåäåëèòü deg(F ):
� Ñëó÷àé deg(F ) ⩾ (n+deg(G)+3g−5)/2 èìååò ìåñòî ïðè deg(G) > (6−n−2g)/2.
� Ñëó÷àé deg(F ) ⩾ (n + 4g − 4)/4 èìååò ìåñòî ïðè deg(G) ⩽ (6 − n − 2g)/2, ÷òî

âîçìîæíî, åñëè
g = 0, n = 2, 4, deg(G) ⩽ 2

èëè
g = 1, n = 2, deg(G) = 1.

� d(Ã)+d(C|Fp) = d((A⊥|Fp)
⊥)+d(C|Fp) = d(A⊥|Fp)+d(C|Fp) ⩾ d(A⊥)+d(C) ⩾ deg(F )−

−2g+2+n−deg(G). Î÷åâèäíî, ÷òî d(Ã)+d(C|Fp) > n, åñëè deg(F ) > deg(G)+2g−2.
Òàêèì îáðàçîì, ïîñòðîåíèå ïàðû Ã è B̃, èñïðàâëÿþùåé îøèáêè äëÿ êîäà C|Fp ,

âîçìîæíî, åñëè ñïðàâåäëèâà îäíà èç ñèñòåì:
deg(F ) ⩾ (n+ 3g − deg(G)− 5)/4,

deg(F ) ⩾ (n+ deg(G) + 3g − 5)/2,

deg(G) > (6− n− 2g)/2,

deg(F ) > deg(G) + 2g − 2

èëè


deg(F ) ⩾ (n+ 3g − deg(G)− 5)/4,

deg(F ) ⩾ (n+ 4g − 4)/2,

deg(G) ⩽ (6− n− 2g)/2,

deg(F ) > deg(G) + 2g − 2.

Óòî÷íÿÿ îáå ñèñòåìû, îêîí÷àòåëüíî ïîëó÷àåì ñëåäóþùèå ðåçóëüòàòû:

g = 0, n = 4, deg(G) = 1, deg(G) ⩽ deg(F ) ⩽ n− 1,

g = 0, n = 6, 8, 10, (6− n)/2 < deg(G) ⩽ n− 5, (n+ deg(G)− 5)/2 ⩽ deg(F ) ⩽ n− 1,

g = 0, n ⩾ 5 è n � ÷¼òíîå, n− 2 ⩽ deg(G) ⩽ n− 1, deg(G)− 1 ⩽ deg(F ) ⩽ n− 1,

g = 1, n ⩾ 4 è n � ÷¼òíîå, n− 4 ⩽ deg(G) ⩽ n− 2, deg(G) + 1 ⩽ deg(F ) ⩽ n− 1,

g = 1, n ⩾ 6 è n � ÷¼òíîå, 1 ⩽ deg(G) ⩽ n− 5, (n+ deg(G)− 2)/2 ⩽ deg(F ) ⩽ n− 1,
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g = 2, n ⩾ 8 è n � ÷¼òíîå, n− 5 ⩽ deg(G) ⩽ n− 4, deg(G) + 3 ⩽ deg(F ) ⩽ n− 1,

g = 2, n ⩾ 9 è n � ÷¼òíîå, 3 ⩽ deg(G) ⩽ n− 6, (n+ deg(G) + 1)/2 ⩽ deg(F ) ⩽ n− 1,

g = 3, n ⩾ 12 è n � ÷¼òíîå, 4 < deg(G) ⩽ n− 6, deg(F ) ⩾ (n+ deg(G) + 4)/2,

g ⩾ 5, n ⩾ 5g−5 è n � ÷¼òíîå, 2g−2< deg(G)⩽n−3g+3, deg(F )⩾ (n+deg(G)+3g−5)/2.

Òåîðåìà 6 äîêàçàíà.

Òåîðåìà 7. Ïóñòü C = CL(D,G)�ÀÃ-êîä, àññîöèèðîâàííûé ñ ôóíêöèîíàëüíûì
ïîëåì F/Fq ðîäà g, ãäå q = p2, è C⊥ �äóàëüíûé ê C. Òîãäà åñëè supp(G)∩supp(F ) = ∅,
òî ïàðîé, èñïðàâëÿþùåé t = ⌊(deg(G)− 3g + 1)/2⌋ îøèáîê äëÿ êîäà (C⊥)|Fp , ÿâëÿåòñÿ
ïàðà êîäîâ (Ã, B̃) ïðè óñëîâèè èõ ñóùåñòâîâàíèÿ:

1) Ã = CL(D,F )|Fp , åñëè

g = 0 è


n = 7, deg(G) = 5, deg(F ) = 4,

èëè n = 6, deg(G) = 3, deg(F ) = 3,

èëè n = 5, deg(G) = 1, deg(F ) = 3,

èëè n = 3, deg(G) = 1, deg(F ) ⩽ 2.

2) Ã = (CL(D,F )⊥)|Fp , åñëè
g = 0 è n = 5, deg(G) = 1, deg(F ) = 1

èëè g = 1 è n = 5, deg(G) = 4, deg(F ) = 2.

3) Ã = (CL(D,F )|Fp)
⊥, åñëè

g = 0 è


n = 4, 6, (3n− 10)/2 ⩽ deg(G) ⩽ n, deg(F ) ⩽ (4n− deg(G)− 5)/4,

èëè

n = 10, 1 ⩽ deg(G) ⩽ 8, deg(F ) ⩽ (35− deg(G))/4,

èëè

n ⩾ 12 è n � ÷¼òíîå, 1 ⩽ deg(G) ⩽ n− 2, deg(F ) ⩽ (deg(G) + 3)/2,

èëè

g = 1, n ⩾ 4 è n � ÷¼òíîå, 2 ⩽ deg(G) ⩽ n− 1, deg(F ) ⩽ (deg(G) + 2)/2,

èëè g ⩾ 2, n ⩾ 6 è n�÷¼òíîå, deg(G) = 4, deg(F ) = 1,
èëè

g ⩾ 2, n ⩾ 5g−5 è n � ÷¼òíîå, 5g−6⩽ deg(G)⩽n−1, deg(F )⩽ (deg(G)+3−g)/2.

4) Ã = ((CL(D,F )⊥)|Fp)
⊥, åñëè

g = 0 è

 n = 4, deg(G) = 2, 1 ⩽ deg(F ) ⩽ 3

èëè

n = 6, 8, 2 ⩽ deg(G) ⩽ (3n− 11)/2, deg(F ) ⩾ (2n− deg(G)− 7)/2

èëè 1 ⩽ g ⩽ 3, n ⩾ 3g + 3 è n�÷¼òíîå, 3g + 2 < deg(G) ⩽ n− 1,

deg(F ) ⩾ (2n− deg(G) + 5g − 7)/2.

Âî âñåõ ÷åòûð¼õ ñëó÷àÿõ B = (A ∗ (C⊥)|Fp)
⊥.
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Äîêàçàòåëüñòâî. Îáîçíà÷èì A = CL(D,F ) è îòìåòèì, ÷òî èçíà÷àëüíî êîä C⊥
îïðåäåë¼í íàä êâàäðàòè÷íûì ðàñøèðåíèåì ïîëÿ Fp, ò. å. íàä Fq = Fp2 .

1. Ïðîâåðèì, ÿâëÿåòñÿ ëè ïàðà êîäîâ Ã = A|Fp è B̃ = (Ã ∗ C⊥|Fp)
⊥ ïàðîé, èñïðàâ-

ëÿþùåé îøèáêè äëÿ êîäà C⊥|Fp :

� Ó÷èòûâàÿ âèä Ã è B̃, ïîëó÷àåì Ã ∗ B̃ ⊆ (C⊥|Fp)
⊥.

� k(Ã) = 2k(A|Fp) ⩾ k(A)− n = 2deg(F )− 2g − n+ 2.
Òàê êàê t = ⌊(deg(G) + 1 − 3g)/2⌋, óñëîâèå k(Ã) > t èìååò ìåñòî, åñëè deg(F ) ⩾
⩾ (2n+ deg(G) + g − 3)/4.

� d(B̃⊥) = d(A|Fp ∗ C⊥|Fp) ⩾ d(A ∗ C⊥).
Ïîñêîëüêó A = CL(D,F ) è C⊥ = CL(D,D −G+ (ω)), òî

A ∗ C⊥ ⊆ CL(D,D + F −G+ (ω)) = CL(D,G− F )⊥,

òîãäà
d(A ∗ C⊥) ⩾ d(CL(D,G− F )⊥) ⩾ deg(G) + 2− deg(F )− 2g.

Òàê êàê t = ⌊(deg(G) + 1 − 3g)/2⌋, óñëîâèå d(B̃⊥) > t âûïîëíÿåòñÿ ïðè deg(F ) ⩽
⩽ (deg(G) + 3− g)/2.

� d(Ã) + d(C⊥|Fp) ⩾ d(A) + d(C⊥) ⩾ n− deg(F ) + deg(G)− 2g + 2.
Î÷åâèäíî, ÷òî d(Ã) + d(C|Fp) > n, åñëè deg(F ) < deg(G)− 2g + 2.

Òàêèì îáðàçîì, Ã è B̃�ïàðà, èñïðàâëÿþùàÿ îøèáêè äëÿ êîäà C⊥|Fp , åñëè èìååò
ìåñòî ñèñòåìà 

deg(F ) ⩾ (2n+ deg(G) + g − 3)/4,

deg(F ) ⩽ (deg(G) + 3− g)/2,

deg(F ) < deg(G) + 2− 2g.

Çäåñü ñëåäóåò ðàññìîòðåòü äâà ñëó÷àÿ:

� Óñëîâèå (deg(G) + g + 2n− 3)/4 ⩽ deg(F ) ⩽ (deg(G) + 3− g)/2 âûïîëíÿåòñÿ, åñëè

g = 0 è


n = 7, deg(G) = 5, deg(F ) = 4,

èëè n = 6, deg(G) = 3, deg(F ) = 3,

èëè n = 5, deg(G) = 1, deg(F ) = 3,

èëè n = 3, deg(G) = 1, deg(F ) ⩽ 2.

� Óñëîâèå (deg(G)+g+2n−3)/4 ⩽ deg(F ) < deg(G)−2g+2 íå âûïîëíÿåòñÿ íèêîãäà.

2. Ïðîâåðèì, ÿâëÿåòñÿ ëè ïàðà êîäîâ Ã = (A⊥)|Fp è B̃ = (Ã∗C⊥|Fp)
⊥ ïàðîé, èñïðàâ-

ëÿþùåé îøèáêè äëÿ êîäà C⊥|Fp :

� Ó÷èòûâàÿ âèä Ã è B̃, ïîëó÷àåì Ã ∗ B̃ ⊆ (C⊥|Fp)
⊥.

� k(Ã) = k((A⊥)|Fp) ⩾ 2k(A⊥)− n = n+ 2g − 2− 2 deg(F ).
Òàê êàê t = ⌊(deg(G) + 1 − 3g)/2⌋, óñëîâèå k(Ã) > t èìååò ìåñòî, åñëè deg(F ) ⩽
⩽ (2n+ 7g − deg(G)− 5)/4.

� d(B̃⊥) = d((A⊥)|Fp ∗ C⊥|Fp) ⩾ d((A⊥ ∗ C⊥)|Fp) ⩾ d(A⊥ ∗ C⊥).
Ïîñêîëüêó A⊥ = CL(D,D − F + (ω)) è C⊥ = CL(D,D − G + (ω)), òî A⊥ ∗ C⊥ ⊆
⊆ CL(D, 2D −G− F + 2(ω)), òîãäà

d(A⊥ ∗ C⊥) ⩾ d(CL(D, 2D −G− F + 2(ω))) ⩾ deg(G) + deg(F )− n− 4g + 4.

Ïîñêîëüêó t = ⌊(deg(G) + 1− 3g)/2⌋, óñëîâèå d(B̃⊥) > t âûïîëíÿåòñÿ ïðè deg(F ) ⩾
⩾ (2n+ 5g − deg(G)− 7)/2.
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� d(Ã) + d(C⊥|Fp) ⩾ d(A⊥) + d(C⊥) ⩾ deg(F ) + deg(G)− 4g + 4.
Î÷åâèäíî, ÷òî d(Ã) + d(C⊥|Fp) > n, åñëè deg(F ) > n+ 4g − deg(G)− 4.

Òàêèì îáðàçîì, Ã è B̃�ïàðà, èñïðàâëÿþùàÿ îøèáêè äëÿ êîäà C⊥|Fp , åñëè èìååò
ìåñòî ñëåäóþùàÿ ñèñòåìà:

deg(F ) ⩽ (2n+ 7g − deg(G)− 5)/4,

deg(F ) ⩾ (2n+ 5g − deg(G)− 7)/2,

deg(F ) > n+ 4g − deg(G)− 4.

Çäåñü ñëåäóåò ðàññìîòðåòü äâà ñëó÷àÿ:

� Óñëîâèå (2n+5g− deg(G)− 7)/2 ⩽ deg(F ) ⩽ (2n+7g− deg(G)− 5)/4 âûïîëíÿåòñÿ,
åñëè

g = 1 è n = 5, deg(G) = 4, deg(F ) = 2

èëè
g = 0 è n = 5, deg(G) = 1, deg(F ) = 1.

� Óñëîâèå n+4g− deg(G)− 4 ⩽ deg(F ) ⩽ (2n+7g− deg(G)− 5)/4 âûïîëíÿåòñÿ, åñëè

1 ⩽ n ⩽ 3 è (2n+ 9g − 11)/3 < deg(G) < 3g − 1.

3. Ïðîâåðèì, ÿâëÿåòñÿ ëè ïàðà êîäîâ Ã = (A|Fp)
⊥ è B̃ = (Ã∗C⊥|Fp)

⊥ ïàðîé, èñïðàâ-
ëÿþùåé îøèáêè äëÿ êîäà C⊥|Fp :

� Ó÷èòûâàÿ âèä Ã è B̃, ïîëó÷àåì Ã ∗ B̃ ⊆ (C⊥|Fp)
⊥.

� k(Ã) = k((A|Fp)
⊥) = n− k(A|Fp).

Îòìåòèì, ÷òî k(A|Fp) ⩾ 2k(A) − n = 2deg(F ) + 2 − 2g − n. Ñ äðóãîé ñòîðîíû,
íåîáõîäèìî, ÷òîáû âûïîëíÿëîñü k(Ã) > t. Ïîñêîëüêó t = ⌊(deg(G) − 3g + 1)/2⌋,
îêîí÷àòåëüíî èìååì deg(F ) ⩽ (4n+ 7g − deg(G)− 5)/4.

� d(B̃⊥) = d((A|Fp)
⊥ ∗ C|Fp).

Ðàññìîòðèì ñëó÷àé, êîãäà êîä Ã ÿâëÿåòñÿ ñàìîäóàëüíûì, ò. å. (A|Fp)
⊥ = A|Fp . Ñëå-

äîâàòåëüíî, k(A|Fp) = n/2, ÷òî âîçìîæíî ïðè deg(F ) ⩽ (3n + 4g − 4)/4. Òîãäà
ïîëó÷àåì

d(B̃⊥) = d(A|Fp ∗ C⊥|Fp) ⩾ d((A ∗ C⊥)|Fp) ⩾ d(A ∗ C⊥) ⩾
⩾ d(CL(D,G− F )⊥) ⩾ deg(G)− deg(F )− 2g + 2.

Òàê êàê t = (deg(G) + 1 − 3g)/2, óñëîâèå d(B̃⊥) > t âûïîëíÿåòñÿ ïðè deg(F ) ⩽
⩽ (deg(G) + 3− g)/2.
Ñëåäóåò ðàññìîòðåòü äâà ñëó÷àÿ, ÷òîáû îïðåäåëèòü deg(F ):
� Ñëó÷àé deg(F ) ⩽ (3n+4g− 4)/4 èìååò ìåñòî ïðè deg(G) > (3n+6g− 10)/2, ÷òî

âîçìîæíî, åñëè

g = 0, n = 4, 6, 8, deg(G) ⩾ (3n− 10)/2, deg(F ) ⩽ (3n− 4)/4

èëè
g = 1, n = 2, deg(G) = 1, deg(F ) = 1.

� Ñëó÷àé deg(F ) ⩽ (deg(G) + 3− g)/2 èìååò ìåñòî ïðè deg(G) < (3n+6g− 10)/2.



Âû÷èñëåíèå ïàð, èñïðàâëÿþùèõ îøèáêè äëÿ àëãåáðîãåîìåòðè÷åñêîãî êîäà 87

� d(Ã) + d(C|Fp) = d((A|Fp)
⊥) + d(C⊥|Fp) = d(A|Fp) + d(C⊥|Fp) ⩾ d(A) + d(C) ⩾ n −

− deg(F ) + deg(G)− 2g + 2.
Î÷åâèäíî, ÷òî d(Ã) + d(C|Fp) > n, åñëè deg(F ) < deg(G) + 2− 2g.

Òàêèì îáðàçîì, ïîñòðîåíèå ïàðû Ã è B̃, èñïðàâëÿþùåé îøèáêè äëÿ êîäà C⊥|Fp ,
âîçìîæíî, åñëè ñïðàâåäëèâà îäíà èç ñëåäóþùèõ ñèñòåì:

g = 0, n = 4, 6, 8,

deg(G) > (3n− 10)/2,

deg(F ) ⩽ (3n− 4)/4,

deg(F ) ⩽ (4n− deg(G)− 5)/4,

deg(F ) < deg(G) + 2,

èëè



g = 1, n = 2,

deg(G) = 1,

deg(F ) = 1,

deg(F ) ⩽ (4n+ 2− deg(G))/4,

deg(F ) < deg(G),

èëè


deg(G) < (3n+ 6g − 10)/2,

deg(F ) ⩽ (4n+ 7g − deg(G)− 5)/4,

deg(F ) ⩽ (deg(G) + 3− g)/2,

deg(F ) < deg(G) + 2− 2g.

Óòî÷íÿÿ âñå òðè ñèñòåìû, îêîí÷àòåëüíî ïîëó÷àåì ñëåäóþùèå ðåçóëüòàòû:

g = 0, n = 4, 6, (3n− 10)/2 ⩽ deg(G) ⩽ n− 2, deg(F ) ⩽ (4n− deg(G)− 5)/4,

g = 0, n = 10, deg(G) ⩽ 8, deg(F ) ⩽ (35− deg(G))/4,

g = 0, n > 10 è n � ÷¼òíîå, 1 ⩽ deg(G) ⩽ n− 2, deg(F ) ⩽ (deg(G) + 3)/2,

g = 1, n ⩾ 4 è n � ÷¼òíîå, 2 ⩽ deg(G) ⩽ n− 1, deg(F ) ⩽ (deg(G) + 2)/2,

g ⩾ 2, n ⩾ 6 è n � ÷¼òíîå, deg(G) = 4, deg(F ) = 1,

g ⩾ 2, n ⩾ 5g − 5 è n � ÷¼òíîå, 5g − 6 ⩽ deg(G) ⩽ n− 1, deg(F ) ⩽ (deg(G) + 3− g)/2.

4. Ïðîâåðèì, ÿâëÿåòñÿ ëè ïàðà êîäîâ Ã = (A⊥|Fp)
⊥ è B̃ = (Ã ∗ C⊥|Fp)

⊥ ïàðîé,
èñïðàâëÿþùåé îøèáêè äëÿ êîäà C⊥|Fp :

� Ó÷èòûâàÿ âèä Ã è B̃, ïîëó÷àåì Ã ∗ B̃ ⊆ (C⊥|Fp)
⊥.

� k(Ã) = k((A⊥|Fp)
⊥) = n− k(A⊥|Fp).

Äëÿ âûïîëíåíèÿ óñëîâèÿ 2 îïðåäåëåíèÿ 3 íåîáõîäèìî, ÷òîáû k(A⊥|Fp) < n − t.
Ñ äðóãîé ñòîðîíû, k(A⊥|Fp) ⩾ 2k(A⊥) − n = n + 2g − 2 deg(F ) − 2. Ïðèíèìàÿ âî
âíèìàíèå, ÷òî t = ⌊(deg(G) + 1 − 3g)/2⌋, è óòî÷íÿÿ, ïðè êàêîì îãðàíè÷åíèè íà
deg(F ) âûïîëíÿþòñÿ íåðàâåíñòâà

n+ 2g − 2 deg(F )− 2 ⩽ k(A⊥|Fp) < n− t,

ïîëó÷àåì deg(F ) ⩾ (deg(G) + g − 3)/4.
� d(B̃⊥) = d((A⊥|Fp)

⊥ ∗ C⊥|Fp).
Ðàññìîòðèì ñëó÷àé, êîãäà êîä Ã ÿâëÿåòñÿ ñàìîäóàëüíûì, ò. å. (A|Fp)

⊥ = A|Fp . Ñëå-
äîâàòåëüíî, k(A|Fp) = n/2, ÷òî âîçìîæíî ïðè deg(F ) ⩾ (n + 4g − 4)/4. Òîãäà
d(B̃⊥) = d(A⊥|Fp ∗ C⊥|Fp) ⩾ d(A⊥ ∗ C⊥). Ïîñêîëüêó A = CL(D,F ) è C = CL(D,G), òî

d(B̃⊥) ⩾ d(CL(D,D − F + (ω)) ∗ CL(D,D −G+ (ω))) ⩾
⩾ d(CL(D, 2D −G− F + 2(ω))) ⩾ n+ 2g − 2− 2 deg(F ).

Òàê êàê t = ⌊(deg(G) + 1 − 3g)/2⌋, óñëîâèå d(B̃⊥) > t âûïîëíÿåòñÿ ïðè deg(F ) ⩾
⩾ (2n+ 5g − deg(G)− 7)/2.
Ñëåäóåò ðàññìîòðåòü äâà ñëó÷àÿ, ÷òîáû îïðåäåëèòü deg(F ):
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� Ñëó÷àé deg(F ) ⩾ (2n+ 5g− deg(G)− 7)/2 èìååò ìåñòî ïðè deg(G) ⩽ (3n+ 6g−
− 10)/2.

� Ñëó÷àé deg(F ) ⩾ (n+ 4g− 4)/4 èìååò ìåñòî ïðè deg(G) > (3n+ 6g− 10)/2, ÷òî
âîçìîæíî, åñëè

g = 0, n = 4, 6, 8, deg(G) > (3n− 10)/2, deg(F ) ⩾ (n− 4)/4.

� d(Ã) + d(C⊥|Fp) = d((A⊥|Fp)
⊥) + d(C⊥|Fp) = d(A⊥|Fp) + d(C⊥|Fp) ⩾ d(A⊥) + d(C⊥) ⩾

⩾ deg(F ) + deg(G)− 4g + 4.
Î÷åâèäíî, ÷òî d(Ã) + d(C⊥|Fp) > n, åñëè deg(F ) > n− deg(G) + 4g − 4.

Òàêèì îáðàçîì, ïîñòðîåíèå ïàðû Ã è B̃, èñïðàâëÿþùåé îøèáêè äëÿ êîäà C⊥|Fp ,
âîçìîæíî, åñëè ñïðàâåäëèâà îäíà èç ñèñòåì:

g = 0,

n = 4, 6, 8,

deg(G) > (3n− 10)/2,

deg(F ) ⩾ (n− 4)/4,

deg(F ) ⩾ n− deg(G)− 3,

èëè



g = 1,

n = 2,

deg(G) = 1,

deg(F ) = 1,

deg(F ) ⩾ n+ 1− deg(G),

èëè


deg(G) ⩽ (3n+ 6g − 10)/2,

deg(F ) ⩾ (2n+ 5g − deg(G)− 7)/2,

deg(F ) > n+ 4g − deg(G)− 3.

Óòî÷íÿÿ ñèñòåìû, îêîí÷àòåëüíî ïîëó÷àåì ñëåäóþùèå ðåçóëüòàòû:

g = 0, n = 4, deg(G) = 2, 1 ⩽ deg(F ) ⩽ 3;

g = 0, 6 ⩽ n ⩽ 8 è n � ÷¼òíîå, 2 ⩽ deg(G) ⩽ (3n−11)/2, deg(F ) ⩾ (2n− deg(G)−7)/2;
1⩽ g⩽ 3, n⩾ 3g+3 è n � ÷¼òíîå, 3g+2< deg(G)⩽n−1, deg(F )⩾(2n− deg(G)+5g−7)/2.
Òåîðåìà 7 äîêàçàíà.

Çàìå÷àíèå 1. Ñòîèò îòìåòèòü, ÷òî â óñëîâèÿõ òåîðåì 6 è 7 âîâñå íå ãàðàíòèðóåò-
ñÿ, ÷òî ïàðà, èñïðàâëÿþùàÿ îøèáêè, ñóùåñòâóåò äëÿ ëþáîãî êîäà C ñ çàäàííûìè ïàðà-
ìåòðàìè; ïîëó÷åíû ãðàíèöû, ïðè êîòîðûõ ñóùåñòâîâàíèå ïàðû â ïðèíöèïå âîçìîæíî.
Â ï. 2 è 4 òåîðåìû 6 è â ï. 3 è 4 òåîðåìû 7 ðàññìàòðèâàåòñÿ ñëó÷àé ñàìîäóàëüíîñòè
êîäà Ã, ÷òî íà ïðàêòèêå òðóäíîäîñòèæèìî. Â äîïîëíåíèå, ââèäó ãðóáîñòè ãðàíèöû
äëÿ îöåíêè ðàçìåðíîñòè ïîäïîëåâîãî ïîäêîäà, â îáùåì ñëó÷àå êîäû, ñîñòàâëÿþùèå
ïàðó, ìîãóò âûðîæäàòüñÿ. Íåîáõîäèìû äîïîëíèòåëüíûå âû÷èñëèòåëüíûå ýêñïåðèìåí-
òû äëÿ óòî÷íåíèÿ ïîëó÷åííûõ ãðàíèö äëÿ ïàðàìåòðîâ ïàð, èñïðàâëÿþùèõ îøèáêè
äëÿ ïîäïîëåâîãî ïîäêîäà.

Çàêëþ÷åíèå
Äëÿ îáåñïå÷åíèÿ óñëîâèÿ 2 â îïðåäåëåíèè ïàðû, èñïðàâëÿþùåé îøèáêè, â òåî-

ðåìàõ 4 è 5 ìû îãðàíè÷èâàåìñÿ ðàññìîòðåíèåì ñëó÷àåâ, êîãäà deg(F ) = t + g è
deg(F ) = n+ g − t− 2, õîòÿ äàííûå çíà÷åíèÿ ÿâëÿþòñÿ íèæíåé è âåðõíåé ãðàíèöàìè
ñîîòâåòñòâåííî äëÿ deg(F ) â çàâèñèìîñòè îò âèäà êîäà A.

Îòìåòèì, ÷òî òåîðåìû 6 è 7 äîêàçàíû äëÿ ñëó÷àÿ, êîãäà èñõîäíûé ÀÃ-êîä îïðåäå-
ë¼í íàä êâàäðàòè÷íûì ðàñøèðåíèåì Fp2 , ÷òîáû ïîëó÷èòü áîëåå êîìïàêòíûå ñîîòíîøå-
íèÿ. Ïîñòðîåíèå ïàð, èñïðàâëÿþùèõ îøèáêè äëÿ ïðîèçâîëüíîãî ÀÃ-êîäà, îïðåäåë¼í-
íîãî íàä ðàñøèðåíèÿìè á�oëüøèõ ñòåïåíåé, � âñ¼ åù¼ îòêðûòûé âîïðîñ. Êðîìå òîãî,
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ñëåäóåò îòìåòèòü, ÷òî â ïîäñëó÷àÿõ, ãäå ìû ðàññìàòðèâàåì ñàìîäóàëüíûé êîä, íàëè-
÷èå ïàðû, èñïðàâëÿþùåé îøèáêè, âîçìîæíî, íî íåîáÿçàòåëüíî âûïîëíèìî. Äëÿ áîëåå
ñèëüíîãî óòâåðæäåíèÿ íåîáõîäèìî ïðîâåñòè ðÿä âû÷èñëèòåëüíûõ ýêñïåðèìåíòîâ.

Âåñüìà èíòåðåñíûì ïðåäñòàâëÿåòñÿ òàêæå âû÷èñëåíèå ïàð, èñïðàâëÿþùèõ îøèá-
êè äëÿ òðýéñ-êîäîâ (òàêèå êîäû ïîëó÷åíû ñ ïîìîùüþ ïðèìåíåíèÿ ê êîäîâûì ñëîâàì
êîäà C, îïðåäåë¼ííûì íàä Fq, ôóíêöèè ñëåäà tr : Fpm → Fp), ïîñêîëüêó òàêèå êîäû
ñâÿçàíû ñ äóàëüíûìè ñîîòíîøåíèåì (C|Fp)

⊥ = tr(C⊥).
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Ãðàôîâûå ìîäåëè çàíèìàþò âàæíîå ìåñòî â çàäà÷àõ, ñâÿçàííûõ ñ çàùèòîé èíôîð-
ìàöèè è èíôîðìàöèîííîé áåçîïàñíîñòüþ, â òîì ÷èñëå ïðè ïîñòðîåíèè ìîäåëåé
è ìåòîäîâ óïðàâëåíèÿ íåïðåðûâíûì ôóíêöèîíèðîâàíèåì è âîññòàíîâëåíèåì ñè-
ñòåì, ïðîòèâîäåéñòâèÿ îòêàçàì â îáñëóæèâàíèè. Ðàññìàòðèâàåòñÿ êîíå÷íàÿ äèíà-
ìè÷åñêàÿ ñèñòåìà (ΓKn , α), n ⩾ 1, ñîñòîÿíèÿìè êîòîðîé ÿâëÿþòñÿ âñå âîçìîæíûå
îðèåíòàöèè ïîëíîãî ãðàôà Kn, à ýâîëþöèîííàÿ ôóíêöèÿ çàäà¼òñÿ ñëåäóþùèì
îáðàçîì: äèíàìè÷åñêèì îáðàçîì îðãðàôà ÿâëÿåòñÿ îðãðàô, ïîëó÷åííûé èç èñõîä-
íîãî ïóò¼ì ïåðåîðèåíòàöèè âñåõ äóã, âõîäÿùèõ â ñòîêè, äðóãèõ îòëè÷èé ìåæäó
èñõîäíûì îðãðàôîì è åãî îáðàçîì íåò. Ïîëó÷åíû ôîðìóëû äëÿ ïîäñ÷¼òà êîëè÷å-
ñòâà öèêëè÷åñêèõ (ïðèíàäëåæàùèõ àòòðàêòîðàì) ñîñòîÿíèé ñèñòåìû; ñîñòîÿíèé,
íå ÿâëÿþùèõñÿ öèêëè÷åñêèìè; àòòðàêòîðîâ ñèñòåìû, â òîì ÷èñëå ðàçëè÷íûõ òè-
ïîâ. Ïðèâåäåíû ñîîòâåòñòâóþùèå òàáëèöû äëÿ n îò 1 äî 20 âêëþ÷èòåëüíî.

Êëþ÷åâûå ñëîâà: àòòðàêòîð, ãðàô, êèáåðáåçîïàñíîñòü, êîíå÷íàÿ äèíàìè÷å-

ñêàÿ ñèñòåìà, îòêàçîóñòîé÷èâîñòü, ïîëíûé ãðàô, öèêëè÷åñêîå ñîñòîÿíèå, ýâî-

ëþöèîííàÿ ôóíêöèÿ.

NUMBER OF ATTRACTORS AND CYCLIC STATES IN FINITE
DYNAMIC SYSTEMS OF COMPLETE GRAPHS ORIENTATIONS

A.V. Zharkova

Saratov State University, Saratov, Russia

Graph models occupy an important place in information security tasks, including the
construction of models and methods for managing the continuous operation of systems
and system recovery, countering denials of service. Finite dynamic systems of complete
graphs orientations are considered. States of a dynamic system (ΓKn , α), n ⩾ 1, are all
possible orientations of the complete graph Kn, and evolutionary function transforms
the graph orientation by reversing all the arcs that enter into sinks, and there are no
other differences between the given and the next digraphs. Formulas are obtained for
counting the number of cyclic (belonging to attractors) system states and the num-
ber of states that are not cyclic (not belonging to attractors), namely, the number of
states belonging to attractors is 1, if n = 1; 2(n−1)(n−2)/2(2n−1 − n) + n!, if n > 1,
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the number of states not belonging to attractors is 0, if n = 1; n · 2(n−1)(n−2)/2 − n!,
if n > 1. Formulas are obtained for counting the number of attractors of the system,
including various types, namely, the number of attractors of length 1 is 1, if n = 1;
2(n−1)(n−2)/2(2n−1 − n), if n > 1, the number of attractors of length n is (n− 1)!, the
number of attractors (basins) is 1, if n = 1; 2(n−1)(n−2)/2(2n−1−n)+(n−1)!, if n > 1.
The corresponding tables are given for n = 1, . . . , 20.

Keywords: attractor, complete graph, cybersecurity, cyclic state, evolutionary func-
tion, fault-tolerance, finite dynamic system, graph.

Ââåäåíèå
Ãðàôîâûå ìîäåëè çàíèìàþò âàæíîå ìåñòî â çàäà÷àõ, ñâÿçàííûõ ñ èíôîðìàöèîííîé

áåçîïàñíîñòüþ. Â âîïðîñàõ êèáåðáåçîïàñíîñòè ñ ïîìîùüþ ãðàôîâûõ ìîäåëåé ìîæíî,
íàïðèìåð, âûÿâëÿòü ñâÿçè ìåæäó ñóùíîñòÿìè ñèñòåìû, ãðóïïèðîâàòü èõ, îöåíèâàòü
ïîâåäåíèå, âûÿâëÿòü ðàçëè÷íûå àíîìàëèè. Â çàäà÷àõ, ñâÿçàííûõ ñ îòêàçîóñòîé÷èâî-
ñòüþ êîìïüþòåðíûõ ñåòåé, îòêàçû ïðîöåññîðîâ èíòåðïðåòèðóþòñÿ êàê óäàëåíèå ñîîò-
âåòñòâóþùèõ âåðøèí, à îòêàçû ñåòåâûõ êàíàëîâ � êàê óäàëåíèå äóã.

Ïðè èçó÷åíèè ìîäåëüíûõ ãðàôîâ ìîæíî ïðèìåíÿòü èäåè è ìåòîäû òåîðèè êîíå÷-
íûõ äèíàìè÷åñêèõ ñèñòåì. Â ðàáîòå [1] ïðåäñòàâëåíû íåòðàäèöèîííûå ïðèëîæåíèÿ
àâòîìàòîâ â àëãåáðå, òåîðèè äèíàìè÷åñêèõ ñèñòåì, òåîðèè ãðàôîâ è ñïåêòðàëüíîé
òåîðèè. Â ìîäåëè [2] â êà÷åñòâå ìåõàíèçìà âîññòàíîâëåíèÿ ðàáîòîñïîñîáíîñòè ñåòè
ïðåäëàãàåòñÿ òàê íàçûâàåìàÿ SER-äèíàìèêà áåñêîíòóðíûõ ñâÿçíûõ îðèåíòèðîâàííûõ
ãðàôîâ. Â [3] íà ìíîæåñòâå âñåõ äâîè÷íûõ âåêòîðîâ çàäàííîé ðàçìåðíîñòè ââîäèòñÿ
ñòðóêòóðà äèíàìè÷åñêîé ñèñòåìû, èññëåäóþòñÿ å¼ ñâîéñòâà è óñòàíàâëèâàåòñÿ ñâÿçü
ñ äèíàìèêîé èç ïðåäûäóùåé ìîäåëè. Â [4] ïðåäñòàâëåíû êîíñòðóêòèâíûå ìåòîäû ñèì-
âîëè÷åñêîé äèíàìèêè è èõ ïðèëîæåíèÿ ê èçó÷åíèþ íåïðåðûâíûõ è äèñêðåòíûõ äèíà-
ìè÷åñêèõ ñèñòåì. Â ðàáîòå [5] ðàññìîòðåíû ìåòîäîëîãè÷åñêèå àñïåêòû äèíàìè÷åñêîãî
ïðîãðàììèðîâàíèÿ, â òîì ÷èñëå àíàëèçèðóþòñÿ îñíîâíûå ãðàôîâûå èíòåðïðåòàöèè
äèíàìè÷åñêîãî ïðîãðàììèðîâàíèÿ è ïðåäñòàâëåíèå ñòðóêòóðû çàäà÷è äèíàìè÷åñêî-
ãî ïðîãðàììèðîâàíèÿ ñ ïîìîùüþ ãðàôà âçàèìîñâÿçåé. Â [6] ðàññìàòðèâàåòñÿ çàäà÷à
îïòèìàëüíîãî ñîïîñòàâëåíèÿ äëÿ âçâåøåííûõ ãðàôîâ è ðàçâèâàåòñÿ íîâàÿ àïïðîêñè-
ìàöèÿ ýòîé ïðîáëåìû ïóò¼ì ïîñòðîåíèÿ äèíàìè÷åñêèõ ñèñòåì íà ìíîãîîáðàçèè îðòî-
ãîíàëüíûõ ìàòðèö. Â [7] õàðàêòåðèçóåòñÿ öèêëè÷åñêàÿ ýêâèâàëåíòíîñòü êëàññà êîíå÷-
íûõ ãðàôîâûõ äèíàìè÷åñêèõ ñèñòåì, ïðè ýòîì äâå êîíå÷íûå ãðàôîâûå äèíàìè÷åñêèå
ñèñòåìû öèêëè÷åñêè ýêâèâàëåíòíû, åñëè èõ àòòðàêòîðû èçîìîðôíû êàê îðèåíòèðî-
âàííûå ãðàôû.

Ìîäåëü InterSim [8] ïðåäñòàâëÿåò ñîáîé ãèáêóþ ñðåäó îáùåãî íàçíà÷åíèÿ äëÿ ìî-
äåëèðîâàíèÿ ãðàôîâûõ äèíàìè÷åñêèõ ñèñòåì è èõ îáîáùåíèé. Â [9] èçó÷àþòñÿ äè-
íàìè÷åñêèå ñèñòåìû, ñâÿçàííûå ñ êîíå÷íûìè äâóäîëüíûìè ðàçäåë¼ííûìè ãðàôàìè,
àëãåáðàìè ãðàôîâ è ïàðàäîêñàëüíûìè ðàçáèåíèÿìè. Â ðàáîòå [10] îïèñûâàåòñÿ âåá-
ïðèëîæåíèå GDSCalc äëÿ âû÷èñëåíèÿ è õàðàêòåðèñòèêè äèíàìèêè äèñêðåòíûõ ãðàôî-
âûõ äèíàìè÷åñêèõ ñèñòåì. Â [11] õàðàêòåðèçóåòñÿ øèðîêîå îáîáùåíèå äèíàìè÷åñêèõ
ñèñòåì íàä ãðàôàìè, ñîñòîÿíèÿ êîòîðûõ ìîãóò ïðèíèìàòü çíà÷åíèÿ â ïðîèçâîëüíîé áó-
ëåâîé àëãåáðå ñ 2p ýëåìåíòàìè, p ∈ N. Â ðàáîòå [12] èçëàãàþòñÿ êîíöåïòóàëüíûå îñíîâû
îáùåé òåîðèè äèñêðåòíûõ äèíàìè÷åñêèõ, ðåëåéíûõ è ëîãèêî-äèíàìè÷åñêèõ ñèñòåì íà
îñíîâå èñïîëüçîâàíèÿ îáùèõ ôóíäàìåíòàëüíûõ ñâîéñòâ ðàññìàòðèâàåìûõ êëàññîâ �
äèñêðåòíîñòè ñòðóêòóð è ôèçè÷åñêîé äåêîìïîçèöèè. Â [13] ïðåäëàãàþòñÿ ôîðìàëèçà-
öèÿ ãðàôîâûõ ìîäåëåé ñòðóêòóð ìíîãîêîìïîíåíòíûõ äèíàìè÷åñêèõ ñèñòåì ñ ïðèìåíå-
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íèåì ìàðêèðîâàííûõ ãðàôîâ è ìàòðè÷íûé ñïîñîá îïèñàíèÿ ïðîöåññà ôóíêöèîíèðîâà-
íèÿ îðèåíòèðîâàííûõ è íåîðèåíòèðîâàííûõ ìàðêèðîâàííûõ ãðàôîâ. Â [14] ðåøàåòñÿ
ïðîáëåìà ñîñóùåñòâîâàíèÿ àòòðàêòîðîâ â îäíîðîäíûõ áóëåâûõ ãðàôîâûõ äèíàìè÷å-
ñêèõ ñèñòåìàõ, êîòîðûå èíäóöèðóþòñÿ áóëåâûìè ôóíêöèÿìè ìèíòåðìà è ìàêñòåðìà,
ñ íàïðàâëåííûì áàçîâûì ãðàôîì çàâèñèìîñòåé. Â ìîäåëè [15] èçó÷àåòñÿ âëèÿíèå ãðà-
ôà âçàèìîäåéñòâèÿ íà êîíå÷íóþ äèíàìè÷åñêóþ ñèñòåìó.

Â íàñòîÿùåé ðàáîòå ïîëíûå ãðàôû èçó÷àþòñÿ ñ òî÷êè çðåíèÿ äèíàìè÷åñêîãî ïîä-
õîäà ê êèáåðáåçîïàñíîñòè è îòêàçîóñòîé÷èâîñòè ãðàôîâûõ ñèñòåì. Ïîäñ÷èòûâàþòñÿ
êîëè÷åñòâà öèêëè÷åñêèõ è íå ÿâëÿþùèõñÿ öèêëè÷åñêèìè ñîñòîÿíèé, êîëè÷åñòâî àò-
òðàêòîðîâ â êîíå÷íûõ äèíàìè÷åñêèõ ñèñòåìàõ îðèåíòàöèé ïîëíûõ ãðàôîâ. Ïðåäâàðè-
òåëüíûå ðåçóëüòàòû ÷àñòè÷íî áûëè àíîíñèðîâàíû íà íàó÷íûõ êîíôåðåíöèÿõ [16, 17].
Äàííàÿ ðàáîòà ÿâëÿåòñÿ ïîëíîé è çàâåðøàþùåé ýòè èññëåäîâàíèÿ.

1. Îñíîâíûå îïðåäåëåíèÿ è ïîñòàíîâêà çàäà÷è
Îñíîâíûå ïîíÿòèÿ òåîðèè äèñêðåòíûõ ñèñòåì, â ÷àñòíîñòè ãðàôîâ, èñïîëüçóþòñÿ

ñîãëàñíî [18].
Ïîä êîíå÷íîé äèíàìè÷åñêîé ñèñòåìîé ïîíèìàåòñÿ ïàðà (S, δ), ãäå S �êîíå÷íîå

íåïóñòîå ìíîæåñòâî ñîñòîÿíèé ñèñòåìû; δ : S → S � îòîáðàæåíèå ìíîæåñòâà ñîñòî-
ÿíèé â ñåáÿ, íàçûâàåìîå ýâîëþöèîííîé ôóíêöèåé ñèñòåìû. Êàæäîé êîíå÷íîé äèíà-
ìè÷åñêîé ñèñòåìå ñîïîñòàâëÿåòñÿ êàðòà, ïðåäñòàâëÿþùàÿ ñîáîé ôóíêöèîíàëüíûé îð-
ãðàô ñ ìíîæåñòâîì âåðøèí S è äóãàìè, ïðîâåä¼ííûìè èç êàæäîé âåðøèíû s ∈ S
â âåðøèíó δ(s). Êîìïîíåíòû ñâÿçíîñòè îðãðàôà, çàäàþùåãî äèíàìè÷åñêóþ ñèñòåìó,
íàçûâàþòñÿ å¼ áàññåéíàìè. Êàæäûé áàññåéí ïðåäñòàâëÿåò ñîáîé êîíòóð ñ âõîäÿùèìè
â íåãî äåðåâüÿìè. Êîíòóðû, â ñâîþ î÷åðåäü, íàçûâàþòñÿ ïðåäåëüíûìè öèêëàìè, èëè
àòòðàêòîðàìè. Ïîä äëèíîé àòòðàêòîðà áóäåì ïîíèìàòü êîëè÷åñòâî ðàçëè÷íûõ ñîñòî-
ÿíèé â ñîîòâåòñòâóþùåì êîíòóðå. Ñîñòîÿíèå, ïðèíàäëåæàùåå àòòðàêòîðó, íàçûâàåòñÿ
öèêëè÷åñêèì.

Îñíîâíûìè ïðîáëåìàìè òåîðèè êîíå÷íûõ äèíàìè÷åñêèõ ñèñòåì ÿâëÿþòñÿ çàäà÷è
îòûñêàíèÿ ýâîëþöèîííûõ ïàðàìåòðîâ ñèñòåìû áåç ïîñòðîåíèÿ êàðòû è ïðîâåäåíèÿ
äèíàìè÷åñêèõ èññëåäîâàíèé íà å¼ îñíîâå. Ê ÷èñëó òàêèõ õàðàêòåðèñòèê îòíîñÿòñÿ
ïðèíàäëåæíîñòü ñîñòîÿíèÿ àòòðàêòîðó, êîëè÷åñòâî òàêèõ ñîñòîÿíèé, îïèñàíèå àòòðàê-
òîðîâ ñèñòåìû, èõ êîëè÷åñòâî.

Â [19] îïèñàíû ñâîéñòâà ïðèíàäëåæíîñòè ñîñòîÿíèé àòòðàêòîðàì, ñàìè àòòðàêòî-
ðû, ïîäñ÷èòàíî èõ êîëè÷åñòâî â êîíå÷íûõ äèíàìè÷åñêèõ ñèñòåìàõ îðèåíòàöèé íåêî-
òîðûõ òèïîâ ãðàôîâ. Â äàííîé ðàáîòå ïîäñ÷èòûâàþòñÿ êîëè÷åñòâà öèêëè÷åñêèõ è íå
ÿâëÿþùèõñÿ öèêëè÷åñêèìè ñîñòîÿíèé, êîëè÷åñòâî àòòðàêòîðîâ â êîíå÷íûõ äèíàìè÷å-
ñêèõ ñèñòåìàõ îðèåíòàöèé ïîëíûõ ãðàôîâ.

2. Îïèñàíèå êîíå÷íîé äèíàìè÷åñêîé ñèñòåìû (ΓKn , α)

Ïóñòü äàí ïîëíûé ãðàô G = Kn, n ⩾ 1, m = n(n− 1)/2�÷èñëî ð¼áåð. Ïîìåòèì
åãî âåðøèíû è ïðèäàäèì åãî ð¼áðàì ïðîèçâîëüíóþ îðèåíòàöèþ, òåì ñàìûì ïîëó-
÷èâ íàïðàâëåííûé ãðàô

−→
G = (V, β), ãäå îòíîøåíèå ñìåæíîñòè β àíòèðåôëåêñèâíî è

àíòèñèììåòðè÷íî. Ïðèìåíèì ê ïîëó÷åííîìó îðãðàôó ýâîëþöèîííóþ ôóíêöèþ α, êî-
òîðàÿ ó äàííîãî îðãðàôà îäíîâðåìåííî ïåðåîðèåíòèðóåò âñå äóãè, âõîäÿùèå â ñòîêè,
à îñòàëüíûå äóãè îñòàâëÿåò áåç èçìåíåíèÿ, â ðåçóëüòàòå ïîëó÷èì îðãðàô α(

−→
G). Åñëè

ïðîäåëàòü óêàçàííûå äåéñòâèÿ ñî âñåìè âîçìîæíûìè îðèåíòàöèÿìè äàííîãî ãðàôà, òî
ïîëó÷èì êàðòó êîíå÷íîé äèíàìè÷åñêîé ñèñòåìû, ñîñòîÿùóþ èç îäíîãî èëè íåñêîëüêèõ
áàññåéíîâ.
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Òàêèì îáðàçîì, ðàññìîòðèì êîíå÷íóþ äèíàìè÷åñêóþ ñèñòåìó (ΓKn , α), n ⩾ 1,
ãäå ÷åðåç ΓKn îáîçíà÷åíî ìíîæåñòâî âñåõ âîçìîæíûõ îðèåíòàöèé ïîëíîãî ãðàôà Kn,
|ΓKn| = 2m, à ýâîëþöèîííàÿ ôóíêöèÿ α çàäàíà ñëåäóþùèì îáðàçîì: åñëè äàí íåêî-
òîðûé îðãðàô

−→
G ∈ ΓKn , òî åãî äèíàìè÷åñêèì îáðàçîì α(

−→
G) ÿâëÿåòñÿ îðãðàô, ïî-

ëó÷åííûé èç
−→
G îäíîâðåìåííîé ïåðåîðèåíòàöèåé âñåõ äóã, âõîäÿùèõ â ñòîêè, äðóãèõ

îòëè÷èé ìåæäó
−→
G è α(

−→
G) íåò.

Íà ðèñ. 1 èçîáðàæ¼í ãðàô K3 è êàðòà êîíå÷íîé äèíàìè÷åñêîé ñèñòåìû (ΓK3 , α).

K3

Ðèñ. 1. Ãðàô K3 è êàðòà êîíå÷íîé äèíàìè÷åñêîé ñèñòåìû (ΓK3 , α)

Â [2] ðàññìàòðèâàåòñÿ êîíå÷íàÿ äèíàìè÷åñêàÿ ñèñòåìà (Ω, α), ãäå Ω�ìíîæåñòâî
âñåõ áåñêîíòóðíûõ îðèåíòàöèé äàííîãî ñâÿçíîãî ãðàôà, è îòìå÷àåòñÿ, ÷òî äëÿ ïîëíîãî
ãðàôà ñóùåñòâóåò n! áåñêîíòóðíûõ îðèåíòàöèé, ãäå n!�êîëè÷åñòâî ïåðåñòàíîâîê åãî
âåðøèí, ïðè ýòîì ñèñòåìà èìååò (n − 1)! áàññåéíîâ, êàæäûé èç êîòîðûõ ñîñòîèò èñ-
êëþ÷èòåëüíî èç àòòðàêòîðà äëèíû n, òî åñòü âñå ñîñòîÿíèÿ äàííîé ñèñòåìû ÿâëÿþòñÿ
öèêëè÷åñêèìè.

Ïîä âåêòîðîì ñòåïåíåé çàõîäà îðãðàôà áóäåì ïîíèìàòü âåêòîð, êîìïîíåíòàìè
êîòîðîãî ÿâëÿþòñÿ ðàñïîëîæåííûå â óáûâàþùåì ïîðÿäêå ñòåïåíè çàõîäà âñåõ åãî âåð-
øèí. Íàïðèìåð, íà ðèñ. 1 ðàñïîëîæåííûé ñâåðõó ñïðàâà îðãðàô èìååò âåêòîð ñòåïåíåé
çàõîäà (2, 1, 0).

3. Êîëè÷åñòâî öèêëè÷åñêèõ ñîñòîÿíèé â êîíå÷íîé äèíàìè÷åñêîé
ñèñòåìå (ΓKn , α)

Òåîðåìà 1 [20]. Â êîíå÷íîé äèíàìè÷åñêîé ñèñòåìå (ΓKn , α), n ⩾ 1, ñîñòîÿíèå−→
G ∈ ΓKn ïðèíàäëåæèò àòòðàêòîðó (ÿâëÿåòñÿ öèêëè÷åñêèì) òîãäà è òîëüêî òîãäà,
êîãäà îðãðàô

−→
G :

1) íå èìååò ñòîêà èëè
2) èìååò âåêòîð ñòåïåíåé çàõîäà (n− 1, n− 2, . . . , 0).

Òåîðåìà 2. Â êîíå÷íîé äèíàìè÷åñêîé ñèñòåìå (ΓKn , α), n ⩾ 1, êîëè÷åñòâî ïðè-
íàäëåæàùèõ àòòðàêòîðàì (öèêëè÷åñêèõ) ñîñòîÿíèé ðàâíî{

1, åñëè n = 1,

2(n−1)(n−2)/2(2n−1 − n) + n!, åñëè n > 1.

Äîêàçàòåëüñòâî. Êîëè÷åñòâî ñîñòîÿíèé ñèñòåìû (ΓKn , α) ðàâíî 2
n(n−1)/2. Â òåî-

ðåìå 1 ïðèâåä¼í êðèòåðèé ïðèíàäëåæíîñòè ñîñòîÿíèÿ ñèñòåìû àòòðàêòîðó (öèêëè÷å-
ñêîãî ñîñòîÿíèÿ).
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Ïóñòü n = 1.
Â ñèñòåìå ñóùåñòâóåò åäèíñòâåííîå ñîñòîÿíèå

−→
G ∈ ΓK1 , êîòîðîå ÿâëÿåòñÿ öèêëè÷å-

ñêèì. Òàêèì îáðàçîì, â êîíå÷íîé äèíàìè÷åñêîé ñèñòåìå (ΓK1 , α) êîëè÷åñòâî ïðèíàä-
ëåæàùèõ àòòðàêòîðàì ñîñòîÿíèé ðàâíî 1.

Ïóñòü n > 1.
Çàìåòèì, ÷òî ìíîæåñòâà ñîñòîÿíèé, ïîäõîäÿùèõ ïîä ï. 1 è 2 òåîðåìû 1, íå ïåðåñå-

êàþòñÿ, òàê êàê êîìïîíåíòà n−1 â âåêòîðå ñòåïåíåé çàõîäà óêàçûâàåò íà íàëè÷èå ñòî-
êà â ñîîòâåòñòâóþùåì îðãðàôå. Òàêèì îáðàçîì, îáùåå ÷èñëî öèêëè÷åñêèõ ñîñòîÿíèé
ðàâíî ñóììå êîëè÷åñòâ ñîñòîÿíèé, ñîîòâåòñòâóþùèõ ï. 1 è 2 òåîðåìû 1, ïîäñ÷èòàåì èõ.

1) Íàéä¼ì êîëè÷åñòâî ñîñòîÿíèé ñèñòåìû, ó êîòîðûõ íåò ñòîêà.
Î÷åâèäíî, ÷òî â îðèåíòàöèè ïîëíîãî ãðàôà ìîæåò áûòü íå áîëåå îäíîãî ñòîêà.
Ïóñòü äàíî ñîñòîÿíèå

−→
G ∈ ΓKn , ó êîòîðîãî åñòü ñòîê. Óäàëèì ó îðãðàôà

−→
G ñòîê

è îáîçíà÷èì ïîëó÷åííûé íîâûé îðãðàô ÷åðåç
−→
G ′. Îðãðàô

−→
G ′ èìååò n− 1 âåðøèíó è

åãî ñèììåòðèçàöèÿ G′ òàêæå ÿâëÿåòñÿ ïîëíûì ãðàôîì. Êîëè÷åñòâî âñåõ âîçìîæíûõ
îðèåíòàöèé ïîëíîãî ãðàôà G′ ñ n − 1 âåðøèíîé ðàâíî 2(n−1)(n−2)/2. Óäàë¼ííûé ñòîê
ìîã áûòü íà ìåñòå ëþáîé èç n âåðøèí îðãðàôà

−→
G . Òàêèì îáðàçîì, êîëè÷åñòâî ñîñòî-

ÿíèé
−→
G ∈ ΓKn , ó êîòîðûõ åñòü ñòîê, ðàâíî n · 2(n−1)(n−2)/2. Ïîëó÷àåì, ÷òî êîëè÷åñòâî

ñîñòîÿíèé
−→
G ∈ ΓKn , ó êîòîðûõ íåò ñòîêà, ðàâíî

2n(n−1)/2 − n · 2(n−1)(n−2)/2 = 2(n−1)(n−2)/2
(
2n−1 − n

)
.

2) Íàéä¼ì êîëè÷åñòâî ñîñòîÿíèé ñèñòåìû, êîòîðûå èìåþò âåêòîð ñòåïåíåé çàõî-
äà (n − 1, n − 2, . . . , 0). Äîêàæåì, ÷òî îíî ðàâíî ÷èñëó ïåðåñòàíîâîê n-ýëåìåíòíîãî
ìíîæåñòâà {n− 1, n− 2, . . . , 0}, òî åñòü n!.

Ïðåäïîëîæèì, ÷òî ýòî íå òàê, à èìåííî: åñòü ïåðåñòàíîâêà n-ýëåìåíòíîãî ìíîæå-
ñòâà {n−1, n−2, . . . , 0}, íå ñîîòâåòñòâóþùàÿ íè îäíîìó èç ñîñòîÿíèé ñèñòåìû. Ïîïðîáó-
åì ïîñëåäîâàòåëüíî ïîñòðîèòü ñîîòâåòñòâóþùóþ îðèåíòàöèþ ãðàôà G ñ n âåðøèíàìè.
Ïðè ïîñòðîåíèè áóäåì íóìåðîâàòü âåðøèíû ñîãëàñíî èõ ñòåïåíè çàõîäà.

Íà÷èíàåì ñ âåðøèíû v
′
0, ñòåïåíü çàõîäà êîòîðîé ðàâíà 0: d−(v

′
0) = 0, òî åñòü îíà

ÿâëÿåòñÿ èñòî÷íèêîì, âñå ð¼áðà îðèåíòèðóåì èç íå¼.
Íàõîäèì âåðøèíó v

′
1, ñòåïåíü çàõîäà êîòîðîé ðàâíà 1: d−(v

′
1) = 1, òî åñòü îíà

äîñòèæèìà òîëüêî èç îäíîé âåðøèíû, à èìåííî èç âåðøèíû v
′
0, âñå îñòàëüíûå ð¼áðà

îðèåíòèðóåì èç íå¼.
Ïåðåõîäèì ê âåðøèíå v

′
2, ñòåïåíü çàõîäà êîòîðîé ðàâíà 2: d

−(v
′
2) = 2, òî åñòü îíà äî-

ñòèæèìà òîëüêî èç äâóõ âåðøèí, à èìåííî èç v
′
0 è v

′
1, âñå îñòàëüíûå ð¼áðà îðèåíòèðóåì

èç íå¼.
Ïðîäîëæàÿ àíàëîãè÷íî, äîõîäèì äî âåðøèíû v

′
n−1, ó êîòîðîé ñòåïåíü çàõîäà ðàâíà

n− 1: d−(v
′
n−1) = n− 1, òî åñòü îíà ÿâëÿåòñÿ ñòîêîì, è íà äàííîì øàãå âñå ð¼áðà óæå

îðèåíòèðîâàíû â äàííóþ âåðøèíó.
Òàêèì îáðàçîì, ïîëó÷èëè îðèåíòàöèþ ïîëíîãî ãðàôà G, ïðè÷¼ì åäèíñòâåííóþ, ó

êîòîðîé âåêòîð, êîìïîíåíòàìè êîòîðîãî ÿâëÿþòñÿ ðàñïîëîæåííûå â çàäàííîì ïîðÿäêå
ñòåïåíè çàõîäà âåðøèí, ñîâïàäàåò ñ äàííîé ïåðåñòàíîâêîé� ïðîòèâîðå÷èå.

Òàêèì îáðàçîì, â êîíå÷íîé äèíàìè÷åñêîé ñèñòåìå (ΓKn , α), n > 1, êîëè÷åñòâî ïðè-
íàäëåæàùèõ àòòðàêòîðàì (öèêëè÷åñêèõ) ñîñòîÿíèé ðàâíî 2(n−1)(n−2)/2 (2n−1 − n) + n!.

Òåîðåìà 2 äîêàçàíà.

Íàïðèìåð, â êîíå÷íîé äèíàìè÷åñêîé ñèñòåìå (ΓK3 , α) âñå âîñåìü ñîñòîÿíèé ÿâëÿ-
þòñÿ öèêëè÷åñêèìè (ñì. ðèñ. 1), ïðè ýòîì ïî òåîðåìå 2 èìååì 21 (22 − 3) + 3! = 8.
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Â òàáë. 1 ïðèâåäåíû äàííûå ïî êîëè÷åñòâó ïðèíàäëåæàùèõ àòòðàêòîðàì ñîñòîÿíèé
â êîíå÷íûõ äèíàìè÷åñêèõ ñèñòåìàõ (ΓKn , α) äëÿ 1 ⩽ n ⩽ 20. Ìîæíî çàìåòèòü, ÷òî
àáñîëþòíîå áîëüøèíñòâî ñîñòàâëÿþò öèêëè÷åñêèå ñîñòîÿíèÿ.

Òà á ë è ö à 1
Êîëè÷åñòâî öèêëè÷åñêèõ ñîñòîÿíèé â (ΓKn , α)

n |ΓKn
| Êîëè÷åñòâî öèêëè÷åñêèõ ñîñòîÿíèé %

1 20 1 100
2 21 2 100
3 23 8 100
4 26 56 87,5
5 210 824 ≈ 80
6 215 27344 ≈ 83
7 221 1872816 ≈ 89
8 228 251698560 ≈ 94
9 236 66303920512 ≈ 96
10 245 34497180950272 ≈ 98
11 255 35641768965903616 ≈ 98,9
12 266 73354630731089640448 ≈ 99,4
13 278 301272224211830624013312 ≈ 99,7
14 291 2471648838202109434865068032 ≈ 99,8
15 2105 40527681006124779440955203213312 ≈ 99,9
16 2120 1328578958677599019450261671029080064 ≈ 99,95
17 2136 87089689055831903076784535138195324370944 ≈ 99,97
18 2153 11416413520500907364026648525411317876849311744 ≈ 99,986
19 2171 2992938411604397870579225677935591422639720079360000 ≈ 99,993
20 2190 1569215570739605117175417732871168545075536656127224971264 ≈ 99,996

Ñëåäñòâèå 1. Â êîíå÷íîé äèíàìè÷åñêîé ñèñòåìå (ΓKn , α), n ⩾ 1, êîëè÷åñòâî íå
ïðèíàäëåæàùèõ àòòðàêòîðàì (íå ÿâëÿþùèõñÿ öèêëè÷åñêèìè) ñîñòîÿíèé ðàâíî{

0, åñëè n = 1,

n · 2(n−1)(n−2)/2 − n!, åñëè n > 1.

4. Êîëè÷åñòâî àòòðàêòîðîâ â êîíå÷íîé äèíàìè÷åñêîé ñèñòåìå (ΓKn , α)

Òåîðåìà 3 [20]. Â êîíå÷íîé äèíàìè÷åñêîé ñèñòåìå (ΓKn , α), n ⩾ 1, ñóùåñòâóþò
ñëåäóþùèå àòòðàêòîðû:

1) äëèíû 1, êàæäûé èç êîòîðûõ îáðàçîâàí ñîñòîÿíèåì
−→
G ∈ ΓKn , ó êîòîðîãî íåò

ñòîêà;
2) äëèíû n, êàæäûé èç êîòîðûõ ñîñòîèò èç ñîñòîÿíèé

−→
G ∈ ΓKn , ó êîòîðûõ âåê-

òîð ñòåïåíåé çàõîäà åñòü (n− 1, n− 2, . . . , 0), ïðè ýòîì àòòðàêòîð ïðåäñòàâëÿåò
ñîáîé êîíòóð, â êîòîðîì êàæäîå ñëåäóþùåå ñîñòîÿíèå ïîëó÷àåòñÿ èç ïðåäûäó-
ùåãî òàêèì îáðàçîì: åñëè (d−(v1), d−(v2), . . . , d−(vn))� âåêòîð, ñîñòàâëåííûé èç
ñòåïåíåé çàõîäà âåðøèí â ïîðÿäêå èõ íóìåðàöèè äëÿ

−→
G , òî äëÿ α(

−→
G) ∈ ΓKn ñî-

îòâåòñòâóþùèé âåêòîð ðàâåí (d−(v1)+1, d−(v2)+1, . . . , d−(vn)+1), ãäå ñëîæåíèå
îñóùåñòâëÿåòñÿ ïî ìîäóëþ n,

è òîëüêî îíè.
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Òåîðåìà 4. Â êîíå÷íîé äèíàìè÷åñêîé ñèñòåìå (ΓKn , α), n ⩾ 1, êîëè÷åñòâî àò-
òðàêòîðîâ äëèíû 1 ðàâíî{

1, åñëè n = 1,

2(n−1)(n−2)/2 (2n−1 − n) , åñëè n > 1.
(1)

Äîêàçàòåëüñòâî. Ñîãëàñíî òåîðåìå 3, êîëè÷åñòâî àòòðàêòîðîâ äëèíû 1 ñîâïà-
äàåò ñ êîëè÷åñòâîì ñîñòîÿíèé

−→
G ∈ ΓKn , ó êîòîðûõ íåò ñòîêà, ïîäñ÷èòàíî â äîêàçà-

òåëüñòâå òåîðåìû 2 è ñîâïàäàåò ñ (1).

Íàïðèìåð, â êîíå÷íîé äèíàìè÷åñêîé ñèñòåìå (ΓK3 , α) êîëè÷åñòâî àòòðàêòîðîâ äëè-
íû 1 ðàâíî 2 (ñì. ðèñ. 1), ïðè ýòîì ïî òåîðåìå 4 èìååì 2(3−1)(3−2)/2 (23−1 − 3) = 2.

Â òàáë. 2 ïðèâåäåíû äàííûå ïî êîëè÷åñòâó àòòðàêòîðîâ äëèíû 1 â êîíå÷íûõ äèíà-
ìè÷åñêèõ ñèñòåìàõ (ΓKn , α) äëÿ 1 ⩽ n ⩽ 20. Ìîæíî çàìåòèòü, ÷òî ñ ðîñòîì n àòòðàê-
òîðû äëèíû 1 íà÷èíàþò ñîñòàâëÿòü àáñîëþòíîå áîëüøèíñòâî ïî ñðàâíåíèþ ñ àòòðàê-
òîðàìè äëèíû n.

Òà á ë è ö à 2
Êîëè÷åñòâî àòòðàêòîðîâ äëèíû 1 â (ΓKn , α)

n Êîëè÷åñòâî àòòðàêòîðîâ äëèíû 1 %
1 1 100
2 0 0
3 2 50
4 32 ≈ 84
5 704 ≈ 97
6 26624 ≈ 99,6
7 1867776 ≈ 99,96
8 251658240 ≈ 99,998
9 66303557632 ≈ 100
10 34497177321472 ≈ 100
11 35641768925986816 ≈ 100
12 73354630730610638848 ≈ 100
13 301272224211824396992512 ≈ 100
14 2471648838202109347686776832 ≈ 100
15 40527681006124779439647528845312 ≈ 100
16 1328578958677599019450240748239192064 ≈ 100
17 87089689055831903076784534782507896274944 ≈ 100
18 11416413520500907364026648525404915503143583744 ≈ 100
19 2992938411604397870579225677935591300994619670528000 ≈ 100
20 1569215570739605117175417732871168545073103754119048331264 ≈ 100

Òåîðåìà 5. Â êîíå÷íîé äèíàìè÷åñêîé ñèñòåìå (ΓKn , α), n ⩾ 1, êîëè÷åñòâî àò-
òðàêòîðîâ äëèíû n ðàâíî (n− 1)!

Äîêàçàòåëüñòâî. Ïðè n = 1 èìååì 1 = 0! àòòðàêòîð äëèíû 1 (ïî òåîðåìå 4).
Ïóñòü n > 1. Â òåîðåìå 3 îïèñàíû àòòðàêòîðû äëèíû n â ñèñòåìå; ñîãëàñíî äîêà-

çàòåëüñòâó òåîðåìû 2, ï. 2, êîëè÷åñòâî ñîîòâåòñòâóþùèõ öèêëè÷åñêèõ ñîñòîÿíèé ðàâ-
íî n!. Òàêèì îáðàçîì, â ñèñòåìå (ΓKn , α), n > 1, êîëè÷åñòâî àòòðàêòîðîâ äëèíû n
ðàâíî n!/n = (n− 1)!.

Íàïðèìåð, â êîíå÷íîé äèíàìè÷åñêîé ñèñòåìå (ΓK3 , α) êîëè÷åñòâî àòòðàêòîðîâ äëè-
íû 3 ðàâíî 2 (ñì. ðèñ. 1), ïðè ýòîì ïî òåîðåìå 5 èìååì (3− 1)! = 2.
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Â òàáë. 3 ïðèâåäåíû äàííûå ïî êîëè÷åñòâó àòòðàêòîðîâ äëèíû n â êîíå÷íûõ äèíà-
ìè÷åñêèõ ñèñòåìàõ (ΓKn , α) äëÿ 1 ⩽ n ⩽ 20.

Òà á ë è ö à 3
Êîëè÷åñòâî àòòðàêòîðîâ äëèíû n â (ΓKn , α)

n Êîëè÷åñòâî àòòðàêòîðîâ äëèíû n %
1 1 100
2 1 100
3 2 50
4 6 ≈ 16
5 24 ≈ 3
6 120 ≈ 0,4
7 720 ≈ 0,04
8 5040 ≈ 0,002
9 40320 ≈ 6 · 10−5

10 362880 ≈ 1 · 10−6

11 3628800 ≈ 1 · 10−8

12 39916800 ≈ 5 · 10−11

13 479001600 ≈ 2 · 10−13

14 6227020800 ≈ 3 · 10−16

15 87178291200 ≈ 2 · 10−19

16 1307674368000 ≈ 1 · 10−22

17 20922789888000 ≈ 2 · 10−26

18 355687428096000 ≈ 3 · 10−30

19 6402373705728000 ≈ 2 · 10−34

20 121645100408832000 ≈ 8 · 10−39

Òåîðåìà 6. Â êîíå÷íîé äèíàìè÷åñêîé ñèñòåìå (ΓKn , α), n ⩾ 1, êîëè÷åñòâî àò-
òðàêòîðîâ (áàññåéíîâ) ðàâíî{

1, åñëè n = 1,

2(n−1)(n−2)/2 (2n−1 − n) + (n− 1)!, åñëè n > 1.

Äîêàçàòåëüñòâî. Ïðè n = 1, î÷åâèäíî, êîëè÷åñòâî àòòðàêòîðîâ ðàâíî 1.
Ïóñòü n > 1. Ñîãëàñíî äîêàçàòåëüñòâó òåîðåìû 2 è òåîðåìå 3, îáùåå ÷èñëî àòòðàê-

òîðîâ â ñèñòåìå (ΓKn , α) ðàâíî ñóììå êîëè÷åñòâ àòòðàêòîðîâ äëèíû 1 è n, êîòîðûå
ïîäñ÷èòàíû â òåîðåìàõ 4 è 5.

Íàïðèìåð, â êîíå÷íîé äèíàìè÷åñêîé ñèñòåìå (ΓK3 , α) ÷åòûðå àòòðàêòîðà (ñì.
ðèñ. 1), ïðè ýòîì ïî òåîðåìå 6 èìååì 2(3−1)(3−2)/2 (23−1 − 3) + (3− 1)! = 4.

Â òàáë. 4 ïðèâåäåíû äàííûå ïî êîëè÷åñòâó àòòðàêòîðîâ â êîíå÷íûõ äèíàìè÷åñêèõ
ñèñòåìàõ (ΓKn , α) äëÿ 1 ⩽ n ⩽ 20.

Íàïðèìåð, êàðòà ñèñòåìû (ΓK7 , α), |ΓK7 | = 2097152, ñîñòîèò èç 1868496 áàññåéíîâ,
ïðè ýòîì 224336 ñîñòîÿíèé íå ÿâëÿþòñÿ öèêëè÷åñêèìè (÷òî ñîñòàâëÿåò ≈ 11% îò îá-
ùåãî ÷èñëà ñîñòîÿíèé), 1872816 ñîñòîÿíèé ÿâëÿþòñÿ öèêëè÷åñêèìè, êîòîðûå îáðàçóþò
1867776 àòòðàêòîðîâ äëèíû 1 (÷òî ñîñòàâëÿåò ≈ 99,96% îò îáùåãî ÷èñëà àòòðàêòîðîâ)
è 720 àòòðàêòîðîâ äëèíû 7.
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Òà á ë è ö à 4
Êîëè÷åñòâî àòòðàêòîðîâ â (ΓKn , α)

n Êîëè÷åñòâî àòòðàêòîðîâ (áàññåéíîâ)
1 1
2 1
3 4
4 38
5 728
6 26744
7 1868496
8 251663280
9 66303597952
10 34497177684352
11 35641768929615616
12 73354630730650555648
13 301272224211824875994112
14 2471648838202109353913797632
15 40527681006124779439734707136512
16 1328578958677599019450242055913560064
17 87089689055831903076784534803430686162944
18 11416413520500907364026648525405271190571679744
19 2992938411604397870579225677935591307396993376256000
20 1569215570739605117175417732871168545073225399219457163264

Çàêëþ÷åíèå
Â ðàáîòå ïîëó÷åíû ôîðìóëû äëÿ ïîäñ÷¼òà êîëè÷åñòâà öèêëè÷åñêèõ (ïðèíàäëåæà-

ùèõ àòòðàêòîðàì) è íå ÿâëÿþùèõñÿ öèêëè÷åñêèìè ñîñòîÿíèé êîíå÷íîé äèíàìè÷åñêîé
ñèñòåìû (ΓKn , α), n ⩾ 1, âñåõ âîçìîæíûõ îðèåíòàöèé ïîëíîãî ãðàôà Kn; ïîëó÷åíû
ôîðìóëû äëÿ ïîäñ÷¼òà êîëè÷åñòâà àòòðàêòîðîâ ñèñòåìû, â òîì ÷èñëå ðàçëè÷íûõ òè-
ïîâ, ÷òî ÿâëÿåòñÿ ïîëåçíûì äëÿ çàäà÷, ñâÿçàííûõ ñ èíôîðìàöèîííîé áåçîïàñíîñòüþ,
íàïðèìåð äëÿ ïîñòðîåíèÿ îòêàçîóñòîé÷èâûõ ãðàôîâûõ ñèñòåì ñ íåïðåðûâíûì ôóíê-
öèîíèðîâàíèåì è âîññòàíîâëåíèåì.
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Ðàçðàáàòûâàåòñÿ ñïîñîá ïîâûøåíèÿ âåðîÿòíîñòè ñâÿçíîñòè äâóõïîëþñíèêà, ñîñòî-
ÿùåãî èç íèçêîíàä¼æíûõ ð¼áåð. Ìåòîäàìè êîíòåêñòíîãî àíàëèçà âûäåëÿåòñÿ ìíî-
æåñòâî äîìèíàíò, ê êîòîðîìó îòíîñÿòñÿ ð¼áðà ñ íàèáîëüøèì âëèÿíèåì íà ñâÿç-
íîñòü âñåãî äâóõïîëþñíèêà. Ðàçðàáîòàíû äâà ìåòîäà âîçäåéñòâèÿ íà ìíîæåñòâî
äîìèíàíò, ïðèâîäÿùèå ê æåëàåìîìó ýôôåêòó. Â ðåçóëüòàòå èõ ñðàâíèòåëüíîãî
àíàëèçà ïîëó÷åíû ñîîòâåòñòâóþùèå óñëîâèÿ, ïîçâîëÿþùèå âûáðàòü ïîäõîäÿùèé
ìåòîä â çàâèñèìîñòè îò ñòðóêòóðû äâóõïîëþñíèêà.

Êëþ÷åâûå ñëîâà: ñâÿçíîñòü, äâóõïîëþñíèê, ìíîæåñòâî äîìèíàíò, ñåòåâûå

ñòðóêòóðû.

CONTEXTUAL ANALYSIS
OF THE BIPOLAR STRUCTURES CONNECTIVITY

A. S. Losev

IAM FEB RAS, Vladivostok, Russia

The paper discusses an original approach to the analysis of network structures of var-
ious natures, which are represented in the form of graphs. It is assumed that the
probability of connectivity of individual edges functionally depends on their physical
characteristics (edge length) and tends to zero. The issue of increasing the connectivity
probability of the entire graph is being addressed, which is defined as the probability of
the existence of a sequential set of edges connecting the selected start and end vertices.
A distinctive feature of the proposed method is the move away from the traditional
reservation of obviously weak connection points towards a functional impact on indi-
vidual connections of the structure, changing their physical characteristics. Based on
the theory of systems functioning and the theory of dominants, contextual approach is
being developed aimed at identifying the dominant connections of the graph, reflecting
the functional and meaningful meaning of the connections between the vertices of the
original modeled object. As a result, a set of dominants S is identified, consisting of
edges whose parameters meet the given criteria. The selection criterion is the length
of the edge included in the asymptotic relation, which characterizes the connectivity
probability of the entire graph. It has been proven that changing the length of edges
from a given set by ε > 0 increases the probability of connectedness of the original
graph in the maximum case in h−ε or h−εβ times, where h→ 0 and β is a parameter
depending on the number of graph paths passing through this edge. Various meth-
ods have been proposed to increase the connectivity probability of the graph under
consideration: from the point of view of the point effect, by reducing the length of a

1Ðàáîòà âûïîëíåíà â ðàìêàõ ãîñçàäàíèÿ ÈÏÌ ÄÂÎ ÐÀÍ � 075-01290-23-00.
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single edge from the set S; from the position of influencing the maximum set of edges
from S, allowing to obtain the overall maximum effect. A comparative analysis of the
proposed ways to increase the probability of graph connectivity has been carried out,
and the appropriate conditions have been identified to achieve the maximum effect
from the selected methods of influence.

Keywords: connectivity, bipolar network, set of dominants, network structure.

Ââåäåíèå
Îáú¼ìû ïåðåäàâàåìûõ äàííûõ â ðàçëè÷íûõ ñôåðàõ ðàñòóò ñ íåâåðîÿòíîé ñêîðî-

ñòüþ è òðåáóþò íîâûõ ìàòåìàòè÷åñêèõ ïîäõîäîâ è ìåòîäîâ ïî èõ îáðàáîòêå. Ñóùå-
ñòâóþùèå ìîùíîñòè îáðàáîòêè íå âñåãäà ìîãóò îõâàòèòü âåñü îáú¼ì èíôîðìàöèè è
òðåáóþò âñ¼ áîëüøåãî òåõíè÷åñêîãî ðåñóðñà. Â çàäà÷å îáðàáîòêè áîëüøîãî êîëè÷åñòâà
äàííûõ íà ïîìîùü ïðèõîäÿò ñîâðåìåííûå ðàçðàáîòêè â èíôîðìàöèîííûõ ñèñòåìàõ,
ñâÿçàííûå ñ ðàñïàðàëëåëèâàíèåì, ñàìîîáó÷åíèåì è ó÷àñòèåì èñêóññòâåííîãî èíòåë-
ëåêòà [1�4]. Íàïðèìåð, â ðàáîòå [1] íà îñíîâå ìåòîäîâ ðàñïàðàëëåëèâàíèÿ è ñàìîîáó÷å-
íèÿ íåéðîñåòè ïðåäëàãàþòñÿ ðåøåíèÿ íåñòàíäàðòíûõ èëè íå÷¼òêî ñôîðìóëèðîâàííûõ
çàäà÷. Â ðàáîòàõ [5, 6] èññëåäóþòñÿ èíòåëëåêòóàëüíûå ñèñòåìû ñëåæåíèÿ è êîíòðîëÿ
â íåïðåðûâíîì ïîòîêå èíôîðìàöèè ñ ýëåìåíòàìè ðàñïîçíàâàíèÿ îáúåêòîâ è ñóáúåêòîâ.

Ïåðâîíà÷àëüíî çàäà÷à àëãîðèòìè÷åñêîé îáðàáîòêè äàííûõ, ïðåäñòàâëåííûõ â âèäå
ñåòåâûõ ñòðóêòóð èëè ãðàôîâ, ñâÿçàíà ñ èññëåäîâàíèÿìè Ó. Ìàê-Êàëëîêà â îáëàñòè
áèîëîãè÷åñêèõ ïðîöåññîâ ãîëîâíîãî ìîçãà è Ó. Ïèòòñà, ðàáîòàâøåãî íàä ñîçäàíèåì èñ-
êóññòâåííîãî èíòåëëåêòà íà îñíîâå íåéðîííûõ ñåòåé [7]. Îíà íàøëà ñâî¼ ïðîäîëæåíèå
âî ìíîãèõ èññëåäîâàíèÿõ, â òîì ÷èñëå ó Ñ. Ãðîññáåðãà, Ò. Êîõîíåíà, Ä. Õîïôèëäà [8, 9].
Îòäåëüíîå ìåñòî äàííàÿ çàäà÷à çàíèìàåò â èññëåäîâàíèÿõ íåéðîïðîöåññîâ, ìîäåëèðó-
åìûõ â íåéðîñåòÿõ.

Ñðåäè âîçìîæíûõ ïîäõîäîâ, íàïðàâëåííûõ íà ðåøåíèå çàäà÷è àëãîðèòìè÷åñêîé
îáðàáîòêè äàííûõ, ïðåäñòàâëåííûõ â âèäå ðàçëè÷íûõ ñèñòåì, îñîáûé èíòåðåñ ïðåä-
ñòàâëÿåò òåîðèÿ ôóíêöèîíèðîâàíèÿ ñèñòåì Ï.Ê. Àíîõèíà [10]. Îí ïðåäëàãàåò îòáðî-
ñèòü äîãìàò î ñàìîðåãóëèðîâàíèè ñèñòåì è îöåíèâàòü ôóíêöèîíèðîâàíèå ñëîæíûõ
ñèñòåì êàê ñîâîêóïíîñòü êîíêðåòíûõ è ÷àñòíûõ âîïðîñîâ, êîòîðûå ðåøàþòñÿ ñ ìåíü-
øèìè çàòðóäíåíèÿìè è çàòðàòàìè ðåñóðñà. Äåéñòâèòåëüíî, ñ îäíîé ñòîðîíû, ìåòîä
äåêîìïîçèöèè ñóùåñòâåííî óìåíüøàåò ðàçìåðíîñòü ìîäåëè è âõîäíûõ ïàðàìåòðîâ èñ-
ñëåäóåìîãî îáúåêòà. Íî, ñ äðóãîé ñòîðîíû, îáëàäàåò ñóùåñòâåííûì íåäîñòàòêîì: îòðà-
æàÿ õàðàêòåðèñòèêè îòäåëüíûõ ÷àñòåé ñèñòåìû, ïëîõî õàðàêòåðèçóåò îáúåêò â öåëîì,
óïóñêàÿ èç âèäó âîçìîæíûå ñèíåðãåòè÷åñêèå ýôôåêòû, âîçíèêàþùèå ïðè êîìïîçèöèè
îáðàáîòàííûõ ÷àñòåé ñèñòåìû â åäèíîå öåëîå. Îäíàêî â ñî÷åòàíèè ñ òåîðèåé äîìèíàíò
À.À. Óõòîìñêîãî [11] îí ïîçâîëÿåò îöåíèòü îáúåêò â öåëîì. Â ñâîèõ èññëåäîâàíèÿõ
À.À. Óõòîìñêèé [12] ïîêàçàë, ÷òî â ëþáîé ñèñòåìå ïðèñóòñòâóåò ìíîæåñòâî äîìèíàíò,
êîòîðîå ôîðìèðóåò ôîêóñ ðàññìîòðåíèÿ ñèñòåìû â öåëîì, îòðàæàÿ å¼ îñíîâíûå õàðàê-
òåðèñòèêè âïëîòü äî òîãî, ÷òî îòñóòñòâèå äîìèíàíòû â ñèñòåìå âëå÷¼ò ëèêâèäàöèþ
ñèñòåìû ïîëíîñòüþ. Òàêèì îáðàçîì, íàáëþäàåòñÿ âçàèìíî îäíîçíà÷íîå ñîîòâåòñòâèå
äîìèíàíòû ñèñòåìû è êîíòåêñòà ðàññìîòðåíèÿ ñèñòåìû, ãäå èçìåíåíèå îäíîãî âëå÷¼ò
èçìåíåíèå äðóãîãî.

Â äàííîé ðàáîòå ìåòîäàìè êîíòåêñòíîãî àíàëèçà èññëåäóåòñÿ âëèÿíèå îòäåëüíûõ
ð¼áåð äâóõïîëþñíèêà íà âåðîÿòíîñòü åãî ñâÿçíîñòè. Âûäåëÿåòñÿ ìíîæåñòâî äîìèíàíò,
ñîñòîÿùåå èç ð¼áåð, îêàçûâàþùèõ íàèáîëüøåå âëèÿíèå íà âåðîÿòíîñòü ñâÿçíîñòè äâóõ-
ïîëþñíèêà ïî ñðàâíåíèþ ñ ïðî÷èìè ýëåìåíòàìè. Ðàññìàòðèâàþòñÿ ðàçëè÷íûå ñïîñî-
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áû ïîâûøåíèÿ âåðîÿòíîñòè ñâÿçíîñòè äâóõïîëþñíèêà ÷åðåç èçìåíåíèå äëèíû ð¼áåð
èç ìíîæåñòâà äîìèíàíò. Ïðîâîäèòñÿ ñðàâíèòåëüíûé àíàëèç ïðåäëîæåííûõ ïîäõîäîâ.

1. Îñíîâíûå îáîçíà÷åíèÿ è ïîñòàíîâêà çàäà÷è
Ââåä¼ì â ðàññìîòðåíèå äâóõïîëþñíèê Γ = {U,W} â âèäå íåîðèåíòèðîâàííîãî ãðà-

ôà ñ êîíå÷íûì ìíîæåñòâîì âåðøèí U , ìíîæåñòâîì ð¼áåð W è âûäåëåííûìè íà÷àëü-
íîé u∗ è êîíå÷íîé v∗ âåðøèíàìè. Îáîçíà÷èì ÷åðåç R ìíîæåñòâî âñåõ àöèêëè÷íûõ
ïóòåé R äâóõïîëþñíèêà Γ èç âåðøèíû u∗ â v∗. Ïîëîæèì, ÷òî êàæäîå ðåáðî w ∈ W õà-
ðàêòåðèçóåòñÿ äëèíîé d(w) è ðàáîòàåò íåçàâèñèìî ñ âåðîÿòíîñòüþ pw, 0 < pw < 1. Îáî-
çíà÷èì PΓ âåðîÿòíîñòü ñâÿçíîñòè äâóõïîëþñíèêà, êîòîðàÿ õàðàêòåðèçóåòñÿ íàëè÷èåì
õîòÿ áû îäíîãî ðàáîòàþùåãî ïóòè ìåæäó íà÷àëüíîé è êîíå÷íîé âåðøèíàìè. Äëèíó ïó-
òè R îïðåäåëèì êàêD(R) =

∑
w∈R

d(w), à äëèíó ìèíèìàëüíîãî ïóòè�D(R) = min
R∈R

D(R).

Â ðàáîòàõ [13, 14] ïîëó÷åíû àñèìïòîòè÷åñêèå ñîîòíîøåíèÿ, õàðàêòåðèçóþùèå âåðî-
ÿòíîñòü ñâÿçíîñòè äâóõïîëþñíèêà, ñîñòîÿùåãî èç íèçêîíàä¼æíûõ ð¼áåð � òàêèõ, ÷òî
pw = pw(h), ãäå pw(h)�ôóíêöèÿ îò íåêîòîðîãî ïàðàìåòðà h, õàðàêòåðèçóþùàÿ âåðî-
ÿòíîñòü ðàáîòû ðåáðà äëèíîé d(w). Çäåñü è äàëåå h > 0.

Òåîðåìà 1. Ïóñòü pw(h) ∼ hd(w) ïðè h→ 0, ãäå d(w) > 0, w ∈ W , òîãäà

PΓ ∼ N (R)hD(R), (1)

ãäå N (R)�êîëè÷åñòâî ïóòåé ìèíèìàëüíîé äëèíû â äâóõïîëþñíèêå Γ.

Ñîîòíîøåíèå (1) ïîçâîëÿåò ïîñòðîèòü àñèìïòîòè÷åñêóþ îöåíêó âåðîÿòíîñòè ñâÿç-
íîñòè äâóõïîëþñíèêà ÷åðåç õàðàêòåðèñòèêè îòäåëüíûõ ð¼áåð. Îáîçíà÷èì ìíîæåñòâî
òàêèõ ð¼áåð ÷åðåç S = {w ∈ R : D(R) = D(R)}. Ñ ïîçèöèè êîíòåêñòíîãî àíàëè-
çà, ìíîæåñòâî S ÿâëÿåòñÿ ìíîæåñòâîì äîìèíàíò è ïðåäñòàâëÿåò îòäåëüíûé èíòåðåñ,
òàê êàê åãî ýëåìåíòû ñ÷èòàþòñÿ îñíîâîïîëàãàþùèìè â âîïðîñàõ ôóíêöèîíèðîâàíèÿ
äâóõïîëþñíèêà â öåëîì è åãî ñâÿçíîñòè â ÷àñòíîñòè.

Â äàííîì ïðåäñòàâëåíèè âåðîÿòíîñòü ñâÿçíîñòè îòäåëüíî âçÿòîãî ðåáðà äâóõïîëþñ-
íèêà âûðàæàåòñÿ ÷åðåç ôóíêöèîíàëüíóþ çàâèñèìîñòü îò åãî äëèíû. Ñîîòâåòñòâåííî
èçìåíåíèå äëèíû ëþáîãî ðåáðà èç ìíîæåñòâà äîìèíàíò ïðèâîäèò ê çíà÷èìîìó èç-
ìåíåíèþ ñâÿçíîñòè äâóõïîëþñíèêà â öåëîì. Ïðè ýòîì íóæíî îòìåòèòü, ÷òî â ñèëó
îïðåäåëåíèÿ ìíîæåñòâà äîìèíàíò èçìåíåíèå äëèíû îòäåëüíî âçÿòîãî ðåáðà èç S ìî-
æåò ïðèâåñòè ê àíàëîãè÷íîìó ýôôåêòó, ñðàâíèìîìó ñ èçìåíåíèåì íåêîòîðîãî íàáîðà
ð¼áåð.

Ðàññìîòðèì ðàçëè÷íûå ñïîñîáû ïîâûøåíèÿ âåðîÿòíîñòè ñâÿçíîñòè âñåãî äâóõïî-
ëþñíèêà ÷åðåç èçìåíåíèå äëèíû îòäåëüíî âçÿòîãî ðåáðà èç ìíîæåñòâà äîìèíàíò è
ñîîòâåòñòâóþùåãî íàáîðà. Ïðîâåä¼ì ñðàâíèòåëüíûé àíàëèç ýòèõ ïîäõîäîâ ñ öåëüþ
âûÿâëåíèÿ óñëîâèé, ïîçâîëÿþùèõ ïîëó÷èòü íàèëó÷øèé ýôôåêò â çàâèñèìîñòè îò âû-
áðàííîãî ïîäõîäà è îñîáåííîñòè ñòðîåíèÿ äâóõïîëþñíèêà.

2. Ïîâûøåíèå ñâÿçíîñòè ñòðóêòóðû ÷åðåç êîíòåêñòíîå âîçäåéñòâèå
2.1. Ò î ÷ å ÷ í û é ï î ä õ î ä

Âûäåëèì èç ìíîæåñòâà R ïîäìíîæåñòâî âñåõ êðàò÷àéøèõ ïóòåé R̃ = {R ∈ R :
D(R) = D(R)}. Îáîçíà÷èì N(A) ÷èñëî ýëåìåíòîâ ìíîæåñòâà A.

Óòâåðæäåíèå 1. Åñëè çàìåíèòü d(w′) íà d(w′)− ε äëÿ îäíîãî ëþáîãî w′ ∈ S, òî

PΓ ∼ N(R̃1)h
D(R)−ε, h→ 0,

ãäå 1 < ε < d(w′), 0 < N(R̃1) ⩽ N (R).
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Äîêàçàòåëüñòâî. Â ñèëó òåîðåìû 1 èìååì

PΓ ∼ N (R)hD(R) =
∑
R∈R̃

∏
w∈R

hd(w).

Ïðåäñòàâèì R̃ = R̃0 ∪ R̃1, ãäå R̃0 = {R ∈ R̃ : w′ /∈ R}, R̃1 = {R ∈ R̃ : w′ ∈ R}, òîãäà∑
R∈R̃

∏
w∈R

hd(w) =
∑

R∈R̃0

∏
w∈R

hd(w) +
∑

R∈R̃1

∏
w∈R

hd(w).

Çàìåíèì d(w′) íà d(w′)− ε è ïîëó÷èì

PΓ ∼
∑

R∈R̃0

∏
w∈R

hd(w) +
∑

R∈R̃1

(
hd(w′)−ε

∏
w∈R\w′

hd(w)

)
=
∑

R∈R̃0

∏
w∈R

hd(w)+

+
∑

R∈R̃1

(
h−ε

∏
w∈R

hd(w)

)
=
∑

R∈R̃0

hD(R) +
∑

R∈R̃1

hD(R)−ε =

=
∑

R∈R̃1

hD(R)−ε

1 +

∑
R∈R̃0

hD(R)

∑
R∈R̃1

hD(R)−ε

 = N(R̃1)h
D(R)−ε

(
1 +

N(R̃0)

N(R̃1)
hε

)
.

Ïðè óñëîâèè h→ 0 è 1 < ε < d(w′) ïîëó÷àåì

PΓ ∼ N(R̃1)h
D(R)−ε(1 + o(1)) ∼ N(R̃1)h

D(R)−ε.

Óòâåðæäåíèå 1 äîêàçàíî.

2.2. Ì í î æ å ñ ò â å í í û é ï î ä õ î ä

Âûäåëèì èç ìíîæåñòâà R̃ ïîäìíîæåñòâî R̃′ = {R ∈ R̃ : N(R) = Ñ(R̃)}, ãäå
Ñ(R̃) = max

R∈R̃
N(R), à èç ìíîæåñòâà äîìèíàíò S �ïîäìíîæåñòâî S ′ = {w ∈ R : R ∈ R̃′}.

Óòâåðæäåíèå 2. Åñëè çàìåíèòü d(w) íà d(w)− ε äëÿ âñåõ w ∈ S ′, òî

PΓ ∼ N(R̃′)hD(R)−εÑ(R̃), h→ 0,

ãäå 1 < ε < min
w∈S′

d(w), 0 < N(R̃′) ⩽ N (R).
Äîêàçàòåëüñòâî. Â ñèëó òåîðåìû 1 èìååì

PΓ ∼ N (R)hD(R) =
∑
R∈R̃

∏
w∈R

hd(w) =
∑

R∈R̃\(R̃′∪R̃′
0)

∏
w∈R

hd(w) +
∑

R∈R̃′
0

∏
w∈R

hd(w) +
∑

R∈R̃′

∏
w∈R

hd(w),

ãäå R̃′
0 = {R ∈ R̃ : N(R) ̸= Ñ(R̃), R ∩ S ′ ̸= ∅}. Çàìåíèì d(w) íà d(w) − ε äëÿ âñåõ

w ∈ S ′, òîãäà

PΓ ∼
∑

R∈R̃\(R̃′∪R̃′
0)

∏
w∈R

hd(w) +
∑

R∈R̃′
0

( ∏
w∈R\S′

hd(w)
∏

w∈R∩S′
hd(w)−ε

)
+
∑

R∈R̃′

∏
w∈R

hd(w)−ε =

=
∑

R∈R̃\(R̃′∪R̃′
0)

hD(R) +
∑

R∈R̃′
0

hD(R)−εN(R∩S′) +
∑

R∈R̃′

hD(R)−εÑ(R̃) =
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=
∑

R∈R̃′

hD(R)−εÑ(R̃)


∑

R∈R̃\(R̃′∪R̃′
0)

hD(R)

∑
R∈R̃′

hD(R)−εÑ(R̃)
+

∑
R∈R̃′

0

hD(R)−εN(R∩S′)

∑
R∈R̃′

hD(R)−εÑ(R̃)
+ 1

 =

= N(R̃′)hD(R)−εÑ(R̃)

(
1 + k0h

εÑ(R̃) +
1

N(R̃′)

∑
R∈R̃′

0

hε(Ñ(R̃)−N(R∩S′))

)
, k0 = const .

Îòäåëüíî ðàññìîòðèì ðàçíîñòü Ñ(R̃)−N(R ∩ S ′). Èç îïðåäåëåíèÿ Ñ(R̃) ñëåäóåò, ÷òî
Ñ(R̃)−N(R∩S ′) > 0. Äåéñòâèòåëüíî, åñëè ñóùåñòâóåò R∗ ∈ R̃′

0, äëÿ êîòîðîãî Ñ(R̃)−
− N(R∗ ∩ S ′) = 0, òî R∗ ∈ R̃′ è, ñëåäîâàòåëüíî, R∗ /∈ R̃′

0. Ñ äðóãîé ñòîðîíû, åñëè
ñóùåñòâóåò R∗ ∈ R̃′

0, äëÿ êîòîðîãî Ñ(R̃)−N(R∗ ∩ S ′) < 0, òî N(R∗ ∩ S ′) > Ñ(R̃), ÷òî
ïðîòèâîðå÷èò îïðåäåëåíèþ Ñ(R̃) = max

R∈R̃
N(R). Çíà÷èò,

PΓ ∼ N(R̃′)hD(R)−εÑ(R̃)

(
1 + k0h

εÑ(R̃) +
1

N(R̃′)

∑
R∈R̃′

0

hεk1(R)

)
, k0, k1(R) > 0.

Ïðè óñëîâèè 1 < ε < min
w∈S′

d(w) è h→ 0 ïîëó÷àåì

PΓ ∼ N(R̃′)hD(R)−εÑ(R̃)(1 + o(1)) ∼ N(R̃′)hD(R)−εÑ(R̃).

Óòâåðæäåíèå 2 äîêàçàíî.

3. Ñðàâíèòåëüíûé àíàëèç ïîäõîäîâ
Ýôôåêò, ñâÿçàííûé ñ óâåëè÷åíèåì âåðîÿòíîñòè ñâÿçíîñòè äâóõïîëþñíèêà, çàâèñèò

íå òîëüêî îò âûáðàííîãî ïîäõîäà, íî è îò îñîáåííîñòåé ñòðîåíèÿ ðàññìàòðèâàåìîãî
ãðàôà. È õîòÿ î÷åâèäíî, ÷òî N(S) ⩾ N(S ′) è îäèí èç ïîäõîäîâ ïðåäïîëàãàåò èçìåíå-
íèå äëèíû îäíîãî ðåáðà, à äðóãîé� íåêîòîðîãî êîëè÷åñòâà ð¼áåð, çàðàíåå íåèçâåñòíî,
êàêîé èç íèõ ïðèâåäåò ê íàèëó÷øåìó ðåçóëüòàòó.

Îáîçíà÷èì PΓ1 è PΓ2 � âåðîÿòíîñòè ñâÿçíîñòè ôèêñèðîâàííîãî äâóõïîëþñíèêà Γ
ïîñëå èçìåíåíèÿ äëèíû ôèêñèðîâàííîãî ðåáðà w′ ∈ S è ìíîæåñòâà ð¼áåð S ′ ñîîòâåò-
ñòâåííî. Òîãäà

PΓ1 ∼ N(R̃1)h
D(R)−ε1 , PΓ2 ∼ N(R̃′)hD(R)−ε2Ñ(R̃), h→ 0,

ãäå 1 < ε1 < d(w′), 1 < ε2 < min
w∈S′

d(w). Ñðàâíèì ïîëó÷åííûå àñèìïòîòè÷åñêèå ñîîòíî-
øåíèÿ:

PΓ1

PΓ2

∼ N(R̃1)h
D(R)−ε1

N(R̃′)hD(R)−ε2Ñ(R̃)
=

N(R̃1)

N(R̃′)
h−ε1+ε2Ñ(R̃), h→ 0.

Ðàññìîòðèì ÷àñòíûé ñëó÷àé, êîãäà ε1 = ε2. Òîãäà

PΓ1

PΓ2

∼ N(R̃1)

N(R̃′)
hε1(Ñ(R̃)−1), h→ 0.

Åñëè Ñ(R̃) − 1 = 0, òî ìèíèìàëüíûé ïóòü ñîñòîèò èç îäíîãî ðåáðà è N(R̃1) = 1.
Åñëè â ãðàôå íåò êðàòíûõ ð¼áåð îäèíàêîâîé äëèíû, òî N(R̃1) = N(R̃′) è PΓ1 ∼ PΓ2 ,
â ïðîòèâíîì ñëó÷àå N(R̃1) < N(R̃′) è PΓ1 ≲ PΓ2 .
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Åñëè Ñ(R̃) − 1 > 0, òî 0 < hε1(Ñ(R̃)−1) < 1, h → 0. Ñëåäîâàòåëüíî, ïðè óñëîâèè
N(R̃1) ⩽ N(R̃′) ïîëó÷àåì, ÷òî PΓ1 ≲ PΓ2 . Ñ äðóãîé ñòîðîíû, ïðè N(R̃1) > N(R̃′)
âîçìîæíà ñèòóàöèÿ, â êîòîðîé êàê PΓ1 ≲ PΓ2 , òàê è PΓ1 ≳ PΓ2 â çàâèñèìîñòè îò ñòðóê-
òóðíûõ îñîáåííîñòåé äâóõïîëþñíèêà.

Àíàëîãè÷íûì îáðàçîì ïðîâåä¼í ñðàâíèòåëüíûé àíàëèç ïîëó÷åííûõ àñèìïòîòè÷å-
ñêèõ ñîîòíîøåíèé â îáùåì âèäå, åãî ðåçóëüòàòû ïðåäñòàâëåíû â òàáëèöå.

Ñðàâíåíèå òî÷å÷íîãî è ìíîæåñòâåííîãî ïîäõîäîâ

PΓ1 ≳ PΓ2 PΓ1 ≲ PΓ2

N(R̃1) > N(R̃′) è ε1 > ε2Ñ(R̃) N(R̃1) < N(R̃′) è ε1 < ε2Ñ(R̃)
N(R̃1) = N(R̃′) è ε1 > ε2Ñ(R̃) N(R̃1) = N(R̃′) è ε1 < ε2Ñ(R̃)
N(R̃1) > N(R̃′) è ε1 = ε2Ñ(R̃) N(R̃1) < N(R̃′) è ε1 = ε2Ñ(R̃)

Íåîïðåäåë¼ííîé îñòàåòñÿ ñèòóàöèÿ, êîãäà N(R̃1) < N(R̃′) ïðè ε1 > ε2Ñ(R̃) è
N(R̃1) > N(R̃′) ïðè ε1 < ε2Ñ(R̃). Äåéñòâèòåëüíî, åñëè ïîëîæèòü k = ε1 − ε2Ñ(R̃)
è ∆ = N(R̃1)/N(R̃′), òî â ïåðâîì ñëó÷àå ∆ < 1 è k > 0, çíà÷èò, h−k > 1 ïðè h → 0.
Âî âòîðîì ñëó÷àå ∆ > 1 è k < 0, ò. å. 0 < h−k < 1 ïðè h → 0. Â îáîèõ ñëó÷àÿõ
∆h−k > 0, íî îñòà¼òñÿ íåîïðåäåë¼ííûì çíà÷åíèå ïîëó÷åííîãî âûðàæåíèÿ îòíîñèòåëü-
íî åäèíèöû, ÷òî íå ïîçâîëÿåò îäíîçíà÷íî îòâåòèòü íà âîïðîñ ýôôåêòèâíîñòè òîãî èëè
èíîãî ïîäõîäà. Ïîëó÷åííàÿ íåîïðåäåë¼ííîñòü ïðè íàëè÷èè îáîáù¼ííîãî ðåçóëüòàòà
ÿâëÿåòñÿ îòëè÷èòåëüíîé îñîáåííîñòüþ êîíòåêñòíîãî ïîäõîäà, íàïðàâëåííîãî íà âûäå-
ëåíèå äîìèíàíò. Â äàííîì ñëó÷àå òîëüêî îïðåäåëåíèå ìíîæåñòâà äîìèíàíò â îòäåëüíî
âçÿòîì äâóõïîëþñíèêå ïîçâîëÿåò îäíîçíà÷íî ðàçðåøèòü íåîïðåäåë¼ííîñòü è âûáðàòü
íàèáîëåå ýôôåêòèâíûé ìåòîä ïîâûøåíèÿ åãî ñâÿçíîñòè.

Çàêëþ÷åíèå
Ïîëó÷åííûå àñèìïòîòè÷åñêèå ñîîòíîøåíèÿ, õàðàêòåðèçóþùèå âåðîÿòíîñòü ñâÿçíî-

ñòè äâóõïîëþñíèêà, â îòëè÷èå îò òðàäèöèîííûõ ñïîñîáîâ ïîâûøåíèÿ ñâÿçíîñòè ãðà-
ôîâ ïîçâîëÿþò ñóùåñòâåííî âëèÿòü íà ñâÿçíîñòü âñåãî ñîåäèíåíèÿ ÷åðåç èçìåíåíèå
äëèíû îòäåëüíûõ ð¼áåð, âõîäÿùèõ â ìíîæåñòâî äîìèíàíò. Â èòîãå ðåçóëüòàòîì ïðè-
ìåíåíèÿ êîíòåêñòíîãî àíàëèçà ÿâëÿåòñÿ ðåøåíèå ïîñòàâëåííîé ïðèêëàäíîé çàäà÷è,
îáëàäàþùåé ïðàêòè÷åñêîé çíà÷èìîñòüþ, à íå ïîèñê ìåñòà ìîäåëè â êëàññèôèêàöèè
èìåþùèõñÿ ìàòåìàòè÷åñêèõ ìîäåëåé.

Â öåëîì, ïðèìåíåíèå êîíòåêñòíîãî ïîäõîäà äëÿ îöåíêè âåðîÿòíîñòè ñâÿçíîñòè ñåòå-
âîé ñòðóêòóðû ïðîèçâîëüíîãî âèäà ïðèâîäèò ê áîëåå äåòàëèçèðîâàííîìó ðåçóëüòàòó,
êîòîðûé îòðàæàåò îñîáåííîñòè å¼ ñòðîåíèÿ. Ïîñëåäíåå îñîáåííî âàæíî, åñëè ïðåäïî-
ëàãàåòñÿ äàëüíåéøàÿ ðàáîòà ñî ñòðóêòóðîé, íàïðàâëåííàÿ íà èçìåíåíèå å¼ ñâÿçíîñòè
÷åðåç âîçäåéñòâèå íà å¼ îòäåëüíûå ÷àñòè.
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ðàíåå áûë ïðåäëîæåí ìåòîä ãåíåðè÷åñêîé àìïëèôèêàöèè äëÿ ïîñòðîåíèÿ ãåíå-
ðè÷åñêè íåðàçðåøèìûõ àëãîðèòìè÷åñêèõ ïðîáëåì. Îñíîâíîé èäååé ýòîãî ìåòîäà
ÿâëÿåòñÿ îáúåäèíåíèå ýêâèâàëåíòíûõ âõîäîâ â äîñòàòî÷íî áîëüøèå ìíîæåñòâà.
Ýêâèâàëåíòíîñòü âõîäîâ îçíà÷àåò, ÷òî ðàññìàòðèâàåìàÿ ïðîáëåìà íà íèõ ðåøàåò-
ñÿ îäèíàêîâî. Ïðåäëàãàåòñÿ îáîáùåíèå ýòîãî ìåòîäà, ñòðîèòñÿ ïðèìåð ðàçðåøè-
ìîé â êëàññè÷åñêîì ñìûñëå ïðîáëåìû, íå ÿâëÿþùåéñÿ ãåíåðè÷åñêè ðàçðåøèìîé
çà ïîëèíîìèàëüíîå âðåìÿ. Äëÿ ýòîãî èñïîëüçóþòñÿ äðóãèå ìåòîäû, òàê êàê, ñêî-
ðåå âñåãî, ìåòîä ãåíåðè÷åñêîé àìïëèôèêàöèè çäåñü íå ðàáîòàåò.

Êëþ÷åâûå ñëîâà: ãåíåðè÷åñêàÿ ñëîæíîñòü, àìïëèôèêàöèÿ, àëãîðèòìè÷åñêàÿ

ïðîáëåìà.

GENERICALLY UNDECIDABLE AND HARD PROBLEMS

A.N. Rybalov

Sobolev Institute of Mathematics, Omsk, Russia

The generic-case approach to algorithmic problems examines the behavior of an algo-
rithm on typical (almost all) inputs and ignores the rest of the inputs. The method
of generic amplification was proposed by A. Myasnikov and author for constructing of
generically undecidable problems. The main ingredient of this method is the cloning
technique, which combines the input data of a problem into sufficiently large sets of
equivalent input data. Equivalence is understood in the sense that the problem is
solved in the same way for them. We present a generalization of this method. We also
construct a problem that is decidable in the classical sense, but which is not generically
decidable in polynomial time. We use a different method to generic amplification, be-
cause generic amplification is unlikely to be applicable here.

Keywords: generic complexity, amplyfication, algorithmic problems.
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Ââåäåíèå
Ãåíåðè÷åñêèé ïîäõîä [1] � ýòî îäèí èç ïîäõîäîâ ê èçó÷åíèþ àëãîðèòìè÷åñêèõ ïðî-

áëåì äëÿ ¾ïî÷òè âñåõ¿ âõîäîâ. Èññëåäîâàíèÿ âû÷èñëèòåëüíîé ñëîæíîñòè äëÿ ¾ïî÷òè
âñåõ¿ âõîäîâ íà÷àëèñü â 1970�80-õ ãã., ïîñëå òîãî êàê áûë âûäåëåí îãðîìíûé ïëàñò
òðóäíîðàçðåøèìûõ àëãîðèòìè÷åñêèõ ïðîáëåì�NP-ïîëíûõ ïðîáëåì, äëÿ êîòîðûõ íå
óäàëîñü íàéòè ýôôåêòèâíûõ àëãîðèòìîâ, ðàáîòàþùèõ çà ïîëèíîìèàëüíîå âðåìÿ äëÿ
âñåõ âõîäîâ. Îêàçàëîñü, ÷òî åñëè íåìíîãî îñëàáèòü òðåáîâàíèå ýôôåêòèâíîñòè � ðàñ-
ñìàòðèâàòü íå âñå âõîäû, à ¾ïî÷òè âñå¿ èëè ñëó÷àéíûå âõîäû, òî èíîãäà ìîæíî áûñòðî
ðåøàòü çàäà÷ó äëÿ òàêèõ òèïè÷íûõ âõîäîâ. Ýòî èìååò ïðàêòè÷åñêèé ñìûñë, êîãäà àë-
ãîðèòì äîëæåí ðåøàòü çàäà÷ó äëÿ ñëó÷àéíûõ âõîäíûõ äàííûõ: åñëè âåðîÿòíîñòü ¾íà-
òêíóòüñÿ¿ íà ¾ïëîõîé¿ âõîä ïðåíåáðåæèìî ìàëà, òî àëãîðèòì áóäåò áûñòðî ðàáîòàòü
ïðàêòè÷åñêè âñåãäà. Â ðàìêàõ ãåíåðè÷åñêîãî ïîäõîäà èçó÷àåòñÿ ïîâåäåíèå àëãîðèò-
ìîâ íà ìíîæåñòâå ¾ïî÷òè âñåõ¿ âõîäîâ (ýòî ìíîæåñòâî íàçûâàåòñÿ ãåíåðè÷åñêèì) è
èãíîðèðóåòñÿ åãî ïîâåäåíèå íà îñòàëüíûõ âõîäàõ, íà êîòîðûõ àëãîðèòì ìîæåò ðàáî-
òàòü ìåäëåííî èëè âîîáùå íå îñòàíàâëèâàòüñÿ. Ïîíÿòèå ¾ïî÷òè âñå¿ ôîðìàëèçóåòñÿ
ââåäåíèåì àñèìïòîòè÷åñêîé ïëîòíîñòè íà ìíîæåñòâå âõîäíûõ äàííûõ.

Â èññëåäîâàíèÿõ ïî ãåíåðè÷åñêîé âû÷èñëèìîñòè è ñëîæíîñòè âû÷èñëåíèé ìîæíî
âûäåëèòü äâà îñíîâíûõ íàïðàâëåíèÿ. Ïåðâîå ñâÿçàíî ñ ïîñòðîåíèåì ãåíåðè÷åñêèõ (ïî-
ëèíîìèàëüíûõ) àëãîðèòìîâ äëÿ àëãîðèòìè÷åñêèõ ïðîáëåì, êîòîðûå ÿâëÿþòñÿ íåðàç-
ðåøèìûìè èëè òðóäíîðàçðåøèìûìè â êëàññè÷åñêîì ñìûñëå. Âòîðîå íàïðàâëåíèå êîí-
öåíòðèðóåòñÿ íà ïîèñêå àëãîðèòìè÷åñêèõ ïðîáëåì, êîòîðûå îñòàþòñÿ íåðàçðåøèìûìè
èëè òðóäíîðàçðåøèìûìè è â ãåíåðè÷åñêîì ñìûñëå. Äàííàÿ ðàáîòà îòíîñèòñÿ êî âòî-
ðîìó íàïðàâëåíèþ èññëåäîâàíèé.

Ïåðâûå ãåíåðè÷åñêè íåðàçðåøèìûå àëãîðèòìè÷åñêèå ïðîáëåìû áûëè íàéäåíû
À. Ã. Ìÿñíèêîâûì è À.Í. Ðûáàëîâûì â [2]. Äëÿ äîêàçàòåëüñòâà ãåíåðè÷åñêîé íåðàç-
ðåøèìîñòè ïðåäëîæåí ìåòîä ãåíåðè÷åñêîé àìïëèôèêàöèè, êîòîðûé ïîçâîëÿåò ïî ïðî-
áëåìå, íåðàçðåøèìîé â êëàññè÷åñêîì ñìûñëå, ñòðîèòü ïðîáëåìó, êîòîðàÿ ãåíåðè÷å-
ñêè íåðàçðåøèìà. Äàííûé ìåòîä óñïåøíî ïðèìåí¼í ê ñëåäóþùèì àëãîðèòìè÷åñêèì
ïðîáëåìàì: ïðîáëåìà îñòàíîâêè äëÿ ìàøèí Òüþðèíãà [3], ïðîáëåìà ðàâåíñòâà äëÿ
ïîëóãðóïï [2], ïðîáëåìà ðàçðåøèìîñòè ýëåìåíòàðíûõ òåîðèé [2, 4], äåñÿòàÿ ïðîáëå-
ìà Ãèëüáåðòà [5]. Îäíàêî ôîðìàëèçàöèÿ ìåòîäà, ïðåäëîæåííàÿ â [2], îêàçàëàñü íå
ñîâñåì óäîáíîé: íàïðÿìóþ å¼ óäàåòñÿ ïðèìåíèòü òîëüêî äëÿ ïîñòðîåíèÿ êîíå÷íî îïðå-
äåë¼ííîé ïîëóãðóïïû ñ ãåíåðè÷åñêè íåðàçðåøèìîé ïðîáëåìîé ðàâåíñòâà, à â îñòàëü-
íûõ ñëó÷àÿõ ãåíåðè÷åñêàÿ àìïëèôèêàöèÿ èñïîëüçóåòñÿ íåôîðìàëüíî. Â äàííîé ðàáîòå
ïðåäëàãàåòñÿ ôîðìàëèçàöèÿ áîëåå îáùåé ñõåìû ãåíåðè÷åñêîé àìïëèôèêàöèè, êîòîðàÿ
ðàáîòàåò âî âñåõ ñëó÷àÿõ.

Ïðèìåíåíèå ãåíåðè÷åñêîé àìïëèôèêàöèè äëÿ ïîñòðîåíèÿ ãåíåðè÷åñêè òðóäíîðàç-
ðåøèìûõ ïðîáëåì ñòàëêèâàåòñÿ ñ òðóäíîñòÿìè, êîòîðûå ñâÿçàíû ñ íåîáõîäèìîñòüþ
êîíòðîëèðîâàòü ñêîðîñòü ñõîäèìîñòè ïîñëåäîâàòåëüíîñòè ÷àñòîò ìíîæåñòâà ¾ïëîõèõ¿
âõîäîâ. Ïîýòîìó òóò óäàåòñÿ ïîëó÷èòü ëèøü ðåçóëüòàòû îá îòñóòñòâèè ñèëüíî ãåíåðè-
÷åñêèõ ïîëèíîìèàëüíûõ àëãîðèòìîâ, êîòîðûå ðåøàþò ïðîáëåìó áûñòðî íà ìíîæåñòâå
âõîäîâ, îòíîñèòåëüíûå ÷àñòîòû êîòîðûõ ýêñïîíåíöèàëüíî áûñòðî ñòðåìÿòñÿ ê åäèíè-
öå. Íàïðèìåð, â òàêîì âèäå ãåíåðè÷åñêàÿ àìïëèôèêàöèÿ ïðèìåíèìà äëÿ àðèôìåòèêè
Ïðåñáóðãåðà [6]. Â äàííîé ðàáîòå ñ ïîìîùüþ äðóãèõ ìåòîäîâ ñòðîèòñÿ ïðèìåð ðàçðå-
øèìîé â êëàññè÷åñêîì ñìûñëå ïðîáëåìû, äëÿ êîòîðîé íå ñóùåñòâóåò ïîëèíîìèàëüíîãî
ãåíåðè÷åñêîãî àëãîðèòìà.
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1. Ïðåäâàðèòåëüíûå ñâåäåíèÿ
Ïóñòü I �íåêîòîðîå ìíîæåñòâî âõîäîâ. Äëÿ ïîäìíîæåñòâà S ⊆ I îïðåäåëèì ïî-

ñëåäîâàòåëüíîñòü

ρn(S) =
|Sn|
|In|

, n = 1, 2, 3, . . . ,

ãäå In �ìíîæåñòâî âõîäîâ ðàçìåðà n, à Sn = S ∩ In �ìíîæåñòâî âõîäîâ èç S ðàçìå-
ðà n. Çäåñü äëÿ êîíå÷íîãî ìíîæåñòâà A ÷åðåç |A| îáîçíà÷åíî ÷èñëî åãî ýëåìåíòîâ.
Àñèìïòîòè÷åñêîé ïëîòíîñòüþ S íàçîâ¼ì ïðåäåë (åñëè îí ñóùåñòâóåò)

ρ(S) = lim
n→∞

ρn(S).

Ìíîæåñòâî S íàçûâàåòñÿ ãåíåðè÷åñêèì, åñëè ρ(S) = 1, è ïðåíåáðåæèìûì, åñëè
ρ(S) = 0. Íàçîâ¼ì ìíîæåñòâî S ñèëüíî ïðåíåáðåæèìûì, åñëè ïîñëåäîâàòåëü-
íîñòü ρn(S) ýêñïîíåíöèàëüíî áûñòðî ñõîäèòñÿ ê íóëþ, ò. å. ñóùåñòâóþò êîíñòàíòû σ,
0 < σ < 1, è C > 0, òàêèå, ÷òî äëÿ ëþáîãî n

ρn(S) < Cσn.

Òåïåðü S íàçûâàåòñÿ ñèëüíî ãåíåðè÷åñêèì, åñëè åãî äîïîëíåíèå I \S ñèëüíî ïðåíåáðå-
æèìî.

Àëãîðèòì A ñ ìíîæåñòâîì âõîäîâ I íàçûâàåòñÿ (ñèëüíî) ãåíåðè÷åñêèì, åñëè ìíî-
æåñòâî {x ∈ I : A(x) ↓} (ñèëüíî) ãåíåðè÷åñêîå. Çäåñü A(x) ↓ îçíà÷àåò, ÷òî àëãîðèòì A
îñòàíàâëèâàåòñÿ íà âõîäå x. Ãåíåðè÷åñêèé àëãîðèòì A âû÷èñëÿåò ôóíêöèþ f : I → J ,
åñëè

∀x ∈ I
(
A(x) ↓ ⇒ f(x) = A(x)

)
.

Ãåíåðè÷åñêèé àëãîðèòì A ðàáîòàåò çà ïîëèíîìèàëüíîå âðåìÿ, åñëè ñóùåñòâóåò ïîëè-
íîì p(n), òàêîé, ÷òî

∀x ∈ I
(
A(x) ↓ ⇒ tA(x) < p(size(x))

)
,

ãäå size(x)�ðàçìåð âõîäà x; à tA(x)� âðåìÿ ðàáîòû àëãîðèòìà A íà âõîäå x. Òàêèå
àëãîðèòìû áóäåì íàçûâàòü ïîëèíîìèàëüíûìè ãåíåðè÷åñêèìè.

Ñ ïðàêòè÷åñêîé òî÷êè çðåíèÿ, êîãäà òðåáóåòñÿ ïîñòðîèòü àëãîðèòì, ðåøàþùèé
êîíêðåòíóþ àëãîðèòìè÷åñêóþ ïðîáëåìó äëÿ ïî÷òè âñåõ âõîäîâ, óäîáíåå ðàññìàòðèâàòü
àëãîðèòìû ñëåäóþùåãî òèïà [7]. Êàæäûé òàêîé àëãîðèòì îñòàíàâëèâàåòñÿ íà âñåõ
âõîäàõ, íà âõîäàõ èç íåêîòîðîãî ãåíåðè÷åñêîãî ìíîæåñòâà âûäàåò ïðàâèëüíûé îòâåò, à
íà ïðåíåáðåæèìîì ìíîæåñòâå îñòàëüíûõ âõîäîâ âûäàåò ñïåöèàëüíûé îòâåò ¾?¿ � ¾Íå
çíàþ¿.

Àëãîðèòì A ñ ìíîæåñòâîì âõîäîâ I è ìíîæåñòâîì âûõîäîâ J ∪ {?} (? /∈ J) íàçû-
âàåòñÿ ýôôåêòèâíî (ñèëüíî) ãåíåðè÷åñêèì, åñëè

1) ∀x ∈ I A(x) ↓ ;
2) ìíîæåñòâî {x ∈ I : A(x) = ?} (ñèëüíî) ïðåíåáðåæèìî.
Ýôôåêòèâíî ãåíåðè÷åñêèé àëãîðèòì A âû÷èñëÿåò ôóíêöèþ f : I → J , åñëè

∀x ∈ I
(
A(x) ̸= ? ⇒ f(x) = A(x)

)
.

Ìíîæåñòâî S ⊆ I è ñîîòâåòñòâóþùàÿ ïðîáëåìà ðàñïîçíàâàíèÿ (S, I) (ýôôåêòèâíî)
(ñèëüíî) ãåíåðè÷åñêè ðàçðåøèìû (çà ïîëèíîìèàëüíîå âðåìÿ), åñëè ñóùåñòâóåò (ýôôåê-
òèâíî) (ñèëüíî) ãåíåðè÷åñêèé (ïîëèíîìèàëüíûé) àëãîðèòì, âû÷èñëÿþùèé õàðàêòåðè-
ñòè÷åñêóþ ôóíêöèþ S.
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Ëåãêî âèäåòü, ÷òî èç ýôôåêòèâíîé ãåíåðè÷åñêîé ðàçðåøèìîñòè ñëåäóåò ãåíåðè-
÷åñêàÿ ðàçðåøèìîñòü. Äåéñòâèòåëüíî, ëþáîé ýôôåêòèâíûé ãåíåðè÷åñêèé àëãîðèòì
ìîæíî áåç òðóäà ïåðåäåëàòü â ãåíåðè÷åñêèé, çàìåíèâ âûäà÷ó îòâåòà ¾?¿ íà áåñêîíå÷-
íîå çàöèêëèâàíèå. Â îáðàòíóþ ñòîðîíó ýòî íåâåðíî � ñì., íàïðèìåð, [8, òåîðåìà 2.22 è
ñëåäñòâèå 2.24]. Îäíàêî äëÿ ïîëèíîìèàëüíîé ñëîæíîñòè âåðíî è îáðàòíîå: èç ïîëèíî-
ìèàëüíîé ãåíåðè÷åñêîé ðàçðåøèìîñòè ñëåäóåò ïîëèíîìèàëüíàÿ ýôôåêòèâíàÿ ðàçðå-
øèìîñòü. Äåéñòâèòåëüíî, åñëè èìååòñÿ ïîëèíîìèàëüíàÿ îöåíêà p(n) íà âðåìÿ ðàáîòû
ãåíåðè÷åñêîãî àëãîðèòìà â ñëó÷àå, êîãäà îí îñòàíàâëèâàåòñÿ, òî ìîæíî çàâåñòè ñ÷¼ò-
÷èê T ÷èñëà øàãîâ è åñëè T > p(n), îáðûâàòü âû÷èñëåíèå è âûäàâàòü îòâåò ¾?¿, �
â ýòîì ñëó÷àå ãåíåðè÷åñêèé àëãîðèòì óæå íå îñòàíîâèòñÿ. Òàêèì îáðàçîì ïîëó÷àåòñÿ
ýôôåêòèâíî ãåíåðè÷åñêèé ïîëèíîìèàëüíûé àëãîðèòì, ðåøàþùèé òó æå ïðîáëåìó.

2. Ãåíåðè÷åñêàÿ àìïëèôèêàöèÿ
Îïèøåì ñíà÷àëà ñõåìó, îáîáùàþùóþ êîíñòðóêöèþ ãåíåðè÷åñêîé àìïëèôèêàöèè,

ïðåäëîæåííóþ â [2].
Ïóñòü I � ìíîæåñòâî âõîäîâ. Êëîíèðîâàíèå ìíîæåñòâà I � ýòî ôóíêöèÿ

C : I → P (I), ãäå P (I) åñòü ìíîæåñòâî âñåõ ïîäìíîæåñòâ ìíîæåñòâà I. Áóäåì íàçû-
âàòü êëîíèðîâàíèå C : I → P (I) ýôôåêòèâíûì, åñëè ñóùåñòâóåò âñþäó îïðåäåë¼ííàÿ
âû÷èñëèìàÿ ôóíêöèÿ E : I × N→ I, òàêàÿ, ÷òî äëÿ ëþáîãî x ∈ I

C(x) = {E(x, 0), E(x, 1), . . . , }.

Òàêèì îáðàçîì, ñ ïîìîùüþ àëãîðèòìà E ìîæíî ýôôåêòèâíî ïåðå÷èñëÿòü âñå ýëåìåí-
òû êàæäîãî êëîíà C(x). Êëîíèðîâàíèå C : I → P (I) íàçûâàåòñÿ íåïðåíåáðåæèìûì

(íå ñèëüíî ïðåíåáðåæèìûì), åñëè äëÿ ëþáîãî x ∈ I ìíîæåñòâî C(x) íå ÿâëÿåòñÿ
ïðåíåáðåæèìûì (ñèëüíî ïðåíåáðåæèìûì).

Ïóñòü S ⊆ I. Áóäåì ãîâîðèòü, ÷òî êëîíèðîâàíèå C : I → P (I) ñîõðàíÿåò ìíîæå-
ñòâî S, åñëè:

1) ∀x ∈ S
(
C(x) ⊆ S

)
;

2) ∀x /∈ S
(
C(x) ⊆ I \ S

)
.

Òåîðåìà 1. Ïóñòü I �ìíîæåñòâî âõîäîâ, S ⊆ I è C : I → P (I)� ýôôåêòèâíîå
êëîíèðîâàíèå, ñîõðàíÿþùåå S. Òîãäà:

1) åñëè C íåïðåíåáðåæèìîå êëîíèðîâàíèå è ïðîáëåìà ðàñïîçíàâàíèÿ (S, I) ãåíå-
ðè÷åñêè ðàçðåøèìà, òî ïðîáëåìà ðàñïîçíàâàíèÿ (S, I) ðàçðåøèìà;

2) åñëè C íå ñèëüíî ïðåíåáðåæèìîå êëîíèðîâàíèå è ïðîáëåìà ðàñïîçíàâàíèÿ (S, I)
ñèëüíî ãåíåðè÷åñêè ðàçðåøèìà, òî ïðîáëåìà ðàñïîçíàâàíèÿ (S, I) ðàçðåøèìà.

Äîêàçàòåëüñòâî. Äîêàæåì ï. 1. Ïóñòü A� ãåíåðè÷åñêèé àëãîðèòì, ðàñïîçíàþ-
ùèé S, òàêîé, ÷òî ìíîæåñòâî

G(A) = {x ∈ I : A(x) ↓}

ãåíåðè÷åñêîå. Ïîñòðîèì àëãîðèòì B, êîòîðûé ðåøàåò ïðîáëåìó ðàñïîçíàâàíèÿ S äëÿ
âñåõ âõîäîâ. Íà âõîäå x ∈ I àëãîðèòì B ðàáîòàåò ñëåäóþùèì îáðàçîì:

1) óñòàíîâèòü i = 0;
2) ñäåëàòü i+ 1 øàãîâ âû÷èñëåíèÿ àëãîðèòìà A íà E(x, 0), E(x, 1), . . ., E(x, i);
3) åñëè àëãîðèòì A îñòàíîâèëñÿ íà êàêîì-òî E(x, k), k ⩽ i, è âûäàë îòâåò, îñòàíî-

âèòüñÿ è âûäàòü ýòîò îòâåò;
4) èíà÷å óâåëè÷èòü i íà 1 è âåðíóòüñÿ íà øàã 2.
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Òàê êàê C(x) íåïðåíåáðåæèìî, òî C(x) èìååò íåïóñòîå ïåðåñå÷åíèå ñ ìíîæå-
ñòâîì G(A). Ïîýòîìó, ïàðàëëåëüíî çàïóñêàÿ àëãîðèòì A íà ýëåìåíòàõ E(x, 0), E(x, 1),
. . ., ìû íàéä¼ì çàâèñÿùåå îò x ÷èñëî ix, òàêîå, ÷òî x′ = E(x, ix) ∈ G(A). Î÷åâèäíî,
x ∈ S òîãäà è òîëüêî òîãäà, êîãäà x′ ∈ S, è òîãäà è òîëüêî òîãäà, êîãäà A âûäà¼ò
îòâåò ¾ÄÀ¿ äëÿ x′. Ïîýòîìó ìû ìîæåì ýôôåêòèâíî ðåøàòü, âûïîëíåíî ëè x ∈ S, è
ï. 1 äîêàçàí.

Äîêàçàòåëüñòâî ï. 2 àíàëîãè÷íî.

Òåîðåìó 1 ìîæíî ïåðåôîðìóëèðîâàòü â òåðìèíàõ ãåíåðè÷åñêîé íåðàçðåøèìîñòè.

Òåîðåìà 2. Ïóñòü I �ìíîæåñòâî âõîäîâ, S ⊆ I è C : I → P (I)� ýôôåêòèâíîå
êëîíèðîâàíèå, ñîõðàíÿþùåå S. Åñëè ïðîáëåìà ðàñïîçíàâàíèÿ (S, I) íåðàçðåøèìà, òî
èìååò ìåñòî ñëåäóþùåå:

1) åñëè C �íåïðåíåáðåæèìîå êëîíèðîâàíèå, òî ïðîáëåìà ðàñïîçíàâàíèÿ (S, I) íå
ÿâëÿåòñÿ ãåíåðè÷åñêè ðàçðåøèìîé;

2) åñëè C �íå ñèëüíî ïðåíåáðåæèìîå êëîíèðîâàíèå, òî ïðîáëåìà ðàñïîçíàâàíèÿ
(S, I) íå ÿâëÿåòñÿ ñèëüíî ãåíåðè÷åñêè ðàçðåøèìîé.

Ïåðåéä¼ì ê îïèñàíèþ ìåòîäà ãåíåðè÷åñêîé àìïëèôèêàöèè [2]. Íàçîâ¼ì êëîíèðî-
âàíèå C : I → P (I) ðàçäåëÿþùèì, åñëè

∀x, y ∈ I (x ̸= y)⇒ C(x) ∩ C(y) = ∅.

Äëÿ ìíîæåñòâà S ⊆ I îïðåäåëèì êëîí C(S) êàê îáúåäèíåíèå âñåõ êëîíîâ ýëåìåíòîâ
èç S:

C(S) =
⋃
x∈S

C(x).

Ëåãêî âèäåòü, ÷òî äëÿ ëþáîãî S ⊆ I ðàçäåëÿþùåå êëîíèðîâàíèå C : I → P (I) ñîõðà-
íÿåò ìíîæåñòâî C(S). Ïîýòîìó íåïîñðåäñòâåííûì ñëåäñòâèåì èç òåîðåìû 2 ÿâëÿåòñÿ
ñëåäóþùåå óòâåðæäåíèå:

Òåîðåìà 3 [2]. Ïóñòü I �ìíîæåñòâî âõîäîâ, S ⊆ I è C : I → P (I)� ýôôåêòèâíîå
ðàçäåëÿþùåå êëîíèðîâàíèå. Òîãäà åñëè ïðîáëåìà ðàñïîçíàâàíèÿ (S, I) íåðàçðåøèìà,
òî èìååò ìåñòî ñëåäóþùåå:

1) åñëè C �íåïðåíåáðåæèìîå êëîíèðîâàíèå, òî ïðîáëåìà ðàñïîçíàâàíèÿ (C(S), I)
íå ÿâëÿåòñÿ ãåíåðè÷åñêè ðàçðåøèìîé;

2) åñëè C �íå ñèëüíî ïðåíåáðåæèìîå êëîíèðîâàíèå, òî ïðîáëåìà ðàñïîçíàâàíèÿ
(C(S), I) íå ÿâëÿåòñÿ ñèëüíî ãåíåðè÷åñêè ðàçðåøèìîé.

Îòìåòèì, ÷òî â êîíêðåòíûõ ñèòóàöèÿõ êëîíèðîâàíèå ðåäêî ïîëó÷àåòñÿ ðàçäåëÿþ-
ùèì. Íàïðèìåð, â äîêàçàòåëüñòâàõ ãåíåðè÷åñêîé íåðàçðåøèìîñòè ïðîáëåìû îñòàíîâêè
äëÿ íîðìàëèçîâàííûõ ìàøèí Òüþðèíãà [3] è òåîðèé ïåðâîãî ïîðÿäêà äëÿ íîðìàëèçî-
âàííûõ ôîðìóë [4] êëîíû äëÿ ðàçëè÷íûõ ýëåìåíòîâ ïåðåñåêàþòñÿ. Îäíàêî ñîîòâåò-
ñòâóþùèå êëîíèðîâàíèÿ ñîõðàíÿþò ðàññìàòðèâàåìûå ìíîæåñòâà, à ïîòîìó, ïî òåîðå-
ìå 2, ýòè ïðîáëåìû íå ÿâëÿþòñÿ ãåíåðè÷åñêè ðàçðåøèìûìè.

3. Ãåíåðè÷åñêè òðóäíîðàçðåøèìûå ïðîáëåìû
Ðàññìîòðèì ìàøèíû Òüþðèíãà, êîòîðûå ðàñïîçíàþò ïîäìíîæåñòâà äâîè÷íûõ

ñòðîê èç {0, 1}∗. Òàêèå ìàøèíû èìåþò äâà çàâåðøàþùèõ ñîñòîÿíèÿ: qa �äîïóñêàþùåå
è qr � îòâåðãàþùåå. Çàêàí÷èâàòü ðàáîòó îíè ìîãóò òîëüêî â îäíîì èç ýòèõ ñîñòîÿíèé.
Òàêèì îáðàçîì, ýòè ìàøèíû âûäàþò òîëüêî îòâåòû ¾ÄÀ¿ èëè ¾ÍÅÒ¿. Ïîä ðàçìåðîì
ñòðîêè w ïîíèìàåòñÿ å¼ äëèíà |w|, ïîýòîìó ÷èñëî âõîäîâ ðàçìåðà n ðàâíî 2n.
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Ïîä ýôôåêòèâíîé íóìåðàöèåé âñåõ ïîëèíîìèàëüíûõ ìàøèí Òüþðèíãà áóäåì ïîä-
ðàçóìåâàòü ýôôåêòèâíóþ íóìåðàöèþ âñåõ ïàð {(Mi, pk(n)) : i ∈ N, k ∈ N}, ãäå Mi �
ìàøèíà Òüþðèíãà ñ íîìåðîì i; pk(n) = nk + k. Òàêàÿ ïàðà íà âõîäå x ìîäåëèðóåò
ðàáîòó íåêîòîðîé ïîëèíîìèàëüíîé ìàøèíû Òüþðèíãà ñëåäóþùèì îáðàçîì:

(Mi, pk(n))(x) =

{
Mi(x), åñëè Mi(x) ↓ çà ⩽ pk(|x|) øàãîâ,
ÍÅÒ èíà÷å.

ßñíî, ÷òî ëþáàÿ ïîëèíîìèàëüíàÿ ìàøèíà Òüþðèíãà âñòðåòèòñÿ â ýòîé ïîñëåäîâàòåëü-
íîñòè.

Òåîðåìà 4. Ñóùåñòâóåò ðåêóðñèâíîå ìíîæåñòâî, íå ÿâëÿþùååñÿ ãåíåðè÷åñêè
ðàçðåøèìûì çà ïîëèíîìèàëüíîå âðåìÿ.

Äîêàçàòåëüñòâî. Ïóñòü åñòü ýôôåêòèâíàÿ íóìåðàöèÿ ïîëèíîìèàëüíûõ ìàøèí
Òüþðèíãà P1, P2, P3, . . . Îáðàçóåì èç íèõ ñëåäóþùóþ ïîñëåäîâàòåëüíîñòü:

{Mi, i = 1, 2, 3, . . .} = {P1, P1, P2, P1, P2, P3, P1, P2, P3, P4, P1, P2, . . .}.
Â íåé êàæäûé ðàç, ïîñëå òîãî êàê áûëè âûïèñàíû ìàøèíû P1, . . . , Pk, âûïèñûâàþòñÿ
ìàøèíû P1, . . . , Pk+1. Òàêèì îáðàçîì, êàæäàÿ ïîëèíîìèàëüíàÿ ìàøèíà Pi âûïèñûâà-
åòñÿ áåñêîíå÷íî ìíîãî ðàç.

Ïîñòðîåíèå íóæíîãî ìíîæåñòâà S áóäåò ïðîõîäèòü ïî øàãàì. Ñòàðòóÿ ñ ìíîæåñòâà
âñåõ äâîè÷íûõ ñòðîê {0, 1}∗ íà íóëåâîì øàãå, ìû áóäåì íà øàãå i âû÷åðêèâàòü èëè
îñòàâëÿòü íåêîòîðûå ÷èñëà â çàâèñèìîñòè îò ïîâåäåíèÿ ìàøèíû Mi. Îïèøåì ïîäðîá-
íî øàã i > 0. Çàïóñêàåì ìàøèíó Mi íà êàæäîì âõîäå ðàçìåðà i è ñ÷èòàåì êîëè÷åñòâî
îòâåòîâ ¾ÄÀ¿ è ¾ÍÅÒ¿. Åñëè îòâåòîâ ¾ÄÀ¿ ïîëó÷èëîñü áîëüøå ïîëîâèíû, òî âû÷¼ð-
êèâàåì âñå âõîäû ðàçìåðà i, èíà÷å âñå èõ îñòàâëÿåì. Ïðåäåëüíîå ìíîæåñòâî â ýòîì
ïðîöåññå è åñòü èñêîìîå ìíîæåñòâî S.

Äåéñòâèòåëüíî, çàìåòèì, ÷òî äëÿ ëþáîé ïîëèíîìèàëüíîé ìàøèíû M ìíîæåñòâî
âõîäîâ, íà êîòîðûõ M äàåò íåïðàâèëüíûé îòâåò, èìååò âèä

E(M) =
∞⋃
i=1

Ai,

ãäå Ai = {w ∈ {0, 1}∗ : |w| = mi}, mi > mi−1, ïðè÷¼ì |Ai| ⩾ 2mi/2 äëÿ ëþáîãî i. Åñëè
òåïåðü ðàññìîòðåòü ïîñëåäîâàòåëüíîñòü

ρn(E(M)) =
|E(M)n|

2n
, n = 1, 2, 3, . . . ,

òî ëåãêî âèäåòü, ÷òî ρn(E(M)) ⩾ 1/2 äëÿ áåñêîíå÷íî áîëüøîãî ÷èñëà çíà÷åíèé n.
Ïîýòîìó ìíîæåñòâî E(M) íåïðåíåáðåæèìî.

Äîïóñòèì, ÷òî ñóùåñòâóåò ãåíåðè÷åñêèé ïîëèíîìèàëüíûé àëãîðèòì A, ðàñïîçíàþ-
ùèé ìíîæåñòâî S. Áåç îãðàíè÷åíèÿ îáùíîñòè ìîæíî ñ÷èòàòü, ÷òî A�ïîëèíîìèàëü-
íûé ýôôåêòèâíî ãåíåðè÷åñêèé àëãîðèòì. Ïî íåìó ëåãêî ïîëó÷èòü ïîëèíîìèàëüíóþ
ìàøèíó M , êîòîðàÿ íà ëþáîì âõîäå x ðàáîòàåò ñëåäóþùèì îáðàçîì:

1) âû÷èñëÿåò A(x);
2) åñëè A(x) = 1, âûäà¼ò 1;
3) åñëè A(x) = 0, âûäà¼ò 0;
4) åñëè A(x) = ?, âûäà¼ò 0.
Î÷åâèäíî, ÷òî M , ðàñïîçíàâàÿ ýëåìåíòû S, îøèáàåòñÿ íà ïðåíåáðåæèìîì ìíîæå-

ñòâå. Íî ýòî ïðîòèâîðå÷èò ïîñòðîåíèþ ìíîæåñòâà S.
Ðåêóðñèâíîñòü ìíîæåñòâà S ñëåäóåò èç àëãîðèòìè÷åñêîé ïðèðîäû ïðîöåäóðû åãî

ïîñòðîåíèÿ.
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Çàêëþ÷åíèå
Â ðàáîòå ïðåäëîæåíà ôîðìàëèçàöèÿ ñõåìû ãåíåðè÷åñêîé àìïëèôèêàöèè, êîòîðàÿ

îáîáùàåò ñõåìó [2]. Íîâûé ìåòîä ðàáîòàåò âî âñåõ ñëó÷àÿõ, â êîòîðûõ íàïðÿìóþ íå
óäà¼òñÿ ïðèìåíèòü ñõåìó èç [2]. Êðîìå òîãî, ñ ïîìîùüþ äðóãèõ èäåé ñòðîèòñÿ ïðèìåð
ðàçðåøèìîé â êëàññè÷åñêîì ñìûñëå ïðîáëåìû, äëÿ êîòîðîé íå ñóùåñòâóåò ïîëèíîìè-
àëüíîãî ãåíåðè÷åñêîãî àëãîðèòìà. Â äàííîì ñëó÷àå, ïî-âèäèìîìó, ìåòîä ãåíåðè÷åñêîé
àìïëèôèêàöèè íåïðèìåíèì.

Â êà÷åñòâå äàëüíåéøèõ íàïðàâëåíèé èññëåäîâàíèé ïðåäñòàâëÿåò èíòåðåñ ñâÿçàòü
ïîíÿòèå ãåíåðè÷åñêîé ðàçðåøèìîñòè ñ ìåðîé Ì. Ãðîìîâà, îïðåäåëÿåìîé òàêæå ñ ïî-
ìîùüþ àñèìïòîòè÷åñêîé ïëîòíîñòè. Îñîáî èíòåðåñíû ñëó÷àè, êîãäà ýòà ïëîòíîñòü
îòëè÷íà îò íóëÿ è åäèíèöû. Â ýòîì íàïðàâëåíèè Ð. Ãèëìàíîì, À. Ã. Ìÿñíèêîâûì è
Â.À. Ðîìàíüêîâûì ïîëó÷åíû î÷åíü èíòåðåñíûå ðåçóëüòàòû î ïëîòíîñòè ðàçðåøèìûõ
óðàâíåíèé â ñâîáîäíûõ ãðóïïàõ [9] è â íèëüïîòåíòíûõ ãðóïïàõ [10].

Àâòîð âûðàæàåò áëàãîäàðíîñòü ðåöåíçåíòó çà ïîëåçíûå çàìå÷àíèÿ è ïðåäëîæåíèÿ
ïî óëó÷øåíèþ òåêñòà ñòàòüè.
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Ðàññìàòðèâàþòñÿ êîìáèíàòîðíûå ñâîéñòâà ìíîæåñòâà ðåøåíèé â çàäà÷å îá îãðà-
íè÷åííîì ðþêçàêå. Êàê è â îáùåì ñëó÷àå, ýòà çàäà÷à ÿâëÿåòñÿ NP-ïîëíîé çàäà÷åé
êîìáèíàòîðíîé îïòèìèçàöèè è å¼ òî÷íîå ðåøåíèå òðåáóåò ïðèìåíåíèÿ àëãîðèò-
ìîâ ïåðåáîðà ñ äåêîìïîçèöèåé ìíîæåñòâà äîïóñòèìûõ ðåøåíèé. Â ñâÿçè ñ ýòèì
àêòóàëåí âîïðîñ îïðåäåëåíèÿ è îöåíêè ñâîéñòâ ìíîæåñòâà äîïóñòèìûõ ðåøåíèé.
Ïîëó÷åíû ôîðìóëû, ïîçâîëÿþùèå âû÷èñëÿòü ñðåäíåå çíà÷åíèå ôóíêöèîíàëà çà-
äà÷è íà ìíîæåñòâå å¼ äîïóñòèìûõ ðåøåíèé è ìîùíîñòü ýòîãî ìíîæåñòâà ÷åðåç
÷èñëî ðåøåíèé ïîäçàäà÷ ìåíüøåé ðàçìåðíîñòè. Áàçîâîé òåõíèêîé ïîëó÷åíèÿ ðå-
çóëüòàòîâ ñëóæèò ìåòîä ïðîèçâîäÿùèõ ôóíêöèé. Ðàññìîòðåíà çàäà÷à î ðþêçàêå
ñ ïðîèçâîëüíûìè çíà÷åíèÿìè ïåðåìåííûõ, â êîòîðîé ñîâïàäàþò êîýôôèöèåíòû
âåêòîðà îãðàíè÷åíèé è öåëåâîé ôóíêöèè. Äëÿ íå¼ ïðåäïîëàãàåòñÿ ¾ñþðúåêòèâ-
íîñòü¿ ìíîæåñòâà ðåøåíèé. Íàéäåíû îöåíêè çíà÷åíèé ôóíêöèîíàëà â ýòîé çàäà-
÷å. Ðåçóëüòàòû ìîãóò ïðåäñòàâëÿòü èíòåðåñ äëÿ êîíñòðóèðîâàíèÿ âû÷èñëèòåëü-
íûõ àëãîðèòìîâ íàõîæäåíèÿ è îöåíêè ÷èñëà ðåøåíèé è çíà÷åíèÿ ôóíêöèîíàëà íà
îïòèìàëüíûõ ðåøåíèÿõ. Íàéäåííûå âûðàæåíèÿ òàêæå ìîãóò áûòü èñïîëüçîâàíû
âî âñïîìîãàòåëüíûõ ïðîöåäóðàõ äëÿ îöåíêè îïòèìàëüíîñòè ðåøåíèÿ â äåêîìïî-
çèöèîííûõ èëè ýâðèñòè÷åñêèõ àëãîðèòìàõ ðåøåíèÿ çàäà÷è î ðþêçàêå.

Êëþ÷åâûå ñëîâà: çàäà÷à î ðþêçàêå, ïðîèçâîäÿùèå ôóíêöèè, NP-ïîëíûå çàäà÷è,
ìåòîä êîýôôèöèåíòîâ, âû÷åò, ìåòîäû äåêîìïîçèöèè.

COMBINATORIAL PROPERTIES
OF THE BOUNDED KNAPSACK PROBLEM

M.S.A. Volkov

Bauman Moscow State Technical University, Moscow, Russia

The combinatorial properties of the set of solutions to the bounded knapsack problem
are considered. As in the general case, this problem is an NP-complete combinato-
rial optimization problem and its exact solution requires the use of search algorithms
with the decomposition of a set of feasible solutions. In this regard, the question of
determining and evaluating the properties of the set of acceptable solutions to the
problem is relevant. In this paper, formulas are obtained which allow to calculate the
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average value of the functional of a problem on the set of its feasible solutions and
the power of this set through the number of solutions of subtasks of smaller dimen-
sion. The basic technique for obtaining results is the method of generating functions.
We also consider the knapsack problem with arbitrary values of variables, in which
the coefficients of the constraint vector and the objective function coincide. For this,
the “continuity” of the set of solutions is assumed. Estimates of the values of the
functional in this problem are found. The results may be of interest for the design of
computational algorithms for finding and estimating the number of solutions and the
value of the functional for optimal solutions. The expressions found can also be used
in auxiliary procedures to evaluate the optimality of the solution in decomposition or
heuristic algorithms for solving the knapsack problem.

Keywords: knapsack problem, generating functions, NP-complete problems, coeffi-
cient method, deduction, decomposition methods.

Ââåäåíèå
Çàäà÷à îá îãðàíè÷åííîì ðþêçàêå � ýòî âàðèàíò êëàññè÷åñêîé çàäà÷è î ðþêçà-

êå, â êîòîðîé êàæäûé ïðåäìåò äîñòóïåí â îïðåäåë¼ííîì îãðàíè÷åííîì êîëè÷åñòâå.
Èìååòñÿ íàáîð ïðåäìåòîâ, ñîäåðæàùèé m êîïèé êàæäîãî ïðåäìåòà, ãäå k-é ïðåäìåò
(1 ⩽ k ⩽ n) èìååò äâà íåîòðèöàòåëüíûõ öåëî÷èñëåííûõ ïàðàìåòðà � âåñ ak è öåí-
íîñòü ck. Îïðåäåëåíî îãðàíè÷åíèå ãðóçîïîäú¼ìíîñòè ðþêçàêà b. Çàäà÷à ñîñòîèò â òîì,
÷òîáû âûáðàòü ïîäìíîæåñòâî ïðåäìåòîâ ñ ìàêñèìàëüíîé îáùåé öåííîñòüþ, ñóììàð-
íûé âåñ êîòîðîãî íå ïðåâûøàåò ãðóçîïîäú¼ìíîñòè ðþêçàêà. Â âèäå îïòèìèçàöèè çà-
äà÷à îá îãðàíè÷åííîì ðþêçàêå çàäà¼òñÿ âûðàæåíèåì [1]

n∑
j=1

cjxj → max; (1)

n∑
i=1

aixi ⩽ b, (2)

ãäå x = (x1, . . . , xn)� n-ìåðíûé âåêòîð ñ öåëî÷èñëåííûìè êîìïîíåíòàìè xi ∈ {0, 1,
. . . ,m}; c1, . . . , cn, a1, . . . , an, b�íåîòðèöàòåëüíûå öåëûå ÷èñëà.

Òàê êàê çàäà÷à (1), (2) ÿâëÿåòñÿ NP-ïîëíîé è äëÿ ïîëó÷åíèÿ å¼ òî÷íîãî ðåøå-
íèÿ èñïîëüçóþòñÿ ïåðåáîðíûå è äåêîìïîçèöèîííûå àëãîðèòìû, òî àêòóàëåí âîïðîñ î
ñâÿçè ñëîæíîñòè çàäà÷è ñî ñëîæíîñòüþ å¼ ïîäçàäà÷ ìåíüøåé ðàçìåðíîñòè. Â ýâðèñòè-
÷åñêèõ ïîäõîäàõ èñïîëüçóþòñÿ ïðîöåäóðû ïîëó÷åíèÿ ïðèáëèæ¼ííûõ îöåíîê çíà÷åíèé
ôóíêöèîíàëà è ðàñïðåäåëåíèÿ çíà÷åíèé ôóíêöèîíàëà â îáëàñòè äîïóñòèìûõ çíà÷åíèé
ïåðåìåííûõ, ïîýòîìó ôîðìóëû äëÿ âû÷èñëåíèÿ òàêèõ îöåíîê ìîãóò íåïîñðåäñòâåííî
ïðèìåíÿòüñÿ â ïîäîáíûõ àëãîðèòìàõ ëèáî ñëóæèòü äëÿ ñðàâíåíèÿ èñïîëüçóåìûõ àë-
ãîðèòìîâ.

Äëÿ äîêàçàòåëüñòâà îñíîâíûõ ðåçóëüòàòîâ â äàííîé ðàáîòå èñïîëüçîâàí ìåòîä ïðî-
èçâîäÿùèõ ôóíêöèé. Áàçîâîé òåõíèêîé äëÿ âûðàæåíèÿ îãðàíè÷åíèé íà ìíîæåñòâî
äîïóñòèìûõ ðåøåíèé ïîñëóæèë ìåòîä êîýôôèöèåíòîâ. Äàííûé ìåòîä îïðåäåëÿåò ëè-
íåéíûé ôóíêöèîíàë íà ìíîæåñòâå ôîðìàëüíûõ ñòåïåííûõ ðÿäîâ ñ êîíå÷íûì ÷èñëîì
÷ëåíîâ îòðèöàòåëüíîé ñòåïåíè, êîòîðûé ñòàâèò â ñîîòâåòñòâèå êàæäîìó ñòåïåííîìó
ðÿäó êîýôôèöèåíò ïðè åãî ÷ëåíå â ìèíóñ ïåðâîé ñòåïåíè. Äëÿ ñòåïåííûõ ðÿäîâ, ñõî-
äÿùèõñÿ â îêðåñòíîñòè íóëÿ, ýòîò êîýôôèöèåíò ñîâïàäàåò ñ âû÷åòîì â òî÷êå íîëü.
Â ðÿäå ñëó÷àåâ ýòîò ìåòîä ñóùåñòâåííî óäîáíåå êëàññè÷åñêîãî âàðèàíòà ñ ïðèìåíåíè-
åì âû÷åòîâ. Ïîäðîáíîå îïèñàíèå ìåòîäà ïðèâåäåíî â [2].
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Çàäà÷à î ðþêçàêå è å¼ ðàçíîâèäíîñòè íàõîäÿò ïðèìåíåíèå â îáëàñòè ìàòåìàòè÷å-
ñêîãî ïðîãðàììèðîâàíèÿ, â ÷àñòíîñòè â òåîðèè êîäèðîâàíèÿ è êðèïòîãðàôèè [3, 4].
Íàïðèìåð, çàäà÷à î ðþêçàêå ñòàëà îñíîâîé äëÿ íåñêîëüêèõ êðèïòîãðàôè÷åñêèõ ñè-
ñòåì, áåçîïàñíîñòü êîòîðûõ çàâèñèò îò ñëîæíîñòè ïîëó÷åíèÿ å¼ ðåøåíèÿ [5]. Ïîñêîëü-
êó ðàçëè÷íûå âàðèàöèè çàäà÷è î ðþêçàêå ÷àñòî âîçíèêàþò ïðè îñëàáëåíèè çàäà÷ öå-
ëî÷èñëåííîãî ïðîãðàììèðîâàíèÿ, îíà èíòåíñèâíî èçó÷àëàñü â ïîñëåäíèå äåñÿòèëåòèÿ.
Êàê ñëåäñòâèå, ëèòåðàòóðà ïî íåé îáøèðíà è îõâàòûâàåò êàê âîïðîñû, ñâÿçàííûå ñ ðàç-
ðàáîòêîé àëãîðèòìîâ, òàê è òåîðåòè÷åñêèå àñïåêòû, ñâÿçàííûå ñî ñâîéñòâàìè çàäà÷è.
Àëãîðèòìè÷åñêàÿ ñòîðîíà ðàññìàòðèâàåòñÿ, íàïðèìåð, â ðàáîòàõ [1, 6].

Â ïîñëåäíåå äåñÿòèëåòèå øèðîêîå ðàñïðîñòðàíåíèå ïîëó÷èëî ïðèìåíåíèå ýâðèñòè-
÷åñêèõ è ìåòàýâðèñòè÷åñêèõ ïîäõîäîâ ê ðåøåíèþ äàííîé çàäà÷è. Â [7] ïðåäëîæåí àë-
ãîðèòì àìåáîèäíîãî îðãàíèçìà äëÿ ðåøåíèÿ çàäà÷è î 0-1 ðþêçàêå. Â ðàáîòå [8] àâòîðû
èñïîëüçîâàëè àëãîðèòì êîãîðòíîãî èíòåëëåêòà � ìåòîä îïòèìèçàöèè, íàâåÿííûé åñòå-
ñòâåííîé ñêëîííîñòüþ ëþäåé ó÷èòüñÿ äðóã ó äðóãà. Ìîäèôèöèðîâàííûé ãåíåòè÷åñêèé
àëãîðèòì äëÿ ðåøåíèÿ çàäà÷è î ìíîãîìåðíîì ðþêçàêå, îñíîâàííûé íà ïðåäâàðèòåëü-
íîì àíàëèçå äàííûõ, ïðåäëîæåí â [9]. Â [10] äëÿ ðåøåíèÿ ìíîãîìåðíîé çàäà÷è î ðþêçà-
êå ïðåäñòàâëåíà ýâðèñòèêà, îñíîâàííàÿ íà ìåòîäå ïîèñêà ãàðìîíèè. Â ýòîì àëãîðèòìå
âíèìàíèå óäåëÿåòñÿ ðàñïðåäåëåíèþ âåðîÿòíîñòåé çíà÷åíèé ïåðåìåííûõ âìåñòî ïîèñêà
èõ òî÷íîãî çíà÷åíèÿ. Ãèáðèäíûé àëãîðèòì ðåøåíèÿ çàäà÷è î 0-1 ðþêçàêå, îñíîâàííûé
íà ðàçäåëåíèè ïðåäìåòîâ ïî ðåãèîíàì ïî ñòåïåíè ¾æàäíîñòè¿, ïîñòðîåí â ðàáîòå [11].
Â [12] ðàçðàáîòàíà ýâðèñòèêà, ñî÷åòàþùàÿ ìåòîäû óìåíüøåíèÿ ðàçìåðíîñòè çàäà÷è,
îñíîâàííûå íà ïðàâèëàõ ôèêñàöèè ïåðåìåííûõ, ñ ðåøåíèåì ðåçóëüòèðóþùåé öåëî÷èñ-
ëåííîé ëèíåéíîé çàäà÷è. Â [13] àâòîðû ïðåäñòàâèëè ïåðåôîðìóëèðîâêó ìíîãîìåðíîé
çàäà÷è î ðþêçàêå ñ ìíîæåñòâåííûì âûáîðîì êàê çàäà÷è ðàçäåëåíèÿ ìíîæåñòâà, ïîç-
âîëÿþùóþ óìåíüøèòü ðàçìåðíîñòü çàäà÷è ïðè ñîõðàíåíèè îáùåãî ÷èñëà ïåðåìåííûõ
è îãðàíè÷åíèé.

Ðàñïðîñòðàíåíèå ïîëó÷èëè òàêæå ðàáîòû, ñâÿçàííûå ñ èññëåäîâàíèåì ñâîéñòâ îá-
ëàñòè äîïóñòèìûõ ðåøåíèé â çàäà÷àõ î ðþêçàêå. Â [14] ðåàëèçîâàí ðàñïðåäåë¼ííûé
èòåðàöèîííûé ìåòîä ñ ôèêñèðîâàííîé òî÷êîé äëÿ ðåøåíèÿ çàäà÷è âûïîëíèìîñòè ðþê-
çà÷íûõ îãðàíè÷åíèé. Â ðàáîòå [15] ïðåäëîæåíû ïîëèíîìèàëüíûå ïî âðåìåíè àëãîðèò-
ìû îöåíêè ÷èñëà ðåøåíèé îòäåëüíûõ îãðàíè÷åíèé. Â [16] èçó÷àåòñÿ ñòðóêòóðà ìíî-
ãîãðàííèêîâ çàäà÷ î ðþêçàêå ñïåöèàëüíîãî âèäà. Èñ÷åðïûâàþùèé îáçîð ïîñëåäíèõ
èññëåäîâàíèé ðþêçà÷íûõ ìíîãîãðàííèêîâ ïðèâåä¼í â [17].

Â äàííîé ðàáîòå ïîëó÷åíû êîìáèíàòîðíûå ôîðìóëû, ïîçâîëÿþùèå âû÷èñëÿòü è
îöåíèâàòü çíà÷åíèÿ ôóíêöèîíàëà â çàâèñèìîñòè îò íàáîðà çàäàííûõ ïàðàìåòðîâ çà-
äà÷è. Â ï. 1 ïðèâåäåíû âñïîìîãàòåëüíûå óòâåðæäåíèÿ, âûðàæàþùèå ïðîèçâîäÿùèå
ôóíêöèè â âèäå ïîëèíîìîâ äëÿ ìíîæåñòâà äîïóñòèìûõ ðåøåíèé è çíà÷åíèé ôóíêöèî-
íàëà çàäà÷è íà ýòîì ìíîæåñòâå. Â ï. 2 íàéäåíû âûðàæåíèÿ äëÿ ÷èñëà ðåøåíèé è ìàòå-
ìàòè÷åñêîãî îæèäàíèÿ çíà÷åíèÿ ôóíêöèîíàëà çàäà÷è ÷åðåç ÷èñëî ðåøåíèé ïîäçàäà÷
ìåíüøåé ðàçìåðíîñòè. Â ï. 3 ðàññìîòðåí ñëó÷àé ñîâïàäåíèÿ êîýôôèöèåíòîâ âåêòîðà
îãðàíè÷åíèé è öåëåâîé ôóíêöèè, íàéäåíû îöåíêè ôóíêöèîíàëà ïðè åãî ñþðúåêòèâ-
íîñòè íà âñ¼ì ìíîæåñòâå ðåøåíèé. Ðÿä ðåçóëüòàòîâ ñ ïðèìåíåíèåì ïîäõîäà íà îñíîâå
ìåòîäà ïðîèçâîäÿùèõ ôóíêöèé äëÿ çàäà÷è î ðþêçàêå ñ áóëåâûìè ïåðåìåííûìè ïðè-
âåä¼í â ðàáîòàõ [18, 19]. Ýòîò ïîäõîä èñïîëüçîâàí è â íàñòîÿùåé ðàáîòå äëÿ ïîëó÷åíèÿ
ôîðìóë äëÿ ñëó÷àÿ îãðàíè÷åííîãî ðþêçàêà ñ âîçìîæíîñòüþ ïîâòîðåíèÿ ïðåäìåòîâ.
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1. Âñïîìîãàòåëüíûå óòâåðæäåíèÿ
Âûðàçèì ïðîèçâîäÿùèå ôóíêöèè â âèäå ïîëèíîìîâ äëÿ ìíîæåñòâà äîïóñòèìûõ ðå-

øåíèé è çíà÷åíèé ôóíêöèîíàëà çàäà÷è íà ýòîì ìíîæåñòâå. Ìíîæåñòâî äîïóñòèìûõ ðå-
øåíèé çàäà÷è Vb � ýòî ìíîæåñòâî n-ìåðíûõ âåêòîðîâ x, xi ∈ {0, 1, . . . ,m}, i = 1, . . . , n,
óäîâëåòâîðÿþùèõ íåðàâåíñòâó (2). Ïî àíàëîãèè ñ íåïðåðûâíûì ñëó÷àåì áóäåì íàçû-
âàòü ìíîæåñòâî Vb ìíîãîãðàííèêîì äîïóñòèìûõ ðåøåíèé çàäà÷è. Îáú¼ìîì Vb íàçîâ¼ì
÷èñëî |Vb| äîïóñòèìûõ ðåøåíèé íåðàâåíñòâà (2).

Äëÿ àíàëèçà ðàñïðåäåëåíèÿ òî÷åê â ìíîãîãðàííèêå Vb èñïîëüçóåòñÿ ïîëèíîì

Pb(z1, z2, . . . , zn) =
∑
x∈Vb

za1x1
1 za2x2

2 . . . zxnan
n . (3)

Äëÿ èññëåäîâàíèÿ ñâîéñòâ çíà÷åíèé ôóíêöèîíàëà çàäà÷è (1), (2) â äîïóñòèìûõ
òî÷êàõ ìíîãîãðàííèêà ðåøåíèé áóäåì ðàññìàòðèâàòü ïîëèíîì

Fb(z1, z2, . . . , zn) =
∑
x∈Vb

zc1x1
1 zc2x2

2 . . . zxncn
n . (4)

Ïðèìåðû èñïîëüçîâàíèÿ ýòèõ ïîëèíîìîâ äëÿ ïîëó÷åíèÿ îöåíîê â ðàçëè÷íûõ òèïàõ
çàäà÷è î ðþêçàêå ïðèâåäåíû â ðàáîòàõ [20, 21].

Ëåììà 1. Äëÿ çàäà÷è îá îãðàíè÷åííîì ðþêçàêå (1), (2) ñïðàâåäëèâà ôîðìóëà

∞∑
b=0

Pb(z1, . . . , zn)u
b =

(1+(z1u)
a1+ . . .+(z1u)

ma1) . . . (1+(znu)
an+ . . .+(znu)

man)

1− u
. (5)

Äîêàçàòåëüñòâî. Ïðåîáðàçóåì ñóììó (3), èñïîëüçóÿ ìåòîä êîýôôèöèåíòîâ.
Âíóòðåííåå ñóììèðîâàíèå ïðîâîäèòñÿ ïî âñåìó ìíîæåñòâó âåêòîðîâ (x1, x2, . . . , xn)
ñ êîîðäèíàòàìè èç {0, 1, . . . ,m}. Èñïîëüçîâàíèå ìåòîäà êîýôôèöèåíòîâ ïîçâîëÿåò îò-
áèðàòü èç ýòîãî ìíîæåñòâà òîëüêî âåêòîðû, óäîâëåòâîðÿþùèå îãðàíè÷åíèÿì (2):

Pb(z1, . . . , zn) =
b∑

t=0

∑
{x1,...xn}

za1x1
1 za2x2

2 . . . zanxn
n

1

2πi

∮
|u|=ρ

u

n∑
i=1

aixi

ut+1
du =

=
1

2πi

∮
|u|=ρ

b∑
t=0

1

ut+1

m∑
x1=0

(z1u)
a1x1 . . .

m∑
xn=0

(znu)
anxndu =

=
1

2πi

∮
|u|=ρ

u−(b+2) − u−1

u−1 − 1

n∏
k=1

(1 + (zku)
ak + . . .+ (zku)

mak)du.

Ðàñêëàäûâàÿ ïîëó÷åííîå âûðàæåíèå ïî ÷èñëèòåëþ äðîáè, èìååì

Pb(z1, . . . , zn) =
1

2πi

∮
|u|=ρ

1

ub+1(1− u)

n∏
k=1

(1 + (zku)
ak + . . .+ (zku)

mak)du+

+
1

2πi

∮
|u|=ρ

1

(1− u)

n∏
k=1

(1 + (zku)
ak + . . .+ (zku)

mak)du.

Ââèäó òåîðåìû î âû÷åòàõ, ïîñëåäíåå ñëàãàåìîå ðàâíî íóëþ; îêîí÷àòåëüíî ïîëó÷èì

Pb(z1, . . . , zn) =
1

2πi

∮
|u|=ρ

1

ub+1(1− u)

n∏
k=1

(1 + (zku)
ak + . . .+ (zku)

mak)du. (6)



Êîìáèíàòîðíûå ñâîéñòâà çàäà÷è îá îãðàíè÷åííîì ðþêçàêå 121

Âîñïîëüçóåìñÿ ïðàâèëîì ñíÿòèÿ êîýôôèöèåíòà [2]:

1

2πi

∮
|u|=ρ

A(u)du = coef
u
{A(u)} = a−1,

ãäå a−1 �êîýôôèöèåíò ïðè ìèíóñ ïåðâîé ñòåïåíè ìíîãî÷ëåíà A(u).
Ïîäñòàâëÿÿ âûðàæåíèå (6) â ëåâóþ ÷àñòü ôîðìóëû (5), ïîëó÷èì

∞∑
b=0

Pb(z1, . . . , zn)u
b =

∞∑
b=0

ub 1

2πi

∮
|u|=ρ

1

ub+1(1− u)

n∏
k=1

(1 + (zku)
ak + . . .+ (zku)

mak)du =

=
∞∑
b=0

ubcoef
u

{ 1

ub+1(1− u)

n∏
k=1

(1 + (zku)
ak + . . .+ (zku)

mak)
}
.

Òåïåðü, âîñïîëüçîâàâøèñü ïðàâèëîì çàìåíû ïåðåìåííîé [2]

∞∑
k=0

zkcoef
u
{A(u)u−k−1} = A(z)

äëÿ u, ïîëó÷èì èñêîìîå ñîîòíîøåíèå.

Ñëåäñòâèå 1. Äëÿ îáú¼ìà îáëàñòè äîïóñòèìûõ ðåøåíèé çàäà÷è (1), (2) ñ m ∈ N
èìååò ìåñòî ðàâåíñòâî

|Vb| =
1

2πi

∮
|u|=ρ

(1 + ua1 + . . .+ uma1) . . . (1 + uan + . . .+ uman)

(1− u)ub+1
du. (7)

Çäåñü è äàëåå ïàðàìåòð ρ óäîâëåòâîðÿåò óñëîâèÿì 0 < ρ < 1.

Äîêàçàòåëüñòâî. Äëÿ íàõîæäåíèÿ ÷èñëà äîïóñòèìûõ ðåøåíèé çàäà÷è íåîáõî-
äèìî ïîäñòàâèòü z = 1 â ðÿä (3) è ïðîâåñòè ðàññóæäåíèÿ, àíàëîãè÷íûå äîêàçàòåëüñòâó
ëåììû 1.

Ëåììà 2. Èìååò ìåñòî ðàâåíñòâî:

Fb(z1, . . . , zn)=
1

2πi

∮
|u|=ρ

(1+zc11 ua1+ . . .+zmc1
1 uma1) . . . (1+zcnn uan+ . . .+zmcn

n uman)

(1− u)ub+1
du. (8)

Äîêàçàòåëüñòâî. Ïðåîáðàçóåì ñóììó (4), èñïîëüçóÿ ìåòîä êîýôôèöèåíòîâ.
Àíàëîãè÷íî ëåììå 1, ââåäåíèå èíòåãðàëà ïîçâîëÿåò ïîëó÷èòü îãðàíè÷åíèå îáëàñòè
äîïóñòèìûõ ðåøåíèé çàäà÷è:

Fb(z1, . . . , zn) =
b∑

t=0

∑
{x1,...xn}

zc1x1
1 zc2x2

2 . . . zcnxn
n

1

2πi

∮
|u|=ρ

u

n∑
i=1

aixi

ut+1
du =

=
1

2πi

∮
|u|=ρ

b∑
t=0

1

ut+1

m∑
x1=0

(zc11 ua1)x1 . . .
m∑

xn=0

(zcnn uan)xndu =

=
1

2πi

∮
|u|=ρ

1

ub+1(1− u)

n∏
k=1

(1 + zckk uak + . . .+ zmck
k umak)du. (9)

Íàïîìíèì, ÷òî ìåòîä êîýôôèöèåíòîâ � ýòî âûðàæåíèå êîýôôèöèåíòà ïðè ìèíóñ ïåð-
âîé ñòåïåíè ïåðåìåííîé ÷åðåç ñóììó âû÷åòîâ, ÷òî èìååò òîò æå ñìûñë, ÷òî è èíòåãðàë
Êîøè â ôîðìóëå (8). Òàêèì îáðàçîì, âûðàæåíèå (9) ýêâèâàëåíòíî èíòåãðàëó (8).
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2. Ñâîéñòâà ôóíêöèîíàëà â çàäà÷å îá îãðàíè÷åííîì ðþêçàêå
Äëÿ ýôôåêòèâíîãî ðåøåíèÿ çàäà÷è î ðþêçàêå ïðè ïîìîùè àëãîðèòìîâ äåêîìïî-

çèöèè è ïåðåáîðà íåîáõîäèìî èìåòü ñïîñîáû îöåíêè çíà÷åíèé ôóíêöèîíàëà ðåøåíèé
çàäà÷è. Â ýòîì êîíòåêñòå ìîæåò áûòü ïîëåçíà ôîðìóëà, êîòîðàÿ âûðàæàåò ñðåäíåå
çíà÷åíèå ôóíêöèîíàëà íà ìíîæåñòâå äîïóñòèìûõ ðåøåíèé.

Ðàññìîòðèì ïðîèçâîäÿùóþ ôóíêöèþ (3), êîòîðàÿ õàðàêòåðèçóåò ðàñïðåäåëåíèå

çíà÷åíèé ôóíêöèîíàëà f(x1, . . . , xn) =
n∑

j=1

cjxj çàäà÷è (1), (2). Äëÿ öåëîãî íåîòðè-

öàòåëüíîãî k îáîçíà÷èì ÷åðåç Ak ÷èñëî äîïóñòèìûõ ðåøåíèé çàäà÷è, äëÿ êîòîðûõ
f(x1, . . . , xn) = k. Òàêæå ââåä¼ì ñëåäóþùåå îáîçíà÷åíèå:

Φb(z) = Fb(z, . . . , z) =
∑
x∈Vb

zc1x1zc2x2 . . . zcnxn =
∞∑
k=0

Akz
k. (10)

Èç ââåä¼ííûõ îïðåäåëåíèé, îáîçíà÷åíèé è ôîðìóëû (10) ñëåäóåò ñîîòíîøåíèå

|Vb| = Φb(1) = Fb(1, . . . , 1) =
∑
x∈Vb

1c1x11c2x2 . . . 1cnxn =
∞∑
k=0

Ak.

Â ÷àñòíîñòè, çàìåòèì, ÷òî

max
x∈Vb

f(x1, . . . , xn) = max
x∈Vb

n∑
j=1

cjxj = max
k:Ak⩾1

k.

Äàëåå èç ëåììû 2 ïîëó÷èì ôîðìóëó

Φb(z) =
1

2πi

∮
|u|=ρ

(1 + ua1zc1 + . . .+ uma1zmc1) . . . (1 + uanzcn + . . .+ umanzmcn)

(1− u)ub+1
du. (11)

Áóäåì ñ÷èòàòü, ÷òî âñå òî÷êè ìíîãîãðàííèêà Vb ðàâíîâåðîÿòíû. Òîãäà çíà÷å-
íèÿ ôóíêöèîíàëà f(x1, . . . , xn)� ýòî ñëó÷àéíàÿ âåëè÷èíà ξ = ξ(a1, . . . , an, c1, . . . , cn, b)

ñ ïðîèçâîäÿùåé ôóíêöèåé âåðîÿòíîñòåé P (z) =
Φb(z)

Φb(1)
. Îáîçíà÷èì å¼ ìàòåìàòè÷åñêîå

îæèäàíèå µ(ξ). Ìàòåìàòè÷åñêîå îæèäàíèå (ïåðâûé ìîìåíò) ñëó÷àéíîé âåëè÷èíû îïðå-
äåëÿåòñÿ ïåðâîé ïðîèçâîäíîé å¼ ïðîèçâîäÿùåé ôóíêöèè âåðîÿòíîñòåé â òî÷êå z = 1.

Äëÿ îïðåäåëåíèÿ ïåðâîé ïðîèçâîäíîé ôóíêöèè P (z) ââåä¼ì îáîçíà÷åíèå

ϕ(z, u) =
n∏

k=1

(1 + zckuak + . . .+ zmckumak).

Òîãäà ïðîèçâîäíàÿ ôóíêöèè ϕ(z, u) èìååò ñëåäóþùèé âèä:

ϕ
′
(z, u) =

=
n∑

k=1

(
(ckz

ck−1uak + 2ckz
2ck−1u2ak + . . .+mckz

mck−1umak)
n∏

i=1,
i ̸=k

(1 + zciuai + . . .+ zmciumai)
)
.

Âûðàæàÿ å¼ ÷åðåç ϕ(z, u), ïîëó÷èì

ϕ
′
(z, u) =

n∑
k=1

ckz
ck−1uak + 2ckz

2ck−1u2ak + . . .+mckz
mck−1umak

(1 + zckuak + . . .+ zmckumak)
ϕ(z, u).
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Îòñþäà íàéä¼ì çíà÷åíèå ïåðâîé ïðîèçâîäíîé ôóíêöèè Φb(z):

Φ
′
(z) =

1

2πi

∮
|u|=ρ

n∑
k=1

ckz
ck−1uak + 2ckz

2ck−1u2ak + . . .+mckz
mck−1umak

(1 + zckuak + . . .+ zmckumak)

ϕ(z, u)

(1− u)ub+1
du.

Ïîäñòàâèâ â ýòî âûðàæåíèå z = 1, ïîëó÷èì

Φ
′
(1) =

1

2πi

∮
|u|=ρ

n∑
k=1

cku
ak + 2cku

2ak + . . .+mcku
mak

(1 + uak + . . .+ umak)

n∏
i=1

(1 + uai + . . .+ umai)

(1− u)ub+1
du. (12)

Äëÿ êàæäîé èç n ïåðåìåííûõ ââåä¼ì m+1 ¾ñå÷åíèé¿ ìíîæåñòâà äîïóñòèìûõ ðåøåíèé
çàäà÷è Vb ñëåäóþùèì îáðàçîì. Äëÿ ïåðåìåííîé xk (1 ⩽ k ⩽ n) ¾ñå÷åíèå¿ ñ íîìåðîì d
(0 ⩽ d ⩽ m) ñîäåðæèò âñå ðåøåíèÿ, óäîâëåòâîðÿþùèå óñëîâèþ

n∑
i=1,
i ̸=k

aixi ⩽ b− dak, xi ∈ {0, 1, . . . ,m}.

Ýòè ðåøåíèÿ ñîîòâåòñòâóþò ïîäìíîæåñòâó ðåøåíèé çàäà÷è (1), (2) ñ xk = d. Îáîçíà÷èì
ýòî ìíîæåñòâî ÷åðåç V dk

b . Èç ñëåäñòâèÿ 1 ïîëó÷àåì

|V dk
b | =

1

2πi

∮
|u|=ρ

n∏
i=1,i ̸=k

(1 + uai + . . .+ umai)

(1− u)ub+1−dak
du. (13)

Òåîðåìà 1. Ñïðàâåäëèâî ñîîòíîøåíèå

µ(ξ) =
1

|Vb|
n∑

k=1

ck(|V 1k
b |+ 2|V 2k

b |+ . . .+m|V mk
b |). (14)

Äîêàçàòåëüñòâî. Âñïîìíèì, ÷òî P (z) = Φb(z)/Φb(1) è ìàòåìàòè÷åñêîå îæèäà-
íèå ñëó÷àéíîé âåëè÷èíû âûðàæàåòñÿ êàê ïåðâàÿ ïðîèçâîäíàÿ å¼ ïðîèçâîäÿùåé ôóíê-
öèè P (z) â òî÷êå z = 1:

µ(ξ) = P
′
(1) =

Φ
′

b(1)

Φb(1)
. (15)

Ïî ôîðìóëå (11) èìååì

Φ
′
(1) =

1

2πi

∮
|u|=ρ

n∑
k=1

cku
ak + 2cku

2ak + . . .+mcku
mak

1 + uak + . . .+ umak

n∏
i=1

(1 + uai + . . .+ umai)

(1− u)ub+1
du.

Ðàçëîæèì ýòî âûðàæåíèå ïî ïåðâîìó ìíîæèòåëþ íà m ñëàãàåìûõ:

Φ
′
(1) =

1

2πi

∮
|u|=ρ

n∑
k=1

(
cku

ak

(1− u)ub+1

n∏
i=1

(1 + uai + . . .+ umai)

1 + uak + . . .+ umak
+

+
2cku

2ak

(1− u)ub+1

n∏
i=1

(1 + uai + . . .+ umai)

1 + uak + . . .+ umak
+ . . .+

mcku
mak

(1− u)ub+1

n∏
i=1

(1 + uai + . . .+ umai)

1 + uak + . . .+ umak

)
du.
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Òåïåðü âûíåñåì ck çà çíàê èíòåãðàëà è çàìåòèì, ÷òî ñëàãàåìûå äàííîãî âûðàæåíèÿ
ñîäåðæàò ïðàâûå ÷àñòè âûðàæåíèé (13) äëÿ d = 1, . . . ,m:

Φ
′
(1) =

n∑
k=1

(
ck

1

2πi

∮
|u|=ρ

n∏
i=1,i ̸=k

(1 + uai + . . .+ umai)

(1− u)ub+1−ak
du+

+2ck
1

2πi

∮
|u|=ρ

n∏
i=1,i ̸=k

(1+uai+ . . .+umai)

(1− u)ub+1−2ak
du+ . . .+mck

1

2πi

∮
|u|=ρ

n∏
i=1,i ̸=k

(1+uai+ . . .+umai)

(1− u)ub+1−mak
du

)
.

Ñ ó÷åòîì ðàâåíñòâ (13) ïðîèçâåä¼ì çàìåíû èíòåãðàëîâ èõ îáîçíà÷åíèÿìè è ïîëó÷èì
ñîîòíîøåíèå

Φ
′

b(1) =
n∑

k=1

ck(|V 1k
b |+ 2|V 2k

b |+ . . .+m|V mk
b |).

Èç âûðàæåíèé (11) è (7) ñëåäóåò

Φb(1) = |Vb| =
1

2πi

∮
|u|=ρ

(1 + ua1 + . . .+ uma1) . . . (1 + uan + . . .+ uman)

(1− u)ub+1
du.

Ïîäñòàâëÿÿ íàéäåííûå çíà÷åíèÿ â (15), ïîëó÷èì èñêîìîå ñîîòíîøåíèå (14).

Âûðàæåíèå (14) ìîæåò áûòü ïîëåçíûì ïðè îöåíêå ýôôåêòèâíîñòè àëãîðèòìîâ,
ïðèìåíÿåìûõ äëÿ ðåøåíèÿ çàäà÷ î ðþêçàêå. Â ÷àñòíîñòè, ñðåäíåå çíà÷åíèå îïòèìè-
çèðóåìîãî ôóíêöèîíàëà çàäà÷è ìîæåò ñëóæèòü ïîêàçàòåëåì êà÷åñòâà ðåøåíèÿ ïðè
ñðàâíåíèè ñ ðåçóëüòàòàìè, ïîëó÷åííûìè ñ ïðèìåíåíèåì ýâðèñòè÷åñêèõ èëè àïïðîêñè-
ìàöèîííûõ àëãîðèòìîâ. Åñëè çíà÷åíèÿ, ïîëó÷åííûå òàêèì àëãîðèòìîì, ñóùåñòâåííî
ïðåâûøàþò ñðåäíåå çíà÷åíèå ôóíêöèîíàëà, ýòî ãîâîðèò î òîì, ÷òî àëãîðèòì îáåñïå-
÷èâàåò ðåøåíèÿ, áëèçêèå ê îïòèìàëüíûì. Êðîìå òîãî, äàííàÿ ôîðìóëà ìîæåò áûòü
ïðèìåíåíà äëÿ íàõîæäåíèÿ íèæíåé îöåíêè îïòèìàëüíîãî çíà÷åíèÿ ôóíêöèîíàëà çà-
äà÷è íà ïîäîáëàñòè äîïóñòèìûõ çíà÷åíèé ïåðåìåííîé ïðè èñïîëüçîâàíèè àëãîðèòìîâ
äåêîìïîçèöèè, íàïðèìåð â ìåòîäå âåòâåé è ãðàíèö.

Âûðàæåíèå |Vb| òàêæå ìîæíî ïðåäñòàâèòü ÷åðåç ñóììó |V dk
b |, ðàñêëàäûâàÿ ïî ñêîá-

êå, ñîîòâåòñòâóþùåé ïåðåìåííîé xk:

|Vb| =
1

2πi

∮
|u|=ρ

(1 + ua1 + . . .+ uma1) . . . (1 + ua
n + . . .+ uman)

(1− u)ub+1
du.

Äîìíîæèì è ðàçäåëèì íà (1 + uak + . . .+ umak):

|Vb| =
1

2πi

∮
|u|=ρ

(1 + uak + . . .+ umak)

(1 + uak + . . .+ umak)

(1 + ua1 + . . .+ uma1) . . . (1 + uan + . . .+ uman)

(1− u)ub+1
du.
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Ðàçëîæèì òåïåðü ïî ÷èñëèòåëþ (1+ uak + . . .+ umak) íà (m+1) ñëàãàåìûõ è çàìåòèì,
÷òî îíè ñîäåðæàò âûðàæåíèÿ (13) äëÿ d = 0, . . . ,m:

|Vb| =
(

1

2πi

∮
|u|=ρ

n∏
i=1,i ̸=k

1 + uai + . . .+ umai

(1− u)ub+1
du+

+
1

2πi

∮
|u|=ρ

n∏
i=1,i ̸=k

1 + uai + . . .+ umai

(1− u)ub+1−ak
du+ . . .+

1

2πi

∮
|u|=ρ

n∏
i=1,i ̸=k

1 + uai + . . .+ umai

(1− u)ub+1−mak
du

)
.

Çàìåíÿÿ èíòåãðàëû èõ îáîçíà÷åíèÿìè èç (13), ïîëó÷èì

|Vb| = |V 0k
b |+ |V 1k

b |+ . . .+ |V mk
b |. (16)

Òàêîé ìåòîä âû÷èñëåíèÿ ÷èñëà ðåøåíèé çàäà÷è ìîæåò áûòü ýôôåêòèâíåå ïðÿìîãî
ïîäñ÷¼òà, ïîñêîëüêó äàííàÿ ôîðìóëà äåêîìïîçèðóåò ðåøåíèå çàäà÷è íà ïîäçàäà÷è
ìåíüøåé ðàçìåðíîñòè. Ïðè ýòîì îáëàñòè äîïóñòèìûõ çíà÷åíèé äëÿ ýòèõ ïîäçàäà÷
âëîæåíû äðóã â äðóãà, ò. å. V di

b ⊂ V ci
b ïðè d ⩽ c äëÿ âñåõ i = 1, . . . , n, ïîýòîìó ïðè

ïîñëåäîâàòåëüíîì âû÷èñëåíèè |V di
b | äëÿ d = 1, . . . ,m ìîæíî èñïîëüçîâàòü |V di

b | ïðè
íàõîæäåíèè |V ci

b |, c = d, . . . ,m, ÷òî ñîêðàùàåò îáú¼ì âû÷èñëåíèé.
Ôîðìóëà (16) ïîçâîëÿåò òàêæå ñîêðàòèòü êîëè÷åñòâî ðàññ÷èòûâàåìûõ çíà÷åíèé

â (14). Äëÿ ýòîãî äîñòàòî÷íî ïîäñòàâèòü â (14) çíà÷åíèå |Vb|, îïðåäåë¼ííîå ïî ôîðìó-
ëå (16) äëÿ êàêîé-íèáóäü îäíîé ïåðåìåííîé xj, íàïðèìåð íàèìåíüøåãî çíà÷åíèÿ aj.
Òîãäà

µ(ξ) =
1

|Vb|
n∑

k=1

ck(|V 1k
b |+ 2|V 2k

b |+ . . .+m|V mk
b |) =

=
1

|V 0j
b |+ |V 1j

b |+ . . .+ |V mj
b |

n∑
k=1

ck(|V 1k
b |+ 2|V 2k

b |+ . . .+m|V mk
b |).

Âû÷èñëåíèå ñðåäíåãî çíà÷åíèÿ ôóíêöèîíàëà ïî äàííîé ôîðìóëå òàêæå óäîáíî,
ïîñêîëüêó îíî ìîæåò âûïîëíÿòüñÿ ïàðàëëåëüíî. Ââèäó òîãî, ÷òî ¾ñå÷åíèÿ¿ V di

b ïî
êàæäîé ïåðåìåííîé i ïðåäñòàâëÿþò ñîáîé íåïåðåñåêàþùèåñÿ ïîäìíîæåñòâà, çíà÷åíèÿ
èõ îáú¼ìîâ |V di

b | ìîãóò áûòü âû÷èñëåíû íåçàâèñèìî, à çàòåì ïðîñóììèðîâàíû äëÿ
ïîëó÷åíèÿ ñðåäíåãî çíà÷åíèÿ. Òàêîé ïîäõîä ìîæåò çíà÷èòåëüíî óñêîðèòü ïðîöåññ âû-
÷èñëåíèé, îñîáåííî ïðè ðàáîòå ñ áîëüøèìè ýêçåìïëÿðàìè çàäà÷.

Ôîðìóëû (14) è (16) ìîãóò áûòü óòî÷íåíû äëÿ ó÷¼òà óíèêàëüíûõ îñîáåííîñòåé
íà÷àëüíûõ óñëîâèé ïðè èçó÷åíèè çàäà÷, âîçíèêàþùèõ â êîíêðåòíûõ îáëàñòÿõ ïðè-
ìåíåíèÿ. Íàïðèìåð, â êðèïòîãðàôèè èíòåðåñ ïðåäñòàâëÿåò ðåøåíèå çàäà÷è î ðþêçàêå

â íåñêîëüêî èçìåí¼ííîì âèäå: èçâåñòíî, ÷òî óðàâíåíèå
n∑

i=1

aixi = b èìååò ðåøåíèå â ÷èñ-

ëàõ {0, 1}, è òðåáóåòñÿ íàéòè ýòî ðåøåíèå. Â ýòîì ñëó÷àå âûðàæåíèå (14) èìååò âèä

µ(ξ) =
1

|Vb|
n∑

k=1

ak|V 1k
b |.

Äàííàÿ ôîðìóëà âûðàæàåò ñðåäíåå çíà÷åíèå äîïóñòèìûõ ðåøåíèé çàäà÷è
n∑

i=1

aixi ⩽ b

è ìîæåò ïðèìåíÿòüñÿ äëÿ îïðåäåëåíèÿ âåðîÿòíîñòè óñïåøíîé àòàêè íà ðþêçà÷íûå
êðèïòîñèñòåìû ìåòîäîì ïåðåáîðà.

Ïðîèëëþñòðèðóåì âûïîëíåíèå íàéäåííûõ ôîðìóë íà ïðîñòûõ ïðèìåðàõ.
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Ïðèìåð 1. Ðàññìîòðèì ñëåäóþùóþ çàäà÷ó:
x1 + 2x2 + 3x3 → max,

x1 + 2x2 + x3 ⩽ 3,

x1, x2, x3 ∈ {0, 1, 2}.

Ó ýòîé çàäà÷è 11 äîïóñòèìûõ ðåøåíèé: Vb = {(000), (001), (010), (011), (100), (101), (110),
(002), (200), (102), (201)}.

Äëÿ íàõîæäåíèÿ Vb âû÷èñëèì |V 0k
b | äëÿ íàèìåíüøåãî ak = 1: V 01

b = {(00), (01), (10),
(11), (02)}�ðåøåíèÿ íåðàâåíñòâà 2x2 + x3 ⩽ 3, |V 01

b | = 5.
Äàëåå äëÿ íàõîæäåíèÿ µ(ξ) âû÷èñëèì |V ik

b | äëÿ k = 1, 2, 3, i = 1, 2 ïî ôîðìóëå (13):
V 11
b = {(00), (10), (01), (02)}�ðåøåíèÿ íåðàâåíñòâà 2x2 + x3 ⩽ 2, |V 11

b | = 4;
V 21
b = {(00), (01)}�ðåøåíèÿ íåðàâåíñòâà 2x2 + x3 ⩽ 1, |V 21

b | = 2;
V 12
b = {(00), (01), (10)}�ðåøåíèÿ íåðàâåíñòâà x1 + x3 ⩽ 1, |V 12

b | = 3;
V 22
b = ∅�ðåøåíèÿ íåðàâåíñòâà x1 + x3 ⩽ −1, |V 22

b | = 0;
V 13
b = {(00), (01), (10), (20)}�ðåøåíèÿ íåðàâåíñòâà x1 + 2x2 ⩽ 2, |V 13

b | = 4;
V 23
b = {(00), (10)}�ðåøåíèÿ íåðàâåíñòâà x1 + 2x2 ⩽ 1, |V 23

b | = 2.
Ïîäñòàâëÿÿ ýòè çíà÷åíèÿ â (16) è (14), ïîëó÷àåì

|Vb| = |V 01
b |+ |V 11

b |+ |V 21
b | = 5 + 4 + 2 = 11,

µ(ξ) =
n∑

k=1

ck

(
|V 1k

b |
|Vb|

+ 2
|V 2k

b |
|Vb|

)
= 1
( 4

11
+

2 · 2
11

)
+2
( 3

11
+

2 · 0
11

)
+3
( 4

11
+

2 · 2
11

)
=

38

11
.

Ýòî ñîîòâåòñòâóåò çíà÷åíèþ ìàòåìàòè÷åñêîãî îæèäàíèÿ ôóíêöèîíàëà çàäà÷è ïðè ïðÿ-
ìîì ïîäñ÷¼òå:

µ(ξ) =
1

11

(
0 + 1 + 2 + 3 + 5 + 4 + 3 + 6 + 2 + 7 + 5

)
=

38

11
.

Êàê âèäíî èç ïðèìåðà, ïðèâåä¼ííûå â òåîðåìå 1 ôîðìóëû ïîçâîëÿþò äåêîìïîçèðîâàòü
çàäà÷ó íà ïîäçàäà÷è ìåíüøåé ðàçìåðíîñòè, â êîòîðûõ çíà÷åíèå îãðàíè÷åíèÿ b ìåíüøå
èñõîäíîãî.

Ïðèìåð 2. Ðàññìîòðèì ñëåäóþùóþ çàäà÷ó:
x1 + 2x2 + 3x3 + 4x4 → max,

2x1 + 3x2 + 4x3 + 6x4 ⩽ 6,

x1, x2, x3, x4 ∈ {0, 1, 2, 3}.

Ó ýòîé çàäà÷è 10 äîïóñòèìûõ ðåøåíèé: {(0000), (0001), (0010), (0100), (0200), (1000),
(1010), (1100), (2000), (3000)}.

Ïî ôîðìóëå (13) ïîëó÷èì

|V 01
b | = 5, |V 11

b | = 3, |V 21
b | = 1, |V 31

b | = 1, |V 12
b | = 2, |V 22

b | = 1, |V 32
b | = 0,

|V 13
b | = 2, |V 23

b | = 0, |V 33
b | = 0, |V 14

b | = 2, |V 24
b | = 0, |V 34

b | = 0.

Ïîäñòàâëÿÿ ýòè çíà÷åíèÿ â (16) äëÿ k = 1, íàõîäèì ÷èñëî ðåøåíèé èñõîäíîé çàäà÷è:

|Vb| = |V 01
b |+ |V 11

b |+ |V 21
b |+ |V 31

b | = 5 + 3 + 1 + 1 = 10.
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Ïîäñòàâëÿÿ âñå íàéäåííûå çíà÷åíèÿ â (14), íàõîäèì ñðåäíåå çíà÷åíèå ôóíêöèîíàëà:

µ(ξ) =
n∑

k=1

ck

( |V 1k
b |
|Vb|

+ 2
|V 2k

b |
|Vb|

+ 3
|V 3k

b |
|Vb|

)
=

= 2
3 + 2 · 1 + 3 · 1

10
+ 3

2 + 2 · 1 + 3 · 0
10

+ 4
2 + 2 · 0 + 3 · 0

10
+ 6

2 + 2 · 0 + 3 · 0
10

=
48

13
.

Ýòî ñîîòâåòñòâóåò ðåøåíèþ, ïîëó÷åííîìó ïðÿìîé ïîäñòàíîâêîé:

µ(ξ) =
1

13

(
0 + 4 + 2 + 6 + 4 + 1 + 5 + 3 + 5 + 2 + 6 + 4 + 6

)
=

48

13
.

Êàê ïîêàçûâàþò ïðèâåä¼ííûå ïðèìåðû, áîëüøèíñòâî ÷ëåíîâ â ôîðìóëå (14) ðàâíû
íóëþ, ÷òî óìåíüøàåò êîëè÷åñòâî íåîáõîäèìûõ äëÿ âû÷èñëåíèé çíà÷åíèé.

Ïðèìåð 3. Ïóñòü ai = 2i−1 äëÿ âñåõ i = 1, 2, . . . , n, à b = 2n+1, òîãäà ðåøåíèÿ

íåðàâåíñòâà
n∑

i=1

aixi ⩽ b, xi ∈ {0, 1, 2}� ýòî âñå ýëåìåíòû ïðîñòðàíñòâà n-ìåðíûõ âåê-

òîðîâ ñ êîîðäèíàòàìè èç {0, 1, 2}. Ïîëó÷àåì |Vb| = 3n.

Äëÿ ëþáîãî k íàõîäèì ðåøåíèÿ íåðàâåíñòâà
n∑

i=1,i ̸=k

aixi ⩽ b − ak, xi ∈ {0, 1, 2}.

Ýòî âñå ýëåìåíòû ïðîñòðàíñòâà (n − 1)-ìåðíûõ âåêòîðîâ ñ êîîðäèíàòàìè èç {0, 1, 2},
ïîýòîìó |V 1k

b | = 3n−1. Ðàññóæäàÿ àíàëîãè÷íî, ïîëó÷àåì |V 2k
b | = 3n−1. Îòñþäà ñðåä-

íåå çíà÷åíèå µ(ξ) =
n∑

k=1

ck(1/3 + 2/3) =
n∑

k=1

ck, à ìàêñèìàëüíîå çíà÷åíèå ôóíêöèîíàëà

ðàâíî
n∑

k=1

2ck.

3. Ñþðúåêòèâíîñòü â çàäà÷å î ðþêçàêå
Ðàññìîòðèì ñëó÷àé, ïðè êîòîðîì êîýôôèöèåíòû öåëåâîé ôóíêöèè è âåêòîðû îãðà-

íè÷åíèé ñîâïàäàþò, ò. å. ai = ci, i = 1, . . . , n.

Îïðåäåëåíèå 1. Ïóñòü M = {0, 1, . . . ,m}; Mn �ìíîæåñòâî âñåõ n-ìåðíûõ âåê-

òîðîâ ñ êîîðäèíàòàìè èç M . Íàçîâ¼ì ôóíêöèþ f(x1, . . . , xn) =
n∑

j=1

cjxj ñþðúåêòèâ-

íîé íà ìíîæåñòâå N ⊂ Mn, åñëè îíà ïðèíèìàåò íà N âñå çíà÷åíèÿ èç èíòåðâàëà
[fmin, . . . , fmax], ãäå fmin, fmax �ìèíèìàëüíîå è ìàêñèìàëüíîå çíà÷åíèå äàííîé ôóíê-
öèè íà ìíîæåñòâå N .

Ðàíåå îïðåäåëåíèå ëèíåéíîé ôóíêöèè ñ áóëåâûìè ïåðåìåííûìè f(x1, . . . , xn) =

=
n∑

j=1

cjxj, ïðèíèìàþùåé âñå çíà÷åíèÿ èç èíòåðâàëà [0,
n∑

j=1

cj], áûëî äàíî, íàïðèìåð,

â ðàáîòå [22]. Ïîäðîáíûé àíàëèç ñâîéñòâ òàêèõ ôóíêöèé ïðèâåä¼í â [23].
Ïðèìåðàìè ñþðúåêòèâíûõ ôóíêöèé íà âñ¼ì Mn ïðè ëþáîì m ÿâëÿþòñÿ:

f(x1, . . . , xn) =
n∑

j=1

2j−1xj; f(x1, . . . , xn) =
n∑

j=1

jxj. Ôóíêöèÿ 2x1+3x2+4x3 ïðè ëþáîì m

íå ÿâëÿåòñÿ ñþðúåêòèâíîé, ïîñêîëüêó îíà íå ïðèíèìàåò çíà÷åíèå 1.

Òåîðåìà 2. Åñëè f(x1, . . . , xn) =
n∑

j=1

cjxj � ñþðúåêòèâíàÿ ôóíêöèÿ íà Vb, ãäå xi ∈
∈ {0, 1, . . . ,m}, i = 1, . . . , n, òî

(m+ 1)n − 1 ⩾ max f(x1, . . . , xn) ⩾
n∑

k=1

ck

( |V 1k
b |
|Vb|

+ 2
|V 2k

b |
|Vb|

+ . . .+m
|V mk

b |
|Vb|

)
.
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Äîêàçàòåëüñòâî. Ïóñòü C = {c1, c2, . . . , cn} è S(C, n)�÷èñëî ðàçëè÷íûõ
ñóìì èç ýëåìåíòîâ C. Î÷åâèäíî, ÷òî S(C, n) ⩽ (m+ 1)n − 1. Íàèìåíüøåå çíà÷åíèå
f(x1, . . . , xn) ðàâíî íóëþ. Ïîñêîëüêó ôóíêöèÿ f(x1, . . . , xn) ñþðúåêòèâíàÿ, îíà äîëæ-
íà ïðèíèìàòü âñå çíà÷åíèÿ, íà÷èíàÿ ñ íóëÿ, ïîýòîìó å¼ ìàêñèìàëüíîå çíà÷åíèå íå
ìîæåò ïðåâîñõîäèòü ÷èñëà S(C, n):

(m+ 1)n − 1 ⩽ max f(x1, . . . , xn).

Íèæíÿÿ îöåíêà ñëåäóåò èç òåîðåìû 1.

Ïðèìåð 4. Âåðõíÿÿ îöåíêà èç òåîðåìû 2 äîñòèãàåòñÿ äëÿ ïðîèçâîëüíîãî m ïðè

ci = (m+ 1)i−1, i = 1, . . . , n, è b ⩽
n∑

j=1

cj. Â ýòîì ñëó÷àå S(C, n) = (m+ 1)n − 1

è f(x1, . . . , xn) =
n∑

j=1

cjxj � ñþðúåêòèâíàÿ ôóíêöèÿ ñ ìàêñèìàëüíûì çíà÷åíèåì

(m+ 1)n − 1.

Çàêëþ÷åíèå
Ðàññìîòðåíû âîïðîñû, ñâÿçàííûå ñ âû÷èñëåíèåì è îöåíêîé çíà÷åíèé ôóíêöèîíàëà

çàäà÷è îá îãðàíè÷åííîì ðþêçàêå. Ïðèâåäåíû ôîðìóëû è îöåíêè ÷èñëà äîïóñòèìûõ ðå-
øåíèé çàäà÷è â çàâèñèìîñòè îò ÷èñëà ðåøåíèé ïîäçàäà÷ ìåíüøåé ðàçìåðíîñòè. Ìåòîä
ïðîèçâîäÿùèõ ôóíêöèé ìîæåò áûòü óñïåøíî ïðèìåí¼í äëÿ àíàëèçà ïîäîáíûõ çàäà÷,
èìåþùèõ êîìáèíàòîðíóþ ïðèðîäó. Ïîëó÷åííûå ôîðìóëû ìîãóò áûòü óòî÷íåíû ïðè
ðàññìîòðåíèè çàäà÷ ñïåöèàëüíîãî âèäà, êîòîðûå âîçíèêàþò â êîíêðåòíûõ ïðèêëàä-
íûõ îáëàñòÿõ, â ÷àñòíîñòè â ìàòåìàòè÷åñêèõ ìîäåëÿõ èíôîðìàöèîííîé áåçîïàñíîñòè,
ó÷èòûâàþùèõ ðåàëüíûå îñîáåííîñòè èñõîäíûõ ïîñòàíîâîê. Èçëîæåííûå ðåçóëüòàòû
ìîãóò ïîñëóæèòü áàçîé äëÿ äàëüíåéøèõ èññëåäîâàíèé ñâîéñòâ ñòðóêòóðû ìíîãîãðàí-
íèêîâ çàäà÷ î ðþêçàêå. Íàéäåííûå âûðàæåíèÿ ìîãóò áûòü òàêæå èñïîëüçîâàíû íåïî-
ñðåäñòâåííî â âû÷èñëèòåëüíûõ àëãîðèòìàõ â êà÷åñòâå âñïîìîãàòåëüíûõ ïðîöåäóð.
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